UNIVERSITY OF THE PHILIPPINES MANILA
COLLEGE OF ARTS AND SCIENCES

DEPARTMENT OF PHYSICAL SCIENCES AND MATHEMATICS

PRIVOTE: AN ANONYMIZED AND SECURED
ETHEREUM-BASED INTERNET VOTING SYSTEM

A special problem in partial fulfillment
of the requirements for the degree of

Bachelor of Science in Computer Science

Submitted by:

Mirai Reyes Yoshizaki
June 2023

Permission is given for the following people to have access to this SP:

Available to the general public Yes

Available only after consultation with author/SP adviser | No

Available only to those bound by confidentiality agreement | No




ACCEPTANCE SHEET

The Special Problem entitled “PriVote: An Anonymized and Se-
cured Ethereum-based Internet Voting System” prepared and submitted by Mirai
Reyes Yoshizaki in partial fulfillment of the requirements for the degree of Bach-
elor of Science in Computer Science has been examined and is recommended for
acceptance.

Marbert John C. Marasigan, M.Sc

Adviser
EXAMINERS:
Approved Disapproved
1. Avegail D. Carpio, M.Sc.
2. Richard Byrann L. Chua, Ph.D, (cand.)
3. Perlita E. Gasmen, M.Sc. (cand.)
4. Ma. Sheila A. Magboo, Ph.D. (cand.)
5. Vincent Peter C. Magboo, M.D., M.Sc.
6. Geoffrey A. Solano, Ph.D.

Accepted and approved as partial fulfillment of the requirements for the
degree of Bachelor of Science in Computer Science.

Vio Jianu C. Mojica, M.Sc. Marie Josephine M. De Luna, Ph.D.
Unit Head Chair
Mathematical and Computing Sciences Unit Department of Physical Sciences
Department of Physical Sciences and Mathematics

and Mathematics

Maria Constancia O. Carrillo, Ph.D.
Dean
College of Arts and Sciences

. (cand.)



Abstract

The proposed system, PriVote, is an innovative and secure e-voting solution for
Philippines Barangay SK elections. This web application is built on the Ethereum
blockchain, utilizing digital signature technology to guarantee privacy and security
for voters. With PriVote, users can register, cast their votes, and verify their
votes while maintaining transparency and accuracy in the voting process. Smart
contracts are employed to enforce voting rules, while digital signatures are used to
provide integrity. PriVote is a potential solution to ensure secure and anonymous

e-voting in Barangay SK elections.
Keywords: Keywords: e-voting system, Ethereum, blockchain, digital signature, pri-

vacy, security
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I. Introduction

A. Background of the Study

The Sangguniang Kabataan (SK) has been utilizing traditional paper ballots and
manual counting for its elections since 1991 [1]. With the rise of modern technol-
ogy, there is a growing interest in exploring the use of internet voting methods to
replace the traditional manual voting system. However, existing internet voting
technologies present security risks, making them unsuitable for public elections.
Alternatively, offline voting is significantly more expensive [2]. This has led to the
development of centralized online voting systems that permit voters to cast their
votes from home at their own convenience. However, centralized voting systems
are susceptible to tampering, making the results unreliable.

Decentralized voting systems based on blockchain technology offer a potential
solution to the security issues plaguing traditional and centralized voting systems.
These systems use distributed ledger technologies (DLT) to create a transparent
and secure voting system. In blockchain theory, a distributed ledger requires trans-
actions between network participants to be accurately recorded in a shared ledger,
with each transaction being timestamped and given a unique cryptographic signa-
ture, enabling each transaction to be tracked back to its corresponding historical
record [3].

Despite the widespread use of decentralized voting systems, there are still
concerns regarding their integrity and security. Therefore, it is necessary to incor-
porate certain internet properties to ensure the safety of the system. Our focus

will be on four critical properties:

1. Tampering - by leveraging the use of Ethereum blockchain and digital sig-

nature, the system ensures the integrity of the election results.

2. Ballot confidentiality - only the voter themselves should know who they

voted for



3. Individual verifiability - any submitted vote can be verified by the voter

themselves.

4. Double spending - the system does not allow overvoting.

B. Statement of the Problem

The traditional paper-based voting system used in SK elections has been plagued
with inefficiencies and issues such as legibility of handwriting and incorrect po-
sitioning of votes resulting in void ballots. Meanwhile, existing blockchain-based
electronic voting systems carry security concerns, particularly with regards to
anonymity and transparency [1, 5, 0].

To address these issues, the study propose the development of an internet
voting system for SK elections using digital signature with blockchain. This will
provide a more efficient and secure way of voting, ensuring both privacy and
transparency. By using digital signature to encrypt the blocks, the problem of
anonymity will be resolved, allowing for a tamper-proof and transparent voting
process.

The system was developed using Ethereum blockchain and smart contracts to
enforce voting rules. This system will be designed to guarantee the privacy of
voters, prevent tampering, ensure ballot confidentiality, enable individual verifia-
bility, and prevent double spending. The proposed system will be evaluated and
tested for its effectiveness in handling SK elections.

The proposed internet voting system, utilizing digital signature with blockchain,
presents a promising solution for secure and anonymous e-voting in SK elections,
addressing the issues faced by the traditional paper-based voting system and ex-

isting blockchain-based electronic voting systems.



C. Objectives of the Study

The objective of this study is to develop a blockchain-based internet voting system
that utilizes digital signature technology to address the security and privacy issues
in the current manual process of SK elections. The system aims to provide a
transparent and tamper-proof voting process while ensuring voter anonymity and
confidentiality. The following functionalities will be implemented for the users of

the system:

1. Allows the voter to

(a) Register an account
(b) Access their account using registered credentials

(c) View the complete list of candidates and vote for their preferred can-

didate
(d) View the results of the election only once the election has ended
(e) Sign their votes via digital signature
(f) View the election details
(g) View their own profile

(h) Logout of their account
2. Allows the voting authorities to

(a) Verify and approve a voter’s account
(b) Setup an election wherein they can:

i. Add candidates along with their position

ii. Set the name of the election and its respective description
(c) View the list of registered voters
(d) Manage the election period

(e) View the election details



(f) Begin a new election after an election has ended
(g) View their own profile

(h) Logout of their account

The proposed system aims to solve the issues of tampering, confidentiality,
verifiability, and double spending in SK elections. The effectiveness and security

of the system will be evaluated through an implementation and evaluation phase.

D. Significance of the Project

Automated systems have become an integral part of modern society, and e-voting
is no exception. The use of an e-voting system for SK elections can drastically
reduce the time and costs involved in manual vote counting and ballot printing.
By leveraging Ethereum blockchain technology, the system ensures that data col-
lected is tamper-proof and maintains its integrity. In addition, the use of digital
signature technology ensures anonymity of voter data while maintaining trans-
parency. Blockchain technology has proven to be a game-changer in various fields,
including politics [7], carbon trading [3], and security [6]. By utilizing blockchain
technology in our e-voting system, we aim to increase the security of SK elections
and offer an efficient and reliable voting process for citizens.

The main reference, ”Z-Halalan: A Blockchain-based Internet Voting Sys-
tem using Zero Knowledge Proof,” [8] serves as an important foundation for this
project, as it explores the use of online voting systems in a decentralized context.
However, this study diverges from the main reference in several key aspects.

Firstly, our focus is on decentralized voting systems based on blockchain tech-
nology. While the main reference also utilizes blockchain, our study aims to
further enhance security and transparency by leveraging the unique properties
of blockchain technology, such as distributed ledger and consensus mechanisms.
These features provide a tamper-proof and transparent voting process, ensuring

the integrity of the election results.



Secondly, we incorporate digital signature technology to enhance privacy and
ensure the authenticity of the voting process. By utilizing digital signature tech-
nology, we allow voters to securely sign their votes while maintaining anonymity.
This not only protects the privacy of voters but also strengthens the trustworthi-
ness of the entire voting system.

Lastly, this study specifically targets SK elections, which have their own unique
requirements and considerations. SK elections involve a specific demographic and
require tailored solutions to address their needs effectively. By focusing on SK
elections, we can develop an internet voting system that is specifically designed to
meet the requirements of this particular context.

In summary, while the main reference lays the groundwork for utilizing blockchain
and zero-knowledge proof in an e-voting system, our project goes beyond by
emphasizing decentralization, incorporating digital signature technology, and ad-
dressing the specific requirements of SK elections. These advancements contribute
to the significance of our project in providing an enhanced, secure, and efficient
voting solution for SK elections.

By incorporating these differences, our proposed internet voting system ad-
dresses the limitations of existing approaches and provides a tailored solution for
SK elections, offering a secure, transparent, and efficient voting process for all

participants.

E. Scope and Limitations

1. The scope of this study only includes non-weighted votes, which means that

each voter’s vote is considered equal regardless of their status or position.

2. The project does not consider extending voting time beyond what is required

for SK elections.

3. The system will only be accessible to registered voters and voting authorities,

and the registration process will be overseen by the voting authorities.



. The system does not guarantee 100% security and privacy of the data since
cybersecurity threats are constantly evolving. However, the application of
blockchain and digital signature technology will significantly increase secu-

rity and anonymity.

. The system does not implement recasting of votes. Once the votes have been

voted, there is no way for the voter to take back their votes.

. Voters will be required to vote from physical polling stations to prevent

coercion or external influence.

Assumptions

. The study assumes that voters have a basic understanding of using the inter-
net and a device (such as a computer or smartphone) to access the internet

voting system.

. The voters who register for the internet voting system will be able to generate

and safeguard their own credentials for authentication.

. The voting authorities who will be managing the system are capable of using

the software and will be able to ensure the security of the system.

. The voting authorities responsible for managing the voting system is trust-
worthy and acts with integrity throughout the process. This includes ensur-

ing the fairness, transparency, and security of the voting system.



II. Review of Related Literature

A. Sangguniang Kabataan (SK) and SK Elections

The Katipunan ng Kabataan (KK) is a youth organization established under the
Local Government Code of 1991 (Republic Act 7160) in the Philippines [1]. The
primary role of the KK is to promote the welfare and interests of the youth at
the barangay level. The Sangguniang Kabataan (SK) is the governing body of
the KK and is composed of elected officials who represent the youth in their
respective barangays. The SK is responsible for organizing programs and activities
that address the needs and concerns of the youth, such as sports and recreation,
education and employment, and community service. With the establishment of the
SK and KK, the government seeks to empower the youth to actively participate
in local governance and decision-making processes. By engaging the youth in
these activities, the government aims to develop responsible and socially-conscious
citizens who can contribute to the development of their communities. The SK and
KK serve as an avenue for the youth to voice their opinions and ideas, and to make
a positive impact on society.

The SK elections proceeds as follows [1]:

e The SK member who obtained the highest number of votes in the most recent
election assumes the office of the Chairperson for the unexpired portion of

their term.

e In the elected member refuses to assume the position or fails to qualify , the
SK member who obtained the next highest number of votes shall assume the

position for the unexpired portion of the term.



KB created thru PD 684; composed of 15 to 18-year-olds

PKKB established thru PD 1191; expanded youth age
bracket to 15 to 21-year-olds

Konsultahang Kabataan organized nationwide

PCYA created thru EO 274 and replaced KB

Local Government Code created the SK and KK composed
of all youth ages 15 to 21-year-olds

First SK election held on December 4, 1992

Youth in Nation-Building Act was enacted creating the NYC;
identified age of the youth from 15 to 30-year-olds

First amendment of the SK Charter: RA 9164 enacted changing
the age of KK membership 15 to 17-year-olds

RA 9340 reset the 2005 SK Election to October 2007

HB 2417 was passed aimed to postpone the election to May 2009.
Senate did not agree, election was held

RA 10632 postponed the 2013 SK election

RA 10656, the law that postponed the 2015 SK Elections.

RA 10742 (SK Reform Act of 2015) was signed on January 15, 2016

RA 10923 moved the 2016 SK election to October 23, 2017

RA 10952 moved the 2017 SK election to 2nd Monday of May 2018

gageeaeaamme

Figure 1: SK Historical Timeline
A..1 Sangguniang Kabataan (SK) Reform Act of 2015

The Sangguniang Kabataan (SK) Reform Act of 2015 (Republic Act No. 10742)
was enacted to recognize and promote the youth’s role in nation-building [9]. This
law provides opportunities for the SK to engage in local governance and actively
participate in the development of their respective communities [10)].

Below are some of the provisions of the SK Reform Act of 2015 [9]:

e The age requirement for SK members was lowered from 15-17 years old to

18-24 years old, in order to ensure that SK members are more mature and



responsible in fulfilling their roles and duties [11].

e SK officials are mandated to undergo mandatory training programs to en-
hance their leadership skills, knowledge on public service, and ethical stan-

dards [9].

e SK officials are required to create and submit a comprehensive development
plan for their respective barangays, which includes programs and projects

for youth development, education, and employment [10].

e The SK is mandated to set up a grievance and feedback mechanism to ensure
that the youth’s concerns and issues are heard and addressed by the barangay

officials [9].

A..2 Challenges and Issues in SK Election
Challenges and issues in SK Election include:

1. Lack of interest and participation - Many youth do not show interest in
participating in the SK elections, which poses a challenge in achieving the

youth’s involvement in local governance [12].

2. Limited budget - There is a lack of funding allocated for SK programs and
activities, which hinders the youth’s capacity to initiate projects and pro-

grams beneficial for their communities [13].

3. Political influence and dynasties - The political influence of some families and
political dynasties may affect the impartiality of SK elections and prevent

the youth’s equal representation in governance [14].

4. Lack of awareness and education - Some youth are unaware of the impor-
tance and potential of the SK in nation-building and local governance. This
challenge highlights the need for education and awareness programs that
emphasize the SK’s significance in developing the youth’s leadership skills

and promoting youth participation in local governance [13].

9



A..3 Importance of secure and accurate voting in SK elections

Secure and accurate voting is essential in ensuring fair and legitimate SK elections.
Any issues related to the security and accuracy of the voting process can lead to
mistrust and dissatisfaction among the electorate, potentially undermining the
legitimacy of the electoral process. The following are some of the reasons why

secure and accurate voting is crucial for SK elections:

e Upholding democratic values: The SK elections are a vital component of
the democratic process, and secure and accurate voting ensures that these

elections are carried out in a fair and transparent manner [J].

e Ensuring Youth Representation: The SK elections serve as a platform for
young individuals to participate in the democratic process and have their
voices heard. Accurate and secure voting is crucial in reflecting the true will

of the youth electorate [1].

e Preventing Election Fraud: Secure and accurate voting is necessary in pre-
venting election fraud and irregularities, such as vote-buying, ballot stuffing,

and manipulation of election results [15].

e Maintaining Public Trust: Accurate and secure voting helps to maintain the
public’s trust in the electoral process, ensuring that the SK election results

are widely accepted by the youth electorate [16].

B. Evolution of Voting Technologies
B..1 History of voting technologies

The use of simple objects like rocks, shells, or pottery pieces for voting dates back
to ancient times. However, more sophisticated voting methods were developed
in the 19th century [17]. The paper ballot was the first voting method to gain
widespread use in the United States. Voters marked a paper ballot with a pen or

pencil until the late 1800s.

10



In the early 1900s, mechanical lever machines were developed. These machines
had a lever for each candidate or measure, and voters would flip the lever to
indicate their choice. Mechanical lever machines were used throughout the United
States until the 1960s.

In the 1960s, punch card systems were introduced. Voters would punch holes in
a card to indicate their choices, which would then be tabulated by a computer [15].
This method was used extensively in the 2000 United States presidential election
and was fraught with controversy due to inaccuracies in the counting process [19].

In the wake of controversies surrounding the 2000 presidential election, many
jurisdictions switched to optical scan systems, which involve voters marking their
choices on a paper ballot that is then scanned and tabulated by a computer.

In recent years, there has been growing interest in internet-based voting sys-
tems. While some small-scale experiments have been conducted, the use of internet-

based voting in national elections remains rare.

B..2 Emergence of electronic voting (e-voting) and internet voting

Voting is a method, by which a group, a meeting, or electorates, can make a
collective decision or opinion [20]. The voting process involves casting of votes of
the voter in a ballot which will then be processed by the system.

Conducting an electronic voting system must involve rigorous studying of the
process itself and the security risks that come with it. As such, there have been
developments and evolution with regards to voting as a means of addressing these
security properties. One of these developments involve the rise of electoral voting.

Electoral voting or e-voting is an electronic means for casting and counting
votes [21]. With the rapid development in the Internet and information technology,
migration from traditional means to online means have also been progressing —
one of these includes e-voting. The first remarkable progress of e-voting that
was achieved was when punched-card ballots was first used in 1960’s by applying

internet technologies [22].

11



E-voting allows the voter to submit his/her/their vote electronically to the
election authorities from any location. Commonly, the e-voting process starts
when the voter registers their account in the system, after which a verification will
be needed by the voting authorities to assure that the voter registered their true
identity. After successful verification, the voter will then be allowed to cast their
votes in the ballot - can be digital or paper ballot - which will then be submitted
to the voting officials and be kept confidential. Once the voting period is done,
the votes will be audited and will be released once results are finalized.

Electronic voting, similar to traditional voting, requires a number of proper-
ties to be fulfilled to be considered as an effective and secure system. Some of
these include authentication, transparency, anonymity, integrity, security, privacy,
mobility, fairness, and verifiability [23]. Although e-voting opens up a lot of new
possibilities, it still poses a number of obstacles and challenges to overcome |[7].

Internet voting or online voting is a more specific type of e-voting wherein it
eliminates the need for printing of ballot papers and ope n polling stations [24].
When conducting internet voting, voters can vote in an election regardless of where
they are as long as there is an internet connection. By doing so, voting can be
done in remote places and voters do not have to travel to voting precincts to cast
their votes. Current internet voting systems have posed security vulnerabilities

some of which we will try to solve in this study.

C. Internet Voting Technologies
C..1 Advantages and disadvantages of internet voting

Internet-based voting, otherwise called online voting, provides remote options for
voters to submit their ballots over the web [25]. This process results in more
accessibility and convenience for voters located anywhere with an internet con-
nection to cast their votes effortlessly. Besides this, internet voting allows for
efficiency reporting by real-time vote counts that usually take less time than tra-

ditional counters do under observation. Furthermore, one major benefit could be

12



increased participation among eligible candidates due to its convenience factor
(26, 27, 28]. The use of online voting systems by electoral agencies brings forth
both advantages and drawbacks.

Proponents argue that it enhances accessibility since individuals nationwide
can participate without geographical restrictions while reducing polling expenses
through paperless balloting. However, others criticize these methods citing cyber-
security concerns posed by access controls placed on platforms via passwords since
determined individuals may attempt to breach the system with fraudulent inten-
tions potentially compromising ideals of fairness further raising suspicions about

election outcomes [29].

C..2 Examples of internet voting systems used in elections around the

world

Since 2005, Estonia has been utilizing i-Voting as an internet voting system in
their elections [30]. Meanwhile, Scytl has also seen usage in several countries such
as Switzerland, Australia, and the United States [31]. The government of Nor-
way has conducted online voting tests using eValg during local and parliamentary
elections. SMARTmatic was also utilized in the electoral processes of Venezuela,
Brazil, and the Philippines [32]. The discussion surrounding internet voting for
national elections has revealed a clear dichotomy between those who laud its con-
venience and potential for increased voter turnout, and those who emphasize its
inherent vulnerabilities when it comes to security breaches and compromised voter
anonymity. Consequently, while some nations have embraced the new technology,
others maintain trust in established paper ballots as the standard means of con-

ducting fair and transparent elections.

13



D. Security and Privacy Issues in Internet Voting
D..1 Types of security issues in internet voting

Internet voting has been associated with critical security challenges that need
careful scrutiny before implementing such systems. Hackers can manipulate vote
tallies by gaining unauthorized access while other types of cybersecurity threats
include phishing scams, malware infections, insider attacks and denial-of-service
(DoS) incidents [33].

Additionally, technological disruptions like computer bugs or communication
breakdowns may interrupt voting procedures and errors in vote counting may en-
sue. The integrity and trustworthiness of election results through online voting are

a major concern given the security issues associated with internet voting systems.

D..2 Effect of security issues on the integrity of election results

With technological advancements paving way for modernization in almost every
aspect of our lives, internet voting systems are also becoming increasingly relevant.
However, it’s important to comprehend the security threats that come along with
this innovation; cybercrimes like hacking, phishing or denial-of-service attacks pose
a serious threat to these systems.

Thus secure internet-based voting processes are indispensable today. An alarm-
ing scenario arises when the security breach within an internet voting system is
already corrected after it has been detected, yet it fails to remedy the crucial
damage to the public’s confidence in the democratic process[34].

As such, the integrity of elections can be at stake if security flaws persist
since they not only threaten transparency but also accountability in how officials
carry out their electoral duties. This emphasizes the need for secure, transparent,
and accountable internet voting systems to maintain public trust and protect

democracy [35].

14



D..3 Overview of existing security measures for internet voting

Several measures designed to enhance Internet voting system security include en-
cryption when encoding data with a view to protecting it from unauthorized ac-
cess. To restrict authorized people from accessing information, digital signatures
are used and authenticated [30]. Moreover, in this regard, most systems require
multifactor authentication which verifies whether an individual has permission
through more than one verification method such as password combinations and
biometrics [37]. To deter denial of service attacks from infiltrating the voting
system, industry professionals recommend utilizing both firewalls and intrusion
detection systems as effective preventative measures against unauthorized access
35].

Despite these implementations serving as critical safeguards towards bolster-
ing overall platform security infrastructures, no system is entirely immune from
potential exploitations or vulnerabilities.

Continuous monitoring and testing of the security measures is indispensable in
today’s world due to the persistent search for system vulnerabilities by malicious
actors. This is critical to validate that the system is secure and any existing

vulnerabilities are identified and addressed promptly.

E. Blockchain Technology

Blockchain technology served as the foundation of modern cryptocurrencies such
that it heavily relied on the usage of cryptographic functions [39]. In blockchain,
users make use of digital signatures to ensure secured transaction within the system
through the use of public and private keys. Aside from security of transaction,
there are other advantages of using Blockchain: (1) Immutable meaning it is
difficult to tamper or alter a block in the network, (2) irreversible such that it
prevents double spending, (3) distributed system wherein a copy of the ledger is
present within all the members of the chain, (4) no central authority meaning it

has a P2P system, and (5) resilient such that it is not prone to any sort of major

15



attacks [10].

E..1 TImportance of Blockchain in Voting Systems

As an innovative solution that addresses existing challenges in voting mechanisms,
blockchain proves to be reliable when it comes to ensuring the integrity of elec-
tions. Through its capacity to register each vote on its network, this technology
offers an auditable election result record that resists manipulation or breaches.
By having dependable verification methods like these at hand prevent fraudu-
lent practices from deterring voters’ trust in post-electoral procedures’ legitimacy
while cutting out mediators like third-party agencies for cost-efficiency. In 2018,
the West Virginia Secretary of State’s office executed a trial program aimed at
enabling deployed military forces to cast their primary election votes in the state

via a blockchain-enabled mobile voting platform [11].

F. Ethereum Platform

Ethereum is a blockchain-based software platform. It is an open platform for
constructing decentralized applications atop blockchains; it defines a number of
protocols for running arbitrarily sophisticated algorithms on the network. This
code is executed on Turing-complete Ethereum virtual machines; these virtual
machines are kept on each node in the network, and each issued instruction is

executed on each node. Below are the following security properties by Ullah and

Assim [12]:

e Decentralization: The fundamental element of Ethereum blockchain repre-

sents confidentiality in a decentralized system.

e Transparency: the data script in each node written and updated transpar-

ently with trusted source in blockchain system.

e Open Sourcing: All data tracking can be verified publicly, and people and

new applications in the system are easy to create.
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e Autonomous: Autonomy Chain Cloud of Ethereum Blockchain network con-

trols the node by trusting a single head source for the entire system.

e Immutability: the transaction records are saved permanently and cannot
be modified without having control on at least more than half of the nodes

simultaneously.

e Anonymity: Ethereum blockchain technologies solved the trust problem be-
tween node and node, so data transfer or even transaction can be anonymous,

only needing to know the person’s blockchain address.

F..1 Ethereum Smart Contracts and Voting Systems

Ethereum Foundation [13] gives us an overview of what smart contract in Ethereum
refers to:

Two types of accounts make up the Ethereum platform’s core: (1) contract ac-
counts and (2) externally owned accounts, which are often managed by human
actors using private cryptographic keys. The code that will run on the virtual
machines and control contract accounts can only be enabled by an account that
is externally owned. Contract accounts implement smart contracts, which are
typically made up of value tokens that can only be unlocked under specific circum-
stances. Solidity is a contract-oriented, statically typed, high-level language used
to create smart contracts on, including but not limited to, the Ethereum virtual

machine.

F..2 Ethereum-based Voting Systems

In the proposed e-voting system by Vemula et al. [1], they made use of CryptDB
for storing election-related information. It not only provides security but also it al-
lows various other operations on data without decryption. Another is a blockchain-
based electronic voting system that utilizes smart contracts to enable secure and
cost-efficient election while guaranteeing voters privacy. [5] We also have the Z-

Halalan by Quiaoit [3] which is a privacy-preserving system that is built on the
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Ethereum blockchain. It uses zero knowledge proof to provide anonymity to the
voters by a coin. Lastly we have the e-voting system which focuses on smart con-
tract such that it addressed some of the fundamental issues that legacy e-voting
systems have, by using the power of the Ethereum network and the blockchain

structure [0]

G. Digital Signature Scheme

Digital signature schemes enable individuals to sign messages using their private
keys, providing a cryptographic proof of authenticity and integrity [11]. Each
voter is assigned a unique private key, allowing them to digitally sign their ballots
without revealing their personal identity. The signed ballots can be verified using

the corresponding public keys, ensuring the authenticity and integrity of each vote.

G..1 Features and properties of digital signature scheme

Digital signature schemes possess several features and properties that contribute

to the security and privacy of voting systems [15]:

e Anonymity: Digital signatures conceal the signer’s identity, making it chal-
lenging to trace the origin of a message. In the context of voting, this
anonymity protects voters’ privacy and prevents coercion or intimidation

based on their voting choices.

e Revocability: Digital signature schemes provide mechanisms to revoke indi-
vidual signatures in case of illegal activities or misuse. If a voter’s private
key is compromised or if fraudulent behavior is detected, the corresponding

signature can be revoked, ensuring the integrity of the election process.

e Resistance to Forgery: Digital signature schemes are designed to resist
forgery, making it difficult for attackers to create valid signatures without

access to the signer’s private key. This property ensures that only legitimate
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voters can generate valid signatures for their ballots, preventing unautho-

rized access to the voting system.

e Verifiability: Verifiability is a fundamental property of digital signature
schemes, allowing anyone with access to the public key to verify the au-
thenticity and integrity of a signed message. In the context of voting, this
enables voters to independently verify that their ballots have been correctly

signed and submitted, ensuring their trust in the system.

H. Synthesis

The proposed e-voting system discussed in [10] presents an innovative approach
to address issues related to data integrity through the utilization of smart con-
tracts and Solidity programming language. The study highlights the importance
of comparing the identity of the ID and digital signature on the digital signature
issuer’s database to ensure the validity of the votes. The findings of the study
demonstrate the potential of using blockchain-based e-voting systems for secure
and reliable voting.

Furthermore, the Ethereum-based e-voting system presented in [17] utilizes
digital signatures to ensure voter anonymity while preserving data integrity. The
study shows that the proposed scheme is viable and can be implemented to provide
secure and private voting for SK elections. The use of Ethereum blockchain tech-
nology offers a transparent and decentralized platform that allows for the creation
of tamper-proof and immutable records of the voting process.

The synthesis of these two studies suggests that blockchain technology, partic-
ularly the use of Ethereum and digital signatures, can be utilized to develop a se-
cure and reliable e-voting system for SK elections. By implementing the proposed
schemes, issues regarding data integrity, voter anonymity, and security concerns

can be addressed, leading to a more efficient and trustworthy election process.
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III. Theoretical Framework

A. Overview of Sangguniang Kabataan (SK)
A..1 History and purpose of SK

The Sangguniang Kabataan (SK) is the youth council in the Philippines. It was
established on 1991, by virtue of the ”Local Government Code of 1991”7 [18]. The
SK serves as a venue for the Filipino youth to exercise their leadership skills and

participate in community-building initiatives.
A..2 Structure and functions of SK

Below are the functions of Sangguniang Kabataan (SK):

e Act as the official link between the youth, barangay, and local government

council [19]
e Promote and protect the general welfare of the youth in the barangay

e Formulate policies and programs that will enhance the social, economic,

cultural, intellectual, and moral development of the youth in the barangay

[50]

e Participate in the planning and implementation of programs and projects of

the barangay council for the benefit of the youth [51]

B. Sangguniang Kabataan (SK) Election
B..1 Electoral process and requirements

The SK electoral process involves several steps and requirements to ensure fair and
democratic elections. As stated in the Republic Act No. 10742 or the Sangguniang

Kabataan Reform Act of 2015, the SK election process includes the following:

e Preparations for the election, including the appointment of the Board of

Election Tellers (BET) and the preparation of the list of voters.
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e Campaign period where SK candidates are given the opportunity to present

their platforms to the public.

e Election proper where voters cast their votes through secret ballot and the

BET tallies the votes.

e Canvassing of votes where the results of the election are transmitted to the

city, municipality or provincial board of canvassers.

e Proclamation of winners and submission of the results to the Commission

on Elections (COMELEC).

Moreover, there are specific requirements for SK candidates as mandated by law.

These include:
e Voters must be a Filipino citizen
e Voters must be of ages 16-30 years old
e Voters must be a registered voter in accordance to the COMELEC guidelines

e A voter will be then given a precinct number in which they can cast their

votes

e During the voting period, the voter can cast their votes in their specified

precincts

e Once voting period ended, the ballots will be collected and be subjected to

manual voting per precincts

e There will be a second counting of votes to ensure that there the votes are

counted correctly

e The votes per precinct will be consolidated and the final voting result will

be released.
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B..2 Challenges and issues in the current SK election system

The traditional SK Elections process involves manual procedures, from voting to
vote tallying and counting. A sample SK ballot, illustrated in 2, reveals that
the ballot lacks options for Sangguniang Kabataan members or Chairperson can-
didates. Consequently, voters must be aware of the candidates they intend to
support, memorize their names, and the positions they seek to fill. Failure to do
so will render their vote invalid. Additionally, the use of printed ballots can lead
to various problems such as ballot stuffing, vote buying, and even simple errors
such as miscounting. According to a report by the National Citizens’ Movement
for Free Elections (NAMFREL), the manual counting process has resulted in dis-
crepancies between the number of ballots cast and the number of votes tallied,
leading to doubts and questions about the accuracy of the election results [52].

Voter intimidation and vote buying have been identified as another major chal-

OFFICIAL BALLOT

SANGGUNIANG KABATAAN ELECTIONS

rE

Fill out the bakod sacrefly uvaing a ballol secrecy folder. Do not put
any

distincthve mark on any part of this batict,

CHAIRPERSON, SANGGUNIANG KABATAAN

MEMBER, SANGGUNIANG KABATAAN

L
2
3
4
5.
6.
7
Ne 'Ihumm

Figure 2: Sample 2017 SK Ballot

lenge in the SK election process. According to a report by [53], incidents of voter
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intimidation and vote buying have been persistent problems in SK elections. Voter
intimidation refers to any action aimed at discouraging or preventing a voter from
casting his/her ballot freely. On the other hand, vote buying refers to the act of
offering money or other material incentives to voters in exchange for their votes.
These practices undermine the integrity of the election process and compromise
the credibility of the results.

Moreover, the current system also suffers from a lack of accessibility, particu-
larly for persons with disabilities (PWDs). The use of printed ballots and manual
counting can be difficult for PWDs, who may require special assistance in order

to participate in the election process [5].

B..3 Advantages and potential drawbacks of an internet-based voting

system for SK elections

An internet-based voting system for SK elections has its advantages and potential
drawbacks that should be considered before implementation. Some advantages of
such a system include increased accessibility and convenience for voters, reduced
costs and time associated with manual voting, and potential for faster and more
accurate results [26]. However, there are also potential drawbacks such as security

risks, lack of anonymity, and the potential for technical difficulties [55].

C. Internet-based Voting Systems

An internet-based voting system allows voters to cast their votes through the in-
ternet and transmit them to a central counting server. This can be done either
through public computers, voting kiosks, or any internet-connected device accessi-
ble to a voter. To ensure the integrity of the voting process, certain properties must
be upheld, including correctness, authenticity, completeness, non-immutability,

verifiability, privacy, eligibility, and soundness. Specifically:

1. Correctness: The system must ensure that the voter’s ballot reflects the

candidate she intended to support.
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. Authenticity: The voter must be able to confirm that her ballot was recorded

accurately.

. Completeness: The public must be able to verify that all recorded ballots

have been accurately counted.
. Non-immutability: The system must prevent a voter from double voting.

. Verifiability: The public should be able to verify that voters and the election

records align.

. Privacy: The system must guarantee that no unauthorized access occurs

with the voter’s account and/or vote.

. Eligibility: Only qualified voters must be allowed to take part in the electoral

process

. Soundness:invalid ballots during the tallying phase must be disregarded.

C..1 Advantages and potential drawbacks of internet-based voting sys-

tems

While the internet-based voting system offers increased convenience and accessi-

bility, it presents some potential concerns. Cyber attacks, hacking, and technical

malfunctions are among the issues that can occur [56]. Ensuring voter information

confidentiality and privacy also raises concerns [57]. Nevertheless, with adequate

security measures and proper implementation, an internet-based voting system

can enhance the accuracy and efficiency of the voting process.

D. Blockchain Technology

Blockchain technology is a unique form of distributed database communication

that allows for the storage, verification, and auditing of transactions among peers

on the network [55].
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There are four fundamental characteristics of blockchain technology. Firstly,
blockchain employs an append-only ledger that maintains a complete transactional
history, and transactions cannot be overwritten like in traditional databases. Sec-
ondly, the technology is cryptographically secure, ensuring the integrity and ver-
ifiability of data within the ledger. Thirdly, the ledger is shared among multiple
participants, enabling transparency and accountability throughout the network.
Finally, blockchain is distributable, providing scalability for nodes and making it
more resilient to cyber attacks.

The process by which blockchain operates is as follows [39]:

1. Users of the blockchain network submit prospective transactions to the net-
work via various software tools like desktop or smartphone applications,

digital wallets, or web services.

2. The software then transmits these transactions to one or more blockchain

network nodes.

D..1 General Architecture of a block

Block

Previous block hash
TlmestaI.np Merkle root header
Version

transaction

transaction

transaction

Figure 3: Composition of a Block

The Blockchain is formed by chaining together blocks that contain the hash

digest of the preceding block’s header, thereby creating a tamper-resistant system

25



[39]. Changing a previously published block would alter its hash, leading to unique
hashes for all subsequent blocks due to the inclusion of the previous block’s hash.
This mechanism enables easy detection and rejection of changed blocks, ensuring
the integrity of the system. In summary, the use of hash pointers to link blocks in
a chain provides an immutable and secure distributed ledger, making Blockchain

technology an appealing solution for various applications.

D..2 Composition of a block

hash e Header hash ™ Header
transaction transaction
transaction transaction
transaction transaction
Figure 4: Linked blocks in a Blockchain
e Previous block’s hash — A block is a linked list which includes transaction

data and a hash pointer.

Merkle root tree — A cryptographic hash of all the transaction in the block

Timestamp — The time at which the block was created.

Version — Current version of the block

D..3 Types of blockchain

Permission-less blockchain
This type of blockchain is public and transparent, allowing anyone to use it without

any restrictions. People can operate node mining software, access wallets, and add
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data to transactions as long as they follow the blockchain’s rules.

Permissioned blockchain

Also known as a private blockchain, this type of blockchain is a closed ecosystem
that requires authorization for people to join the network, view its history, or issue
transactions.

Consortium or federated blockchain

This type of blockchain removes the authority of an individual and delegates power
to a group of individuals forming a consortium or federation. Instead of granting
power to a single entity, a group of people or organizations governs the blockchain

network.

E. Ethereum Blockchain

The Ethereum blockchain is a decentralized platform where all participants are
peers in a network of nodes [59]. Smart contracts are used to execute programs
within the Ethereum blockchain. Unlike traditional centralized systems, Ethereum
does not require a third-party intermediary, as there is no central authority that
governs the chain.It employs a blockchain technology that stores and manages data
in a distributed and secure manner, providing transparency, immutability, and
tamper-resistance to the system. The use of smart contracts in Ethereum enables
the automation of various processes, making it an ideal platform for developing

decentralized applications and facilitating peer-to-peer transactions.

F. Digital Signature

The Digital Signature Signature Scheme is a cryptographic protocol that offers
several benefits to internet-based voting systems. This scheme provides non-
repudiation, integrity, and authenticity of ballots. If all the sginature is valid,
then the verification of the vote, in terms of voting system, is also valid. However,
if a signature is invalid, the verification as well as the vote itself becomes invalid.

The Digital Signature Scheme is an effective technique to ensure the integry and
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security of the voting process.
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IV. Design and Implementation

A. Use Cases

There are two participants in the diagram below: Voter and Voting authorities. In
summary, the voter can register for an account, cast a vote and view the full list
of candidates. As for the voting authorities, they are able to approve and verify

the voter’s accounts and start and end an election.

Figure 5: Use Case Diagram of the system
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-
=3

Voting
Authority

Figure 6: Use Case Diagram for Setting Up Voter List

Voter

ote /Verify Voter Status

Election

Verify Candidate Name\Receive Vote

Candidate

Figure 7: Use Case Diagram for Casting a Vote

Once a vote is received, the system verifies the validity of the digital signature
to confirm that it has not been tampered with or forged. This verification process
ensures the integrity of the vote and safeguards against unauthorized modifica-
tions.

Furthermore, the system checks if the candidate selected by the voter exists and
is valid within the context of the ongoing election. This verification step ensures
that votes are attributed to legitimate candidates and prevents any manipulation
or misallocation of votes.

Upon successful verification of the digital signature and candidate validity, the
vote is counted for the specific candidate. This step contributes to the overall tally
of votes received by each candidate, allowing for an accurate representation of the

voters’ choices.
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B. Database Design

The system utilized MySQL for the registration of voters, which is a commonly

used and reliable database management system.

For the storage of votes, polls, and candidates, the system used blockchain.

Blockchain technology can provide additional security and transparency due to

its decentralized and immutable nature. Storing this sensitive information in a

blockchain can help ensure the integrity and security of the data. Below is the

database design.

Field name

Data type Description

voter_id
email
first_name
last_name
is_verified
is_admin
address

age

birthday
valid_id_type
valid_id_number

blockchain_address

Integer Unique identifier for each USER

String User’s email address

String First name of the USER

String Last name of the USER

Boolean Indicates if voter has been verified by the voting authority
Boolean Indicates if user account is an admin
String Address of the user

Integer Age of the user

String Birth date of the user

String Valid ID submitted by the user

String Valid ID number submitted by the user
String Blockchain address of the user

Table 1: User Database Table

Candidate - stores the information about a candidate

e candidateName - name of the candidate

e info - position of the candidate

e cxists - boolean which determines if the candidate exists

Election - stores the information about the election

e name - name of the election

e description - description regarding the election

e started - boolean which determines if the election has started
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e ended - boolean which determines if the election has ended

Vote - stores the information about a vote cast by a voter for a particular

proposal

e voterld - unique identifier for the voter

e voterAddress - address of the voter

e voterName - name of the voter

e candidate - name of the candidate

e signature - digital signature of the voter
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C. System Architecture

The system architecture for the proposed internet voting system was based on a
blockchain-based decentralized approach. The system made use of Typescript to
implement the web application.

The smart contract, a self-executing contract that are stored on the Ethereum
blockchain, was built using Solidity programming language and implemented on
the Ethereum blockchain. The contract served as the backbone of the system and
was responsible for enforcing the rules and regulations of the voting process.

To ensure security and anonymity, the system employed the use of digital sig-
nature,particularly using the Elliptic Curve Digital Signature Algorithm (ECDSA)
signature scheme. Digital signature allows voters to submit their votes without
revealing their identities, while still ensuring that their votes are counted and
verified.

The system consisted of several modules that work together to ensure the
integrity and security of the voting process. The main modules are the voter
module, the election module. The voter module is responsible for registering voters
and issuing them unique identification numbers. The election module handles the

creation of the election and submission and counting of votes.

D. Technical Architecture

Intel Core i5 or AMD Ryzen 5 (or higher)

RAM: 8 GB (or higher) if you have an HDD, 4GB if SSD

Storage: 256 GB SSD (or higher)

Graphics: Integrated or dedicated graphics card

Operating System: Windows 10 or Linux

Network Interface: Ethernet or Wi-Fi
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V. Results

User login: The user (Voter or Voting Authority) can login using their email and

password.

<BACK

Email

Password

BLOCKCHAIN BASED
VOTING SYSTEM

THE FUTURE OF VOTING

Forgot Password?

CREATE A NEW ACCOUNT

Figure 8: User login page

Voter Registration: These include fields for entering personal information, such
as name, address, age, birthday, and identification details as well as their public

blockchain address.

<BACK

BLOCKCHAIN BASED
VOTING SYSTEM

THE FUTURE OF VOTING

Figure 9: Voter registration page

User Profile: View the user’s personal information. In this page, the user can

also logout of their account.
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PROFILE

Email: liza@gmail.com

Lizo Seguerra

LOGOUT

Sex: Female

Birthday: 1985-02-12

Age: 23

Address: Tokyo JP

Valid 1D Type: Birth

certificate

Valid ID Mumber:
n]KKLASZD3IVA

Figure 10: User profile page

Create Election: In here, the voting authority can start an election by inputting
the Poll name, the description for the poll, and the Candidates and the respective

position they are running for (Chairperson or Member).
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5K 2023 Election

Election for 2023 Barangay

Chairperson Chairperson Member Member - Member Member Member Member Member
-Juandela © - Giovanni @ - Felipe © Florentina © -Jesusa @ Norbert ] -Ryle © Amari @ -Keilin © -Paul ©
Cruz Guevarra Antonio Dizoon Mercado oroerte Adam n Ferre Albao

Add Candidate ADD

| Select a position v

START ELECTION

Figure 11: Voting Authority Dashboard - Create poll for election

Vote Submission: When there is an ongoing election, 12 will be the first thing
that the voter will see. In here, the voter will need to enter their blockchain
address. When properly inputted, the voter will now see the 13 wherein they
can vote their preferred candidates. Once a Vote button is clicked it is disabled
permanently during the course of the current election. Additionally, a voter can
only vote one Chairperson candidate and atmost seven Member candidates.
When a voter inputted an incorrect blockchain address, their votes will not push

through the network.
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Figure 12:

(¥6D176e2cb6aFd9cF13A27dBDSED|

VOTE VOTE VOTE

Voter Dashboard - Ongoing election

ﬁﬁﬁﬁﬁﬁﬁ

Figure 13: Voter Dashboard - Ongoing election (Inputted Blockchain Address)

Verification Portal: The Voting Authority can verify a newly registered Voter’s

account here. Every request for verification will display the voter’s personal infor-

mation. The Voting Authority can either verify or delete the request.

Mame: Mirai Yoshizoki
Email: sample?@gmail.com
Sex Female

Birthdoy: 2000-06-24 _
i -

Home Address: Maolabon PH
Valid ID Type: Postal 1D
Valid I Humber: IAUDN34KAS

Figure 14: Verify voters

List of Voters: The Voting Authority can view the list of verified voters. Every

voter along with their information will be displayed here.
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HORE VOTER LIST

VERIFY USERS
— Mame: Liza Seguerra

Email liza@gmailcom
Sex: Female

LIST OF VOTERS Birthday: 1985.02.12
Age: 23
- Address: Tokyo JP
PROFILE Valid 1D Type: Birth certificate

Valid ID Number: nJKKLAS2D3VA

Mame: Ben Affleck

Email ben@gmail.com

Sex: Male

Birthday: 1990-03-02

Age: 30

Address: California USA

Valid ID Type: Barangay D
Valid ID Number: 567TASDASD

Mame: Sample User

Email: pgxjasmine@gmail com
Sex: Female

Rirthday. 2000.01.93

Figure 15: List of voters

Voting Authority Dashboard: This will be the view of the Voting Authority
once an election starts. They are unable to view the current tally of the votes and
will only be able to view the current candidates for that election. Additionally,

they have the option to end the election on their own discretion.

SK 2023 ELECTION

Election for 2023 Barangay

Chairperson Chairperson Member Member Member Member Member Member Member
- Juan . - Felipe . . “Ryle . - Keilin
de la Giovanni Antonio Florentina Jesusa Norberto Adames Amari Ferrer
Cruz Guevarra Dizoon Mercado Reyes Quezon

END ELECTION

Figure 16: Voting Authority Dashboard - Ongoing election

Vote Results: Once an election is deemed as finished, the final tally of the

recently concluded election can be viewed here.
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<BACK

SK 2023 ELECTION

Election for 2023 Barangay

Member Member Member
Felipe
Antomic Flarentina

Dizoon

8 o o
Member [
Ryle

..

Jesusa Nerberto
Mercade Rey

Member Member Member
Keilin Paul
Amari Ferrer Alban

Figure 17: Vote Results for finished election

Election Ended: When an election ends, the voting authority can start a new
election by clicking the 'Reset Election’ button.

5K 2023 ELECTION

Election for 2023 Barangay

Chairperson Chairperso Member
~ Juan
dela

g 0
Member Member Member Member Member Member Member
- Felipe - - Ryle - - Keilin - Paul
Antonio Flarentina Jesusa Norberto Adomos Amari Ferrer Albao
Cru; Dizoon Mercado Reyes Quezon

Figure 18: Voting Authority Dashboard - Finished Election

Deployed contract: The deployed contract can be accessed and reviewed through
the Ganache interact interface.
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i Ganache - %

) CONTRACTS

CURRENT BLOC 5 HARDFORK NETWORK ID
406 0 MERGE 5777

~mex  Election

ADDRESS BALANCE
©xa5C0761D1dES784d73d79¢c9¢3ad99486DC756f80 0.00 ETH

CREATION TX
Bx1b2a46506FbECB94CE44CEYed10B3e8AaCB4T7a534fF7388039D
e9EF6285d559c¢

STORAGE

-{ B

name : SK 2023 Election
description : Election for 2023 Ba. . .'
started : bool true

ended : bool false

Figure 19: Deployed election contract

Ganache transactions: Throughout the implementation and testing phase, var-
ious transactions occurred in the Ganache environment. These transactions rep-
resent the interactions with our voting system, such as adding a new candidate,
casting a vote, and ending an election. FEach action triggered a new transaction
recorded in Ganache, providing a transparent and traceable record of the system’s

operation.
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Ganache - X

TRANSACTIONS

NETWORK ID RPC SER
s HTTP:J/

0xd71451488af29846aec66ac1520aa30d6156c63bd29b8a8d217deleb7

SENDER ADDRESS T0 CONTRACT ADDRESS
0xAB0d57cf03509e60DB9e3E97ad8A63169Ec5 0%a5C0761D1dES784d73d79c9¢3ad99486DCT

599E6 5680

VALUE GAS USED GAS PRICE ’ GAS LIMIT MINED IN BLOCK
0.60 ETH 119689 2500000008 149611 406
TXDATA

0x26541b56000000000000000000000000000000000000000000000000000000000000004000600000000000000000000000000000000
000000000AAOAPOANOADAADAARAEARAARAARAANAANAAAAAAAAAAAARAADOANAEDAAAAAAAAAAAAEOAE0BEABDAARAA1T4d656d626572202d
2056606e63656e74204d6167626f6f000000000000000000000000000000000000000000000000000000000AE000E00R0ROADEE0000RE
01c4d656d6265722¢2053616e6767756e69616e67204b6162617461616e00000000

CONTRACT

Figure 20: Deployed election contract
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VI. Discussions

The developed Ethereum-based internet voting system using digital signature, was
evaluated to assess its ability to fulfill objectives, address problems, and provide
the anticipated significance. This section discusses these aspects along with the
issues and challenges encountered during development and their resolutions, fol-

lowed by a summary of the main contributions.

A. Objectives and Problem Addressing

Privote aimed to provide a secure and transparent voting mechanism using Blockchain
technology and digital signature. The objectives were successfully met by imple-
menting features such as user registration, vote casting, verification, and tallying.
The system effectively addressed the problems of tampering, confidentiality, ver-
ifiability, and double spending in the voting process, providing an auditable and

reliable platform.

B. Security Analysis

e Tampering - The integrity of election results and the prevention of manipu-
lation are two of the primary objectives of our voting system. Utilizing the
Ethereum blockchain allows us to take advantage of its decentralized and
immutable nature. Each vote is recorded on the blockchain as a transaction,
rendering it resistant to manipulation. Any attempt to alter or interfere
with the voting data would necessitate consensus from the network, making
it extremely secure and transparent.

In addition, digital signatures play a crucial role in preventing manipulation.
Every voter receives a digital signature that is affixed to their vote. This
signature functions as cryptographic evidence of the vote’s authenticity and
prevents unauthorized alterations. Any modification of the vote would result

in an invalid signature, signaling promptly that tampering has occurred.
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e Ballot Confidentiality - Each vote is encrypted and stored on the blockchain
as a secure and confidential entity. The use of ECDSA (Elliptic Curve Digital
Signature Algorithm) cryptographic protocol guarantees that votes cannot
be traced back to specific electors, protecting their privacy. The encryption
process involves utilizing the public key of the voter to encrypt the vote
before storing it on the blockchain. This ensures that only the corresponding

private key possessed by the voter can decrypt and reveal the actual vote.

e Individual Verifiability: The voting system prioritizes individual verifiability,
allowing voters to independently verify their cast ballots. When a voter
casts their vote, it is accompanied by a digital signature generated using
their private key and the ECDSA algorithm. This digital signature serves as
cryptographic evidence of the vote’s authenticity. By utilizing the ECDSA
algorithm, the digital signature is mathematically linked to the specific vote
and cannot be forged or tampered with. Voters can cross-reference their own
digital signature with the blockchain’s encrypted record of their vote, using
their public key, to ensure that their vote has been accurately recorded
and has not been altered by any unauthorized party. This transparency
and verifiability inspire voter confidence, allowing them to have faith in the

system and ensuring that their ballots are accurately tallied.

e Double voting/overvoting - The act of double spending, or casting multi-
ple ballots, poses a serious threat to the integrity of any voting system.
Our solution addresses this issue by leveraging the innate properties of the
blockchain as well as the use of ECDSA.

By design, the immutability and decentralization of the blockchain prevent
duplicate ballots. Once a vote has been recorded on the blockchain, it be-
comes part of an immutable and transparent ledger, thereby eradicating the
possibility of double spending. However, to provide an additional layer of
security, we integrate digital signatures into the voting procedure to prevent

double voting attempts.
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During the voting process, each voter’s ballot is accompanied by a digital
signature generated using their private key and the ECDSA algorithm. This
signature uniquely identifies the voter and ensures that only one vote per
voter is cast. When a vote is received, the system verifies the signature’s
validity by using the corresponding public key associated with the voter.
If the signature is valid, indicating that it was generated using the correct
private key, the vote is accepted and recorded on the blockchain.

Any attempt to duplicate ballots would result in an invalid signature. The
system checks the validity of each signature during the verification process.
If an invalid or duplicate signature is detected, the vote is considered invalid
and rejected. This mechanism prevents double voting by ensuring that only
unique and valid votes are accepted, maintaining the integrity and fairness

of the voting system.

C. Estimated Gas Consumptions

In order to estimate the gas prices for transactions in the voting system, Remix
IDE and MetaMask environment were utilized. The Remix IDE provides a con-
venient development environment for Solidity smart contracts, while MetaMask
acts as a digital wallet that interacts with the Ethereum blockchain.

To estimate the gas prices,several transactions were performed using Remix
IDE and MetaMask. Below are the different transactions executed in the program

along with their estimated gas consumptions:
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https:/fremix.ethereum.org

COMTRACT DEPLOYMENT

DETAILS  DATA

@Si—_esugges‘_ed > 0

0.00453488
Gas Li ]
0.00653488 ETH

Very likely in €15

Max fee: 0.00453488 ETH
seconds

0.00453488
Total
0.00653488 ETH

Amount + gas fee  Maxamount: 0.00453488 ETH

Figure 21: Contract deployment gas consumption

In 21, The deployment of the Election smart contract was initialized. The gas
cost associated with deploying the contract is displayed in MetaMask, providing

an estimation of the gas required for contract deployment.
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https://remix.ethereum.org

Ox5fA...08c6 : ADD CANDIDATE @

<

DETAILS  DATA HEX

@Site suggested > @@

0.00020093
Gas Li ]
0.00020093 ETH

Verylikelyin <15 ) @ fee: 0.00020093 ETH

seconds
0.00020093
Total
0.00020093 ETH
Amount + gas Max amount:
fee 0.00020093 ETH

Figure 22: Add candidates gas consumption

The 22 shows the transaction for adding a candidate to the election. By
invoking the appropriate function in the smart contract, the candidate’s details,

such as name and their running position, are recorded.
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https:/remix.ethereum.org

Ox56fA...08c6 : CONTRACT INTERACTION @

<

DETAILS  DATA HEX

@ Site suggested > @
0.0001344
0.0001364 ETH

Gas i ]

Very likely in< 15

Max fee: 0.0001344 ETH
seconds

0.0001344
Total

0.0001364 ETH
Amount + gas fee Maoxamount: 0.0001344 ETH

Figure 23: Set election details gas consumption

The transaction in 23 is setting the election details. This includes specifying

the election name and corresponding details.
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https://remix.ethereum.org

Oxdcg..1253 : CONTRACT INTERACTION @

DETAILS  DATA HEX

@Si'tesugges‘ted > 0

0.00758927
Gas Li ]
0.00758927 ETH

Very likely in <15 Maxe fee: 0.00758927 ETH

seconds
0.00758227
Total
0.00758927 ETH
Amount + gas Max amount:
fee 0.00758927 ETH

Figure 24: Voter registration page

The 24 depicts a vote transaction. By invoking the vote function, a voter casts

their vote for a specific candidate.
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https:/remix.ethereum.org

Oxcdc?..1253 : END ELECTION @

DETAILS DATA HEX

@Si‘te suggested > @

0.00758927
0.00758927 ETH

Gas Li ]

Very likelyin <15 Max fee: 0.00758927 ETH

seconds
0.00758927
Total
0.00758927 ETH
Amount + gas Max amount:
fee 0.00758927 ETH

Figure 25: End election gas consumption

25 demonstrates the transaction for ending the election. By invoking the ap-

propriate function, the election is concluded, and no further votes can be cast.

49



https://remix.ethereum.arg

Dxdc9..1253 : RESET ELECTION @

v

DETAILS  DATA HEX

@Si:esugges:ed > 0

0.00754877
Gas Li ]
0.00756877 ETH

Very fikely in <15 Max fee: 0.00754877 ETH

seconds
0.00754877
Total
0.00756877 ETH
Amount + gas Max amount:
fee 0.00754877 ETH

Figure 26: Reset election gas consumtpion

26 showcases the transaction to reset the election and start a new one. By
calling the reset function, the smart contract is reset, clearing all previous data
and allowing for a fresh election cycle.

By analyzing the gas costs for these additional transactions in the Remix IDE
and MetaMask, we can estimate the gas consumption for various operations within
the voting system. This estimation assists in optimizing gas usage and ensuring

the efficient execution of the system on the Ethereum blockchain.

D. Casting the Vote with Digital Signature

When a voter casts their vote, it is accompanied by an ECDSA (Elliptic Curve
Digital Signature Algorithm) digital signature that serves as cryptographic evi-
dence of the vote’s authenticity. The digital signature is unique to each voter and
prevents unauthorized alterations or tampering with the vote. If any modifica-

tion is attempted, the digital signature becomes invalid, indicating tampering has
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occurred.
To ensure the integrity of the voting process, the system utilizes the ECDSA
digital signature scheme. Below is the process of casting votes within the voting

system:

e Vote Casting: When a voter casts their vote, they provide their voter 1D,
voter name, the candidate’s name, and the digital signature generated using

their private key.

e Signature Verification: The digital signature is verified using the ECDSA
algorithm to validate the authenticity of the vote. The signature, along with
the voter’s public key and the hashed message (generated using the candi-

date’s name and contract address), is used to recover the signer’s address.

e Vote Recording: If the verification is successful, the vote is recorded in the
smart contract as a transaction. The voter’s ID is marked as voted to prevent

duplicate voting.

By leveraging the ECDSA digital signature scheme, the voting system ensures
that each vote is authentic, tamper-proof, and traceable back to the voter. The
integration of ECDSA with the Ethereum blockchain provides an additional layer

of security and trust in the voting process.

E. Significance

The developed system’s significance was evident in its ability to enhance the se-
curity and privacy of the voting process. Digital signature played a crucial role
in maintaining the anonymity of voters while ensuring the integrity of the cast
votes. By leveraging Ethereum blockchain, the system achieved transparency, im-
mutability, and decentralization, trust among participants. Additionally, the use
of digital signature in the voting system introduces an additional layer of privacy
protection and enhances the anonymity of voters, which may not be present in

some previous studies.
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F. Issues and Challenges

During development, several challenges were encountered, including user expe-
rience issues, integration complexities, and smart contract vulnerabilities. User
experience issues were addressed through iterative design and usability testing.
Integration complexities were managed by following best practices and leveraging
established libraries and frameworks. Smart contract vulnerabilities were miti-
gated through extensive auditing and code review, ensuring robustness and secu-

rity.

G. Contributions

The main contributions of Privote can be summarized as follows:

1. Development of an Ethereum-based internet voting system using digital sig-

nature, ensuring privacy, security, and trust in the voting process.

2. Implementation of key functionalities such as user registration, vote cast-
ing, verification, and tallying, leveraging smart contracts and decentralized

storage.

3. Utilization of digital signature techniques to preserve voter anonymity while

maintaining the integrity of the voting system.

4. Demonstration of the significance of blockchain technology in enhancing

transparency and reliability in internet voting systems.

The developed system demonstrated its ability to fulfill objectives, address
problems, and achieve significance in the context of an Ethereum-based internet
voting system using digital signature. The encountered challenges were success-
fully overcome, and the system’s unique features and contributions set it apart
from existing references. Overall, this work contributes to the advancement of se-
cure and trustworthy internet voting systems by leveraging blockchain technology

and digital signature techniques.
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VII. Conclusions

In conclusion, the paper focused on developing an Ethereum-based internet voting
system using digital signature to address the problems of tampering, confidential-
ity, verifiability, and double spending in the voting process. The objectives were
successfully achieved through the implementation of key functionalities such as
user registration, vote casting, verification, and tallying, leveraging smart con-
tracts and decentralized storage.

By utilizing digital signature, particularly ECDSA, the system ensured the pri-
vacy and anonymity of voters while maintaining the integrity and authenticity of
the cast votes. The integration of the Ethereum blockchain provided transparency,
immutability, and decentralization, contributing to a secure and trustworthy vot-
ing system.

Throughout the development process, various challenges were encountered,
including user experience issues, integration complexities, and smart contract vul-
nerabilities. These challenges were effectively addressed through iterative design,
usability testing, best practices in integration, and extensive auditing and code
review.

This work distinguishes itself from previous references by incorporating digital
signature techniques to enhance voter anonymity and by utilizing the Ethereum
blockchain for transparency and decentralization. The system’s significance lies
in its ability to provide a secure and reliable voting platform that ensures the
integrity of the voting process while protecting the privacy of voters.

In summary, the developed Ethereum-based internet voting system using dig-
ital signature successfully achieves the objectives of enhancing security, privacy,
and trust in the voting process. The system’s solutions address the problems of
tampering, anonymity while ensuring verifiability, and trust, offering a robust and
auditable platform for conducting elections. This work contributes to the advance-
ment of secure and trustworthy internet voting systems, showcasing the potential

of blockchain technology and digital signature techniques in revolutionizing the
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voting landscape.
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VIII. Recommendations

Based on the development and evaluation of the Ethereum-based internet voting
system using digital signature, several recommendations can be made to further

enhance the system and guide future research in this domain:

1. Enhance User Experience: Continuously strive to improve the user expe-
rience of the voting system. Conduct user testing and gather feedback to
identify areas for improvement, such as intuitive interfaces, clear instruc-
tions, and simplified processes. User-friendly systems encourage higher par-

ticipation and engagement in the voting process.

2. Scalability and Performance: As the number of participants and transactions
increase, scalability and performance become critical. Explore optimization
techniques and scaling solutions, such as sharding or layer-two solutions,
to ensure that the system can handle a large number of voters without

compromising efficiency and responsiveness.

3. Security Audits and Penetration Testing: Conduct regular security audits
and penetration testing to identify and address potential vulnerabilities.
This includes smart contract audits, network security assessments, and code
reviews. Stay updated with the latest security best practices and actively

address any identified weaknesses or risks.

4. Education and Awareness: Promote education and awareness campaigns to
increase public understanding of blockchain-based voting systems and digital
signature techniques. Address misconceptions and highlight the benefits of
such systems in terms of transparency, privacy, and trust. This will foster

trust and acceptance among stakeholders and the general public.

5. Regulatory Compliance: Stay informed about the legal and regulatory frame-
works surrounding internet voting systems. Ensure that the developed sys-

tem aligns with relevant laws, regulations, and guidelines related to elections,
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data protection, and privacy. Collaborate with regulatory authorities and

election commissions to ensure compliance and adherence to standards.

. Collaboration and Interoperability: Encourage collaboration and interop-
erability among different blockchain-based voting systems. Standardization
efforts and open protocols can facilitate seamless integration and information

sharing, allowing for more comprehensive and inclusive voting processes.

. Long-term Data Storage and Archiving: Develop strategies for long-term
data storage and archiving of voting records on the blockchain. Consider
the implications of storing sensitive voting data for extended periods and
implement robust data protection measures to safeguard against unautho-

rized access or data loss.

. Continuous Research and Development: As technology advances and new
challenges emerge, it is crucial to foster continuous research and develop-
ment in the field of blockchain-based voting systems. Explore emerging
technologies, such as zero-knowledge proofs and homomorphic encryption,

to further enhance privacy, security, and verifiability in the voting process.

. By implementing these recommendations, the Ethereum-based internet vot-
ing system using digital signature can be further improved, making it more
resilient, user-friendly, and trustworthy. Moreover, it will contribute to ad-
vancing the field of secure and transparent voting systems, ultimately paving

the way for the widespread adoption of blockchain technology in elections.
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X. Appendix

A. Source Code

//SPDX—License—Identifier : UNLICENSED
pragma solidity >=0.4.22 <0.9.0;

contract Election {
mapping (address => bool) admins;
string name; // name of the election. example: for president
string description; // description of the election
bool started;
bool ended;

constructor () {
admins [msg.sender]| = truej;
started = false;
ended = false;

}

modifier onlyAdmin () {
//require (admins [msg.sender] == true, ”Only Admin”);

-3

}

function addAdmin(address _address) public onlyAdmin {
admins [ _address] = true;

/] 3k sk sk sk sk ok sk ok sk sk ok sk ok sk sk ok sk ok sk ok sk ok sk ok ok ok ok k CANDIDATES SECTTON sk sk s sk sk sk sk sk sk sk sk sk sk sk sk ok sk sk ok sk ok sk s ok sk ok sk ok ok /

struct Candidate {
string name;
string info;
bool exists;
¥
mapping (string => Candidate) public candidates;
string [] candidateNames;

function addCandidate(string memory _candidateName, string memory _info)
public
onlyAdmin

Candidate memory newCandidate = Candidate ({
name: _candidateName,
info: _info ,
exists: true

s

candidates [ -candidateName] = newCandidate;
candidateNames . push(-candidateName);

}

function getCandidates() public view returns (string[] memory) {
return candidateNames;
}

function getCandidatelnfo(string memory _candidateName) public view returns (string memory) {
require (candidates [_candidateName ]. exists , "No such candidate”);

return candidates[_-candidateName]. info;

/] 5 sk ok sk sk ok sk ok sk sk ok sk ok sk sk ok sk ok sk ok ok sk ok sk ok ok ok ok k CANDIDATES SECTTON sk sk s sk sk sk sk sk sk sk ok sk sk sk sk ok sk sk ok sk ok sk ook sk ok sk ok ok /
/] sk ok sk sk ok sk ok sk sk ok sk ok sk sk ok sk ok ok ok ok sk ok ok ok ok ok ok ok EDEECTTON  SEECTTON sk sk sk sk sk sk sk sk sk sk sk sk ok sk s ok sk ok sk ok ok sk ok ok ok ok ok ok ok /

function setElectionDetails(string memory -name, string memory _description)

public
onlyAdmin
{
name = _name;
description = _description;
started = true;
ended = false;

}
function getElectionName () public view returns (string memory) {

return name;

function getElectionDescription () public view returns (string memory) {
return description;
}

function getTotalCandidates () public view returns (uint256) {
return candidateNames.length;
¥

/] 5 sk ok sk ok ok sk ok sk ok ok sk ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ELIECTTON  SECTTON sk sk sk sk s sk sk sk sk sk sk sk ok sk sk ok sk ok ok ok ok ok ok ok ok ok ok o ok [
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/*****************************VO ER SECTION*****************************/

struct Vote {
string voterld;
string voterName;
string candidate;
bytes voterSignature;

Vote [] votes;
mapping (string => bool) public voterlds;

string [] votersArray;
string [] chairpersonArray ;
string [] memberArray;

function vote(
string memory _voterld,
string memory _voterName,
string memory -candidateName,
bytes memory _signature

) public {

require (started == true && ended == false);
require (candidates [ _candidateName ]. exists , "No such candidate”);
// require (! voterIds|[_voterId], ”Already Voted”);

Vote memory newVote = Vote({
voterSignature: _signature ,
voterId: _voterld,
voterName: _voterName,
candidate: _candidateName

1)

bool checkVoted

verify (msg.sender, address(this) ,

_candidateName ,

require (checkVoted == true, ” Verify signature failed”);

votes .push(newVote);
voterIds|[_voterId] = true;
votersArray .push(_voterlId);

}

function getVoters() public view returns (string[]

return votersArray;

}

function getChairpersonVoters () public view

return chairpersonArray ;

}

memory) {

returns (string [] memory) {

function getMemberVoters() public view returns (string[]

return memberArray;

}

/*****************************VO ER SECTION*****************************/

function getVotes() public view onlyAdmin returns (Vote][]

return votes;

}

function getTotalVoter () public view returns

return votersArray.length;

}

function endElection () public onlyAdmin {

(uint256) {

require (started == true && ended == false);
started = true;
ended = true;

}

function resetElection () public onlyAdmin {

require (started == true && ended == true);

for (uint32 i = 0; i < candidateNames.length; i++) {
delete candidates[candidateNames[i]];

}

for (uint32 i = 0; i < votersArray.length; i++) {

delete voterIds|[votersArray|[i]];

}

name =
description =

nn .,
5

noy
5

delete votes;
delete candidateNames;
delete votersArray;

started = false;
ended = false;

}

memory) {

memory) {

function getStatus () public view returns (string memory) {

if (started == true && ended == true) {
return ”finished?”;
}

if (started == true && ended == false) {

return ”running”;

}
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return ”not—started”;

}

[ sk ok sk ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok PROCESS VERIFY  SIGNATURE sk sk sk sk sk ok sk sk ok sk ok sk ok ok sk ok ok ok ok ok ok ok ok %/
function getMessageHash (

address _to,

string memory _candidateName
) public pure returns (bytes32) {

return keccak256 (abi.encodePacked(-to, _candidateName));

function getEthSignedMessageHash(bytes32 _messageHash) public pure returns (bytes32) {

return keccak256 (abi.encodePacked (”\x19Ethereum Signed Message:\n32”, _messageHash));
}
function verify (address _signer , address _to, string memory _candidateName, bytes memory signature) public
bytes32 messageHash = getMessageHash(_to, _candidateName);
bytes32 ethSignedMessageHash = getEthSignedMessageHash (messageHash);
return recoverSigner (ethSignedMessageHash, signature) == _signer;
}
function recoverSigner (bytes32 _ethSignedMessageHash, bytes memory _signature) public pure returns (address
(bytes32 r, bytes32 s, uint8 v) = splitSignature(_-signature);
return ecrecover (_ethSignedMessageHash, v, r, s);
}
function splitSignature( bytes memory sig ) public pure returns (bytes32 r, bytes32 s, uint8 v) {
require (sig.length == 65, “invalid signature length”);
assembly
// first 32 bytes, after the length prefix
r := mload(add(sig, 32))
// second 32 bytes
s := mload(add(sig, 64))
// final byte (first byte of the next 32 bytes)
v := byte(0, mload(add(sig, 96)))
}
}

[ %ok ok ok ok skosk sk k ok skok ok ok ok kok ok kok ok FINISH SIGNATURE sk sk sk sk sk ok sk sk sk sk ok ok sk ok ok ok ok sk ok ok ok ok /
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