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Abstract

This study presents a reliable and robust method for transferring files over
Short Messaging Service. By testing the system against a set of repeated rigid test
cases and fault injection methods, it has proven itself reliable and robust enough to
survive problems found on an unreliable SMS service. Protection against adversaries
are also implemented as a feature using security measures such as encryption and

authentication.

Results show an effective alternative for sending and receiving files but show
noticeable drawbacks in terms of speed. The work presented here has profound
implications for future studies of utilizing low bandwidth but widely accessible means
of communications such as Short Messaging Service and may help solve the problem
of data transmission in places where Internet connectivity is unavailable or where

other means of transmission of data is hazardous or impossible.
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I. Introduction

A. Background of the Study

File Sharing Methods and Technologies

File sharing can be defined as "a method of distributing computer files, ...
among a large number of users".[24] Such practice enabled users to share various

digital data such as documents, multimedia, and computer programs across the world.

Files can be shared in a number of ways. They can be distributed using
removable storage media, over wired connections, or wirelessly such as wireless

Ethernet and mobile data.

Files were first exchanged using non-volatile physical media. In 1725, Basil
Bouchon used punched paper rolls to store instructions for machines. In 1846, punch
tapes became viable for use in recording telegrams. Data stored on these storage
devices were more of instructions for machines rather than actual recorded data,
however. In 1880, Hermal Hollerith invented recording data on punch cards which

ultimately became a format that IBM used in the following decades.

Afterwards, various magnetic media such as magnetic tapes (used in 1951 as
data storage medium), drum memory (1946), hard disk drives (1956), and floppy
disks (1971) were used as storage media. Magnetic tapes and floppy disks saw
widespread use as removable media. Around mid-1980s, specifications for storing
digital signals on optical discs are completed which led to the development of

Compact Discs (CDs), Digital Video Discs (DVDs), and Blu-ray Discs (BD).



Electronic flash memory were introduced for storing digital data later on. Examples
include CompactFlash cards, Secure Digital (SD) cards, Memory Sticks, and USB
Flash Drives.

Concurrently, file sharing has also been a practice through wired connections.
During 1970s up to late 1980s, file sharing was mostly done over landline telephones
and modems using systems such as Usenet, BBS, and XModem. Internet Service
Providers (ISPs) emerged on 1990s and the Internet became fully commercialized by
1995. This gave way to modern methods of distributing files such as the File Transfer
Protocol (FTP), the World Wide Web, Internet Relay Chat (IRC) programs, Instant

Messaging, and later on, the BitTorrent protocol.[13]

Wireless connectivity made the Internet accessible to people who don't have
access to wired connections and people living on locations where setting up
infrastructure for wired services would be difficult or impossible. In 1996, access to
mobile web was made possible with the introduction of the Nokia 9000 Communicator
phone. It was done over 2G cellular networks, which initially do not offer data
services. During the early 2000s, Wireless Access Protocol (WAP) and i-mode
achieved popularity as means of accessing the mobile web and Internet services. In
2000, General Packet Radio Service (GPRS) was introduced as a packet-switched
data service, which extends Global System for Mobile (GSM) Packet circuit-switched
data capabilities. While in 2003, Enhanced Data rates for GSM Evolution (EDGE)
was deployed on GSM networks which allows improved data transmission rates over

GPRS.



The first Internet-ready satellite was made available for consumers in 2003.
Satellite Internet was targeted mainly to rural areas as an alternative to traditional
Internet connections such as dial-up and ADSL. The first commercial Third

Generation (3G) network was also finally launched in the same year.

With the advent of 3G cellular networks and its extensions, higher data speeds
and better security compared to 2G networks are observed on 3G-capable devices.
However, adoption in some countries are slowed down due to the large cost of
upgrades and spectrum licensing fees. In 2013, Fourth Generation technologies (4G)
started to roll out. Technologies can only be considered 4G if "a substantial level of
improvement in performance and capabilities with respect to the initial third

generation systems now deployed".[8]

Short Messaging Service (SMS) and Its State in the Philippines

Short Messaging Service is a component of web, telephone, and mobile device
networks that enables users to send and receive text messages. SMS is part of
standardized communication protocols that were defined in 1985 as part of the GSM

standards. [25]

SMS messages are sent to Short Message Service Centers (SMSC), which then
attempts to forward the message to the recipient. This delivery however is
"best-effort". In case the SMSC cannot reach the intended recipient, it keeps the
message for a duration set by the mobile operator and retries until the recipient
becomes available again, the message expires, or the retry limit set by the operator

has been reached. This also means that there are no guarantees that the message will



be delivered on time or be delivered to the recipient at all. Despite being best-effort,
SMS is an almost reliable service with an observed failure rate as high as 5.1% during

normal operation conditions.[12]

The Philippine Statistics Authority reported in 2017 that an estimated
8,957,952 people are subscribed on an Internet Service Provider which includes wired
DSL, cable Internet, and wireless Internet. The reported number of active mobile
telephone service subscriptions, on the other hand, is 130,319,459, which is more than
the country's total population.[15] Various studies and news sources also consistently

place the Philippines as the "text messaging capital of the world".[5]

B. Statement of the Problem

With the current technologies available to consumers today, ideally anyone
should be able to send and receive digital data conveniently anytime and anywhere.
Unfortunately, these methods and technologies are not as accessible or widely

available in the real world.

First, transferring files over wired connections is limited only to areas where
wired telephone networks and ISPs had laid out infrastructure for their services.
These areas exclude remote rural communities and areas where building infrastructure

would be challenging or just impossible.

Wireless Internet, on the other hand, has its own challenges as well. Satellite
Internet typically requires a completely clear line of sight and is sensitive to even

minor obstructions. 3G and 4G networks have limited coverage and availability



compared to traditional 2G networks. An assessment of 2G and 3G mobile phone
networks found that UMTS networks perform worse compared to GSM networks in
terms of coverage.[20] These 3G networks will have problems covering an area with an
otherwise good GSM coverage unless aided by a significantly increased power
consumption and additional equipment. Signals attenuate more and higher noise
figures can be observed on higher frequency channels that are used on 3G and 4G
networks (T5MHz and 40MHz respectively). 3G and 4G technologies also demands for

stricter signal-to-noise ratio requirements.|[22]

While network carriers would like to advertise that they have "100% 3G and
4G coverage", that would not be exactly true.[7] As mentioned earlier, theoretically
3G and 4G networks would perform worse than 2G networks in terms of coverage.
Additionally, in the Philippines, 3G and 4G are not as widespread as real-world data
shows. Over 63 percent of Filipinos are still not connected to the Internet. This is
mainly attributed to lack of infrastructure and lack of mobile Internet coverage and
network access.[11] On a later report, it was found out that in the Philippines mobile
Internet users get 3G or 4G connections only 68.63% of the time.[13] Compared with
the rest of the world, the Philippines severely lags behind on modern mobile Internet

both in terms of speed and availability.[14]

Transporting files over physical non-volatile removable media has its share of
its own problems too. There is still a possibility of the data being corrupted in the
removable storage being used. There are also chances of the removable media being

damaged or lost during transit. Weather, terrain, and other hazards will heavily affect



the success and speed of this method. In case of failure, the whole process of copying

to and transporting the physical media needs to be repeated again.

C. Objectives of the Study

With the limited availability and accessibility of technologies that enable
people to connect and share digital data, there is a need to produce a method that
makes sharing digital data more accessible. For this reason, it appeared reasonable to

attempt to develop a system with the following criteria:

1. The system should be able to send and receive files over SMS. In terms of
availability and coverage, 2G is a suitable candidate despite being an older
technology. SMS is also a viable as data carrier due to its simplicity, low cost,

and its ubiquity eliminating the need for specialized equipment and technologies.

2. The protocol to be used should be reliable and robust enough to address the

following issues inherent on Short Messaging Service:

a. SMS is still just a best-effort service.[12] The system should be able to request

and retransmit lost messages during the file transfer.

b. There is no guarantee that SMS messages will arrive instantaneously nor
arrive in order.[12| The system should have a mechanism to sort the messages

received in order.

c. There is also a possibility that an SMS message intended for a previous state

or session has been received. The system should be able to handle such cases.



d. In case the received SMS messages are incomplete or erratic, there should be
a verification mechanism to validate each message received by both sending

and receiving ends.

3. The protocol must allow the users to transfer files securely barring any adversary
to be able to read or manipulate the files and keys being transferred. This can be
done by a combination of the use of the Advanced Encryption Standard (AES)
and Rivest-Shamir-Adleman (RSA) algorithms, which is used by majority of

technologies used today.

4. The system must give the users a convenient way to to pair with another user's

system, a requirement for transferring files securely.

5. The system should be able to transfer files over SMS regardless of their type or

content.

D. Significance of the Study

The results of this study will benefit people who have the need to share digital
data but are unable to due to other methods being unavailable, inconvenient, or
hazardous. The system that will be developed will serve as an alternative to other

methods of transferring files.

This system can be used by private organizations and government agencies
doing data collection that requires information gathered be collected as soon as
possible, such as beneficiaries of government welfare programs that require immediate

assistance, disaster recovery assistance data, and earthquake/flood mapping data.



This can also serve rural government offices that do not have stable Internet
connection but still require constant information exchange such as police, local

government, etc.

People in the scientific field may utilize this to communicate important metrics
such as volcanic activity and weather data when wired or wireless Internet is

unavailable and conditions for manual transporting data are unfavorable.

In case 3G and 4G connectivity fails but the location has good reception for
sending and receiving SMS messages, in automated election systems this is viable as a
last resort for wireless communications before defaulting to manual transport of
storage media. This can alleviate concerns over safety of data and personnel when

terrain, weather, and other factors increase hazard if transporting the data physically.

Finally, the protocol, the software, and the system developed can be a
framework for development of future technologies that can take advantage of SMS

and its successors in the future beyond third and fourth generation networks.

E. Scope, Limitations, and Assumptions

This study will be limited to the bounds specified below:

1. While the protocol to be formulated is intended to be platform and hardware
independent, the software to be developed for this study will be limited only to
the phones and modems supported by the Gammu project and most Android

devices.



. There will be a huge drawback in terms of transmission speed which is caused by

the non-instantaneous delivery and slow nature of SMS.[6][12][18][19]

. The software will only allow transmission of files of sizes less than or equal to 10
megabytes at a time due to the limit of 160 7-bit characters for each SMS
message, which will constrict the number of characters reserved for both the
segment numbers and the payload. This should be enough for common file sizes of
2-12 kilobytes for images, 4-20 kilobytes for documents, and 3-4 megabytes for a

full mp3 song.[17]

. There should be enough signal strength and network coverage for the hardware

components to be able to send and receive SMS messages properly.

. This study assumes that the sender and receiver Subscriber Identification
Modules (SIMs) and their respective network subscriptions are allowed to send

and receive unlimited SMS messages.

. Man-in-the-middle (MiTM) attacks would not be entirely impossible. The only
security provided by the protocol to be formulated would be authentication and

encryption for the keys and files exchanged using the combination of RSA and

AES.

. Denial-of-Service Attacks by an adversary will not be addressed in this study.



II. Review of Related Literature

People who have limited or no access to wired and wireless technologies such as
ADSL, 3G networks, and 4G networks will benefit from having a more accessible
alternative method of sending data. Sending files over SMS is one possible way to
achieve this. Despite the topic being given limited attention, sending binary data over

SMS has been explored in various ways.

As early as 2008, an SMS-based transport layer has been designed and
developed by Rao et. al.[18] Having GPRS and other technologies being unavailable in
some areas has been a motivation for the study with the intention of completely
bypassing GPRS networks and mobile ISPs. It was implemented by converting TCP
packets and UDP datagrams into payloads and headers carried by SMS messages,
sending significantly smaller packets or datagrams in batches, if possible. It was found
out that such scheme is efficient for infrequent and non-bulky data transfers such as
micro-browsing or Yellow Page searches. Its use for frequent and bulky data transfers
is considered expensive and unoptimized however. Additionally, using the scheme for

time critical applications is highly discouraged.

An attempt to provide a free Internet access has been developed by using an
Internet-connected server and a specialized client browser that communicates with
each other via SMS.[19] This method however is intended only for basic web browsing,
stripping off images and other unnecessary elements leaving only the HTML source. It
was concluded that while web browsing is possible, the service was deemed too slow
for practical use despite the attempts of stripping out elements to further speed up the

browsing experience.
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A method of sending images over SMS as an alternative to Multimedia
Messaging Service (MMS) has been presented on a separate study.[21] Motivated by
the unavailability of MMS in some areas, the study attempts to provide a more
accessible alternative. Unlike the previously discussed study by Rao et. al., the method
used in this study simply converts the images into a text file using Base 64 encoding
and sends the encoded data through several SMS messages. This eliminates the
overhead introduced by the TCP or UDP protocols. However, SMS's default 7-bit
encoding seems to be underutilized by using Base 64 as the encoding scheme for the

data.

Another study tested the viability of data transmission using SMS as an
alternative over GPRS. It was found out that SMS in general works in a slow but
consistent pace while GPRS using UDP is faster but in an inconsistent manner.|[6]
Additionally, using the data gathered in the study, it was concluded that UDP will
always be faster than SMS when sending large amounts of data even if UDP retries to
send the correct data and if SMS had perfect transmission rates. Similar to the
method of sending images over SMS previously discussed earlier, the whole file is
encoded and split into different SMS messages. This time, a header is included
together with a CRC32 checksum. The CRC32 checksum is used to verify the
integrity of each message while the header value contains the queue number, which is

requested by the receiver in case of timeouts or missing parts.

From the existing studies previously presented and discussed, it can be inferred
that SMS as a data bearer will be slow. Additionally, using SMS for time critical

applications should be strongly discouraged. An SMS message's size would be too

11



small to fit a single file so splitting a file into smaller parts would be unavoidable.
Using an efficient encoding scheme would also be needed due to SMS messages'
textual nature. SMS messages aren't guaranteed to be delivered at all times so a

method to retransmit missing parts would also be necessary.
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III. Theoretical Framework

A. Reliability

Reliability can be defined as a quality of a protocol that ensures the accuracy
and integrity of transmitted data. Reliable protocols guarantee that the data will be
delivered to the recipient. This ensures that at least one copy of the message will be
always delivered to the recipient. A reliable protocol will always verify that all data

transmitted is received in the correct order and is intact.

On the other hand, reliability can be defined in terms of failure. If a protocol
can handle a certain set of well-defined and understood failures, then it can be

considered reliable with respect to those failures.[27]

For the purpose of this study, we will use both approaches but with more
emphasis on guaranteed delivery, integrity, and correct order of delivered data.
During the development and implementation of the protocol, certain set of tests will
be done to ensure that the protocol will be reliable against a limited set of

well-defined failure scenarios.

B. Robustness

Robustness can be defined as "the degree to which a system or component can
function correctly in the presence of invalid inputs or stressful environmental
conditions".[26] Fuzz testing is a common tool for demonstrating a system's

robustness. Alternatively, fault injection can be used for testing robustness.
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Fault injection techniques will be used in testing the protocol to be developed,
given its effectiveness in testing for error handling in code paths as well as its
predictability so that bugs can be easier to track and fix. These will be implemented
in test cases where the input is mutated in a controlled manner and the use of custom
components in place of the ones expected by the system, which produces repeatable

and well-defined faulty scenarios.

C. Data Compression

Data compression is defined as encoding information using fewer bits than the
original representation. Compression can be classified as either lossless or lossy
compression. Lossy compression minimizes the space needed by removing parts of
data that are deemed unnecessary or less important. Lossless compression uses various

methods in reducing size without loss of data.
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The common factors to be considered when choosing a compression algorithm
are compression/decompression speed, memory usage, and compression ratio.
Compression ratio is defined as the ratio between the uncompressed size and the

compressed size of the data:

. . dS1
CompressionRatio = UncompressedSize
CompressedSize
Since this project deals with SMS, a slow data bearer, compression is a
necessary tool to decrease the time needed for a transmission to be completed. This

project will also not be using lossy compression.

The compression algorithm that will be used for this project will be selected
based on compression ratio alone. Compression/decompression speeds and memory
usage do not matter since modern computers can handle these without problems and
delays produced by a slow compression algorithm is insignificant if compared to the
total time needed to transmit the compressed data. With this, the LZMA algorithm is
chosen based on benchmark results.[2][10] The XZ utility program will be used for
handling LZMA and LZMA2 compression algorithms.|3|

D. Binary-to-Text Encoding

Binary-to-Text encoding is simply the action of encoding binary data into plain
text. This is necessary if the transmission method does not support sending of binary

data. Common examples include Basel6, Base64, and MIME.

For the purposes of this study, a slightly modified ASCII85 encoding is used

due to its high efficiency of 80%, which is more efficient than common encoding

15



schemes like uuencode or Base64. The encoding scheme is also optimal for SMS's
default 7-bit character encoding reducing the size of the encoded data while at the

same time, taking advantage of a slightly larger character set.
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IV. Design and Implementation

A. Protocol

Overview

The TransmiSMS file transfer protocol* is designed to be a simple,
connection-oriented, reliable, and robust protocol. The protocol aims to facilitate
sending and receiving of files over SMS using the least amount of SMS messages sent
as possible while providing essential features that provides reliability, robustness,

security, privacy, and convenience.

The most basic unit of data used by the TransmiSMS file transfer protocol is
called a Protocol Data Unit (PDU). Each PDU is contained in a single SMS message
and contains identifiers for its type, Session ID, its segment number, checksum (if
already connected), human-readable instructions for force disconnecting (when not yet

connected), and user data.

Transferring files and pairing with a peer starts with establishing a connection.
The connection process is a three-way handshake, initiated by the sender/initiator.
This prevents the sender from flooding the receiver if the receiver is not yet ready to
receive data and to prevent unsolicited file transfers. During the handshake, each
PDU contains human-readable instructions on how to reject and force disconnect the

connection.

* Not to be confused with FTP; this protocol is not related to the File Transfer Protocol
specified by RFC 959.[16]

17



Terminating the connection is also done via a three-way handshake normally
initiated by the sender/initiator. This ensures that all parties are notified about each
other's disconnection state. After sending the last PDU, the initiator waits for a while

to retransmit missing PDUs in case the other end has failed to receive them.

File transfer and key exchange operations are managed via sessions. Each
session is assigned a Session ID which is a 128-bit Universally Unique Identifier
(UUID) negotiated during the establishment of the connection. UUIDs have an almost
zero percent chance of collisions so no two Session IDs will be the same. This is done
so that PDUs not belonging to the current Session can be safely ignored and prevent

them from interrupting the current operation.

The protocol will also ignore duplicate PDUs and PDUs not appropriate for

the current connection state. Invalid and malformed PDUs will also be ignored.

Pairing

Before the sender and the receiver can use security features such as encryption
and authentication, they must be paired first prior the file transfer. Pairing means
exchanging necessary RSA public keys for encryption and authentication. This can be

done over the air or manually by importing the appropriate keys.

Pairing the keys over the air is a three-step process. An initiator party must
send a pairing request to the other end in order to establish the connection. After the

responder has accepted the request, they both exchange Base85-encoded encryption

18



and authentication keys split into multiple parts. After confirming that both parties

have received the keys correctly, the initiator then requests disconnection.

Optionally, after receiving the encryption and authentication keys, the parties
are allowed to further authenticate they keys that they have received. They are
presented with an easy to read set of words which they communicate and compare

over a secure channel to confirm that no man-in-the-middle attack has taken place.

File Transfer

File transfer starts with the sender requesting a file transfer request to the
receiver. After the connection is established and the receiver has agreed to receive the

file, both ends exchange information for the file transfer.

If security features are enabled, the receiver first generates a new AES key for
file encryption and encrypts it using the sender's RSA public key. The receiver then
sends the encrypted key split into multiple parts via multiple INIT PDUs. The sender
then decrypts the file encryption key using its own RSA private key. The sender can
compress the file first using LZMA. The sender also needs to sign the unencrypted file
using the receiver's authentication key. These can be done concurrently. The file can
then be processed for encryption via the AES key afterwards. Optionally, the sender
can further compress the encrypted file, if its size can be further reduced. It can then
be Base85-encoded and split into segments. The sender then sends the number of
segments, if compression is used, and the encoded RSA signature to the receiver via a

series of META PDUs.
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After receiving the META PDU, confirming the information provided, and
allocated the necessary resources for receiving the file, the receiver will send a
READY PDU to the sender to start the file transfer. The sender then proceeds to
send the processed and encoded data using a series of DATA PDUs and sending and

END PDU to signify that the sender has completed sending all segments.

After the receiver has confirmed receiving the all the DATA PDU segments,
reordered the DATA PDUs received, assembled and processed the encoded data, and
authenticated the signature sent by the sender, it sends its own END PDU to confirm
that file transfer is successful. Upon receiving the END PDU, the sender then

proceeds with the disconnection procedure.

Without the security features, the receiver just sends an empty INIT PDU to
the sender to signify acceptance of the request. The sender first calculates the
SHA-512 checksum of the file. The sender then skips the encryption and proceeds
with the compression. Using the same encoding, the data is then encoded and split
into parts. Using a META PDU, the sender sends the number of segments, the
checksum, if compression is used, and the file's encoded checksum to the receiver. The
whole process of sending and receiving the DATA PDUs proceeds along with the

verification of the received data using SHA-512 instead of an RSA signature.

Retransmission and Timeouts

The protocol assumes that all previously sent PDUs are successfully received
by the receiver unless a NACK request for retransmission is received. This is done to

reduce the number of PDUs the receiver needs to transmit such as ACK for every

20



PDU received and to take advantage of SMS's low failure rate on normal operational
conditions. Retransmission requests are sent in batches inside the least amount of
NACK PDU necessary. On some states during the transmission, resending a PDU
signals a request for retransmission of the previously sent PDU. PDUs can also

retransmitted in case of timeouts.

The maximum PDU lifetime is set as 60 seconds. Not receiving any PDU for
the duration of the maximum PDU lifetime x 2 will result in a timeout. The user will
then be prompted if he/she wants to continue or if the connection must be terminated

immediately.

Security

For file encryption, a 128-bit symmetric AES key will be used. Cipher Block
Chaining (CBC) mode of operation for AES will be used as well. Additionally, Public
Key Cryptography Standards #7 (PKCS#7) will be used for padding for added
security. For file authentication, a 2048-bit asymmetric RSA key will be used together
with PKCS#1 with SHA-512 hashing. The AES key that will be transmitted will be
further encrypted using a 2048-bit asymmetric RSA key with Optimal Asymmetric
Encryption Padding (OAEP) with SHA-256 for Mask Generation Function 1 (MGF1)

padding.

To reduce predictability, for every file transfer session, a new AES key is
generated. Additionally, only public keys are exposed during the pairing process. The

user is also warned if the already paired peer requests to redo the pairing process.
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During the file transfer, when receiving the encrypted AES key, the sender can
immediately verify the receiver's authenticity. The receiver, however, can only verify
the sender's authenticity if the sender failed to decrypt the encryption key sent or
after all the parts of the file is sent successfully but the receiver cannot decrypt the
file using its own keys. The receiver must be able to verify the authenticity of the
decrypted file using the stored keys the receiver and the sender has exchanged prior

the transmission.

Because the protocol allows a kill switch for the connection, an adversary with
enough resources to spoof the other end can always terminate the connection
prematurely. However, the adversary won't be able to fake a file transfer successfully

nor view the contents of the keys and the files being exchanged.

B. Hardware Setup

The Hardware to be used for this project will consist of a sender and a receiver
host. Each host will be a computer connected to either a compatible mobile phone or
an Internet dongle which will function as a GSM modem. There should also be ample
signal coverage for these modems to operate normally. The sender and receiver hosts

can also switch roles depending on the tests needed to be performed.

C. Software and Libraries Used

In this study, Java is used as the programming language due to its
cross-platform nature and the number of libraries available to be used. It has a native

support for classes, events, and threading which is useful for the development of the
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system and its components. The JavaFX platform is used for the Graphical User
Interface (GUI) due to its consistent look and feel across different operating systems

and its logical separation between program logic, GUI layout, and design.

As mentioned earlier, LZMA is used as the compression algorithm and a
modified implementation of ASCII85 is used as the binary-to-text encoder due to their

excellent compression ratio and encoding efficiency.

Gammu SMSD will be used as a service layer to interface with various mobile
phones, GSM modems, and Internet dongles from different vendors removing the need
to send AT commands directly.[4] A custom Android companion app was also

developed to communicate with Android devices.

A combination of RSA and AES is used for encrypting data to be transfered
over SMS. AES is used for encrypting the raw data to be sent while RSA is for
encrypting the AES key to be shared between the sender and receiver. RSA is also

used for authentication.

For verifying each PDU's integrity, CRCS8 is used for its simplicity and small
size. RSA authentication will also serve as verification for the file received. SHA-512

will be used in place of RSA for verifying files if RSA authentication is disabled.

Pretty Good Privacy (PGP) word list is used when manually authenticating

key exchange over the air to detect man-in-the-middle attacks.
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D. Hardware and Software Requirements

In order for the system to be fully operational, it requires the sender and

receiver computers to meet the following requirements:

Hardware

e GSM modem or mobile phone capable of sending and receiving SMS messages
with Gammu SMS support or an Android device capable of sending and receiving

SMS (running at least Android 4.4)

e Bluetooth interface or USB/Serial Cable that comes with the GSM modem or

mobile phone
e An available USB/Serial port when using USB/Serial interfaces
¢ 200 MB of available RAM or higher

e 20 MB of available hard disk space or higher

Software

e GNU-+Linux, BSD, Mac OS, or Windows operating systems
e Java Runtime Environment 8 or newer

e Gammu 1.3 or newer (and a complete setup for the chosen Gammu backend)
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e Drivers for the devices to be used
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V. Results

The TransmiSMS File Transfer program is a JavaFX-based GUI frontend that
enables users to send and receive files reliably over SMS. This file transfer system uses

the TransmiSMS protocol designed for the purposes of this study.

The program features contact management, which allows the user to add, edit,
and remove contacts. The user can then send and receive files, as well as pair and
exchange security keys from these contacts. The program's toolbar allow the user to
do the previously mentioned actions as well as the option to send files either via a

secure or an unsecure connection.

[ JoN ] Transmisms-javafx dev
+9 —

Accepting new connections Stop accepting

Add contacts

You don't have any contacts yet
+. Add
& Manually add a new contact

Wait
Wait for a pairing or file transfer request.

Show logs

Figure 1. Main Window with no Contacts Added yet
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o Contact Details

MName: | John Appleseed

Mohile Number: | 089198787321

Pairing

Add Contact

Figure 2. Add/Edit Contact Dialog

As soon as the program starts, it starts listening for connection requests from
both registered contacts and non-registered users. It can be disabled by pressing the

"Stop accepting" button on the infobar.
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Johnny Sins
9166666666

Kenny Yankee
89177654321

King Bradley
9996969696

| Showlogs

Figure 3. Main Window, Listening for New Connections

— —
2 22 B R

Not accepting connection requests

Johnny Sins
9166666666

Kenny Yankee
9177654321

King Bradley
9996969696

| Showlogs

Figure 4. Main Window, Not Listening for New Connections
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The program also detects if there are problems encountered from the SMS
service being used. If such problems exist, the user must resolve these issues first
before proceeding. Supported SMS services are Gammu SMSD via PostgreSQL and
the Android Companion app developed mainly to enable the program to interact with

Android devices.

[ JoN ] Transmisms-javafx dev

John Zinger

Johnny Sins
9166666666

Kenny Yankee
9177654321

King Bradley
9996969696

| Show logs

Figure 5. Detected Problems with SMS Service

The program automatically saves the files received on a predetermined
location. The user can change this on the preferences window, along with SMS

backend-specific settings.
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[ ] Preferences

Save received files to: | [Users/badwolfjDownloads/
Retry on errors: Prompt v

Country Code: | 63

Sms Backend Used: | Gammu via PostgreSQL

Gammu via PostgreSQL Backend Settings

Database Host: | localhost
Database Port: | 5432
Database Name: | smsd
Database User: | smsd
Database Password:

Local MIN: | 639171234567

Figure 6. Preferences Window

The user will be prompted if he/she receives a file transfer request. A detailed
prompt containing the senders' name, the sender's number if the sender is not yet in
the user's contact list, the file name, and if the transfer will use a secure connection

will be displayed.
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Accept file transfer request?

Adam Kenny Yankee is trying to send you a file

mamed "000a.txt". Do you want to accept the
request?

Figure 7. Secure File Transfer Request Prompt

" Accept file transfer request?
Anderson Cooper is trying to send you a file named
"000a.txt". This will be transmitted over an

IMSECURE connection. Do you want to accept the
request?

| Reject || Accept

Figure 8. Unsecure File Transfer Request Prompt

The user will also be prompted in case he/she receives a pairing request. The
sender's details are displayed on the prompt and if the pairing request has already

been done before.

31



" Accept pairing request?
Anderson Cooper (sconn-sender) is trying to pair
with you. This method is not as secure as manually

exchanging keys off-air, however. Do you want to
accept the request?

Figure 9. Pairing Request Prompt

" Accept pairing request?
Anderson Cooper (sconn-sender) is trying to rensw
their pairing with you. Please make sure to verify

their identity and their intent to redo the pairing
procedure. Do you want to accept the request?

Figure 10. Renew Pairing Request Prompt

If the receiver rejects the file transfer or pairing request, the sender is

prompted immediately that the receiver has rejected the request.
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i Peer Disconnected
Peer disconnected the connection with the reason:

1003 Rejected by user

Figure 11. Peer Reject/Disconnect Notification

Upon accepting the request, the connection will be established and the sender
and receiver will then begin exchanging information. At this point, the progress of the

key exchange or the file transfer will not yet be displayed.

[ JoN ] Transmisms-javafx dev

| ]
-

Abe Carver

Adam Kenny Yankee (sconn-receiver) Connection established
9177654321

John Zinger

9171234567

Johnny Sins
9166666666

King Bradley

9996969695

Show logs

Figure 12. Connection Established
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After successfully exchanging information with each other, the sender and
receiver will begin the transmission. The transmission progress will be both displayed
on the sender's and receiver's GUI. The users will be then notified if the file transfer

has been successful.

[ JoN ] Transmisms-javafx dev

4
L
I

Abe Carver

Adam Kenny Yankee (sconn-receiver) Sending data - 19%
9177654321
<}
John Zinger
Johnny Sins
King Bradley
Show logs

Figure 13. Sending File in Progress
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[ JoN ] Transmisms-javafx dev

o
e
:
| 4]
1]

Abby Collins —
9754314753

Anderson Cooper (sconn-sender) Receiving data - 9%
9171234568

John Zinger (sconn-receiver-old)
9171234567

Johnny Sins
9166666666

Kenny Yankee
9177654321

King Bradley
9996969696

W

Show logs

Figure 14. Receiving File in Progress

Another feature implemented on this program is enabling users to manually
verify keys exchanged by comparing the displayed PGP words on their screen. This
can be done over a secure channel or at least on a trusted voice channel. The words
are designed to be distinct from each other even when dictated over a phone call. This

prevents man-in-the-middle attacks by an adversary.
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Key exchange verification

I p Use this to further verify that the keys exchanged are identical. This step
is optional.

Make sure that the words shown on the peer matches the ones below:

butterfat shadow inception dragnet whimsical

dropper processor dogsled Bradbury classic
conformist tiger molasses prefer butterfat
frighten Pacific Christmas tolerance tycoon

Figure 15. Key Fxchange Verification using PGP Word List
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V1. Discussions

The conceived TransmiSMS program and protocol aims to provide users a
more accessible alternative for sharing digital data. It uses SMS as a data bearer to
make transmission of files possible without the need for an Internet connection
provided by a wired or wireless provider. It can even take advantage of 2G's larger

coverage that wired, 3G, and 4G connections are not able to achieve.

Using a set of repeated rigid test cases and fault injection during the
development process and testing, both simulated and real world tests have all been
successful. The following scenarios are tested during the simulations and if possible,

on real hardware:

e delayed delivery of messages

e out of order delivery of messages

e tests if timeouts due to a faulty component will trigger in a timely manner
e occasional sending of duplicate PDUs

e occasional sending of PDUs not appropriate for the receiver's current state
e occasional sending of PDUs with invalid CRCs

e occasional corruption of PDUs received

e occasional sending of unrecognizable PDUs
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e sending of PDUs to the wrong intended recipient

e consistent sending of extra PDUs with wrong Session IDs during an operation

e sending of invalid security information

e all combinations of invalid, empty, truncated, and missing values for all PDUs

used by the protocol

The system proposed and developed proved to be reliable and robust enough to

survive all these problems presented to it.

While the system can cope up with hardware problems up to a limited extent,
total hardware failure and severe network problems can still render it useless. For
instance, if the SMS device used suddenly hangs up, the user can still intervene, reset
the device, and retry the connection. Network outages, however, won't even let the

system to send a single message in the first place.

Secure connections are also offered by the system as an additional feature.
SMS, a relatively old technology, is not entirely secure when faced with an adversary
equipped with specialized hardware such as a Stingray phone tracker and sniffer to
perform a MiTM attacks. The protocol designed introduced security measures to
protect sensitive data being transmitted from such adversaries. While attackers can
read plaintext SMS data and possibly interrupt ongoing file transfers, integrity of the
files and keys sent and received will not be compromised. These adversaries will never
be able to successfully spoof the sender's or receiver's identity nor sniff the encrypted

data as long as the security features are enabled.
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Connection setup times are measured to be around 5 seconds up to a full
minute. Transfer speeds can be variable as SMS transmission speeds can vary
depending on the network condition or if the SMS device decides to slow down
sending of messages. Assuming an uncompressed and unencrypted file is sent over
transmission speeds of one SMS per 5 seconds, it can reach speeds up to 11.1 kbps
sans the connection and teardown phases. That is around 20% of the maximum speed

of a 56.6kbps dial-up modem.

Unfortunately, SMS's sluggishness as a data bearer still became apparent
despite the fact that measures to reduce the total amount of data to be transmitted
are done. However, such measures are still invaluable in making transmission speeds

more palatable to the end user.
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VII. Summary and Conclusions

A reliable and robust file transfer system over SMS has been developed to
address the needs of users with limited or no access to technologies normally used to
send and receive data. It was proven reliable and robust enough to survive problems

related to SMS's unreliable nature on both simulated and real world tests.

Various methods to reduce the total size of data transmitted has been
implemented. Additional security measures such as encryption and authentication has

also been implemented to provide protection against well-funded adversaries.

Despite successes in file transmission over SMS, its speed remains as its
greatest drawbacks. Setup and teardown times are less than ideal in some cases. On a
very congested or faulty network, the system would probably be still running but

would run on a greatly reduced speed.

It is not recommended to use this for everyday use if other faster technologies
are readily available. This system can still prove useful as an effective alternative in
remote places where such technologies won't be accessible or when physically

transporting data to another location might be hazardous or impossible.
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VIII. Recommendations

While the resulting protocol and system proved to be reliable and robust for
file transfers via SMS messages, there are still other areas that can be further

improved:

e Ability to pause and resume file transfer sessions especially for larger files.

e An Android implementation to eliminate the need for a separate computer when
transferring files. The implementation must also consider quirks present when
developing on Android. This includes reduced performance during sleep,
applications and services being dynamically woken, paused, or killed on
memory-intensive loads, and an entirely different Ul framework that also affects

decisions when implementing multithreaded tasks.

e The use of Content Providers, which are companies and organizations that are
allowed by mobile network operators to send and receive SMS messages at a
different priority and at a faster rate. The source code is made to be easily
extensible in case a need to implement a new SMS Service for a new device or

backend arises.
e F'urther improvements to speed up connection setup time and teardown.

e Fully secured communications which might be possibly provided using

open-source projects such as Signal and Silence
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e Applications other than file sharing that requires exchange of binary data.

e Possible reuse of the protocol for future iterations and successors of SMS over

future generation networks.
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Appendix

A. Source Code

Dummy SMS Service Backend and
Simulator:

from gevent inport nonkey;

inport zny.green as zng
inport gevent

nmonkey. patch_al | () # nonkey all the things!

initiator_address =
responder _address
nmedi at or _address =

‘tcp://127.0.0.1: 8768
tcp://127.0.0.1: 8769
‘inproc://dumynedi at or*

def filter_ping(addressl, address2,
ctx = zng. Context.instance()
sl = ctx.socket (zng. PAIR)
s1. bi nd(addr ess1)
sl.linger =0

identity):

s2 = ctx.socket (zng. PAIR)
if(identity == 1):
s2. bi nd(addr ess2)

el se:
s2. connect (addr ess2)
s2.linger =0
while True:
r = sl.poll(50)
if rt=0:
nmsg = sl.recv()
if nmeg == "PING':
s1. send(" PONG')
el se:
s2. send( Q)
r = s2.poll(50)
if rt=0:

nmsg = s2.recv()
s1. send( Q)

print "end of " + identity

if _name__ =="__main__":
gl = gevent.spawn(filter_ping, initiator_address, nediator_address,
g2 = gevent.spawn(filter_ping, responder_address, nediator_address,
gs = [gl,92]

gevent. joinal | (gs)

JavaFr Ul:

apply plugin: "java' // add java tasks

apply plugin: "eclipse' // create eclipse project

apply plugin: "application' // prepare for packaging as application
apply plugin: 'gradle-one-jar' // for single self-contained jar outputs

Il java jar configuration (manifest.nf in jar)

I/ sourceConpatibility = "1.7"

sourceConpatibility = '1.8

version = '0.9'

mai nCl assName = 'com transm sms. ui . j avaf x. Mai n'

appl i cationDefaul tJvmArgs = [] // set as enpty for now

%
conpi | eJava {
/loptions.conpilerArgs << "-Xint:unchecked" << "-Xlint:deprecation"
options.conpilerArgs << "-Xlint:all"
}
*/

jar {
mani fest {
attributes 'Inplementation-Title' : 'Transm sns-core',
"I npl enent ati on-Version': version,
' Main-d ass': mai nC assNane

}
exclude ' META-I NF/*. RSA", ' META-INF/*. SF',' META-| NF/ *. DSA'
digests to avoid probl ens

}

task fatJar(type: Onedar) {
mai nd ass = mai nCl assName

/'l exclude

artifacts {
archives(jar) {
group 'comtransm sns. snsftp'
name ‘' snsftp-protocol’

}

repositories {
jcenter() // because we |ove https and supersets
mavenCentral ()
mavenLocal ()

}

configurations {
i ntegrationConpil e. ext endsFrom t est Conpi |l e
i ntegrationRuntine. extendsFrom t est Runti ne
st agi ngConpi | e. ext endsFrom t est Conpi | e
stagi ngRunt i me. ext endsFrom t est Runti me

}

bui I dscript {
repositories {
jcenter() // because we |ove https and supersets
mavenCentral ()
mavenLocal ()

}

dependenci es {
classpath ' com git hub. rhol der: gradl e-one-jar:1.0.4'
}
}

dependenci es {

conpil e group: 'comgithub.rholder', name: 'gradle-one-jar', version:
'1.0.4

conpile group: 'org.zerong', name: 'jerony' , version: '0.4.3

conpi | e group: 'com googl e. code. gson', name: 'gson', version: '2.8.1

conpi l e group: 'org.apache. cormons', name: 'commons-io', version: '1.3.2

1 conpi |l e group: 'conmons-col | ections', nane: 'commons-collections', version:
'3.2
2) conpi | e group: 'conmons-codec', nanme: 'comons-codec’', version: '1.10

conpi |l e group: 'org.apache. cormpns', name: 'commons-conpress', version:
*1.10

conpil e group: 'org.tukaani', nanme: 'xz', version: '1.5

conpi | e group: 'org.apache. pdf box', name: 'pdfbox', version: '1.8.11'

conpi |l e group: 'net.sourceforge.javaflacencoder', nane:
‘java-flac-encoder', version: '0.3.7

conpi |l e group: 'org.apache.|ogging.log4j', nane: 'log4j-core', version:
2.1

conpi |l e group: 'org.apache.|ogging.log4j', nane: 'log4j-api', version: '2.1'

conpil e group: 'comfasterxm.jackson.dataformat', name:
‘jackson-dataf ormat-yam ', version: '2.5.5'

conpile group: 'org.yam', name: ‘'snakeyam ', version: '1.12'

conpi | e group: 'technol ogy. zeroal pha. security', nane: -pgp-wordlist',
version: '0.1.1

conpil e group: 'org. kordanp.ikonli', name: 'ikonli-javafx', version: '1.9.0

conpil e group: 'org. kordanp.ikonli', name: 'ikonli-material-pack', version:
'1.9.0

conpil e group: 'org. kordanp.ikonli', name: 'ikonli-materialdesign-pack',
version: '1.9.0'

conpil e group: 'org.postgresql', nane: 'postgresql', version: '42.1.4

/1 NOTE: version lock on 1.56 due to constant APl changes

11 See src/ main/javalconftransm sns/core/util/crypto/ RSA java

conpil e group: 'org.bouncycastle', nane: 'bcprov-jdkl5on', version: '1.56'

conpil e group: 'org.bouncycastle', nane: 'bcpkix-jdkl5on', version: '1.56'
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testConpile group: 'junit', nane: 'junit', version: '4.12'

testConpile group: 'org.testng', nane: 'testng', version: '6.9.6'

test Conpil e group: 'org.nockito', name: 'nockito-core', version: '1.10.19'

integrationConpil e sourceSets. mai n. out put Fil ename: src/ main/javal con transm sns/ core/ protocol / Bi nar yPDUDecoder . j ava
integrationConpile sourceSets.test.output oo
integrationConpile configurations.testConpile

integrationConpile configurations.testRuntime package comtransm sns. core. protocol ;
stagi ngConpi | e sourceSets. nai n. out put inport comtransmi sns. core. protocol . Cor eProt ocol Facade;
stagi ngConpi | e sourceSets. test. out put inport comtransm sns. core. protocol . Cor eProt ocol Facade. Dat aSi zes;
stagi ngConpi | e configurations.testConpile inport comtransm sns. core. protocol . Cor eProt ocol Facade. Dat aStr Si zes;
stagi ngConpi | e configurations.testRuntime inport comtransmi sns. core. protocol . PDU;
} inport comtransnmisns. core. protocol . PDUType;
inport comtransmisns. core. protocol . PDUMal f or nedExcepti on;
test { inport comtransm sns. core. protocol . | nval i dCRCExcepti on;
include "**/**Suite.cl ass" inport comtransm sns. smeftp. protocol . Swsft pPDUType;
}
inport comtransm snms. core. util.codec. Base85;
sourceSets { inport net.sourceforge.javafl acencoder. CRC8;
test {
java.srcDir 'src/test/unit/java' inport java.nio.ByteBuffer;
} inport java.util.Arrays;
inport java.util.Arraylist;
integration { inport java.util.Hashtable;
java.srcDir file('src/test/integration/java') inport java.util.List;
resources.srcDir file('src/test/resources') inport java.util.Mp;
} inport java.util.UU D
inport java.util.concurrent.atomn c.Atoniclnteger;
staging { inport java.util.function.Function;
java.srcDir file('src/test/staging/java')
resources.srcDir file('src/test/resources') inmport java.io.|OException;
} inport java.io.UnsupportedEncodi ngExcepti on;
}
task integration(type: Test) {
group 'Verification' public class BinaryPDUDecoder {
description 'Runs the integration tests.' private Function<Character, PDUType> prefixToTypeFunc;
useTest NG { // enable Test NG private Function<PDUType, Character> typeToPrefixFunc;
/lparallel = "classes"
paral l el = "nethods" private static Function<Character, PDUType> basePrefixToTypeFunc;
threadCount = 4 private static Functi on<PDUType, Character> baseTypeToPrefixFunc;
testC assesDir = sourceSets.integration.output.classesDir private static final Map<Character, PDUType> prefixToTypeLookup =
/1 NOTE: use the following instead if you're using gradle 5.0 and above new Hasht abl e<>();
/ltestO assesDirs = sourceSets.integration.output.classesDirs private static final Map<PDUType, Character> typeToPrefixLookup =
classpath = sourceSets.integration.runtimed asspath new Hasht abl e<>();
} /1 utility function for use for the naps above
private static void bi D AddToLookup(Character c, PDUType p) {
task staging(type: Test) { PDUType eval Val ue = Bi nar yPDUDecoder . prefi xToTypeLookup. put(c, p);
group 'Verification' assert null == eval Val ue;
description 'Runs the staging tests.' Character eval Val ue2 = Bi nar yPDUDecoder . t ypeToPr ef i xLookup. put (p, c);
useTest NG { // enable Test NG assert null == eval Val ue2;
/lparallel = "classes" }
parallel = "classes"
threadCount = 4 private static Bi naryPDUDecoder thislnstance;
static {
test O assesDir = sourceSets. staging. output.classesDir /1 initialize instance
/1 NOTE: use the following instead if you're using gradle 5.0 and above Bi nar yPDUDecoder . t hi sl nstance = new Bi nar yPDUDecoder (nul |, null);
//testd assesDirs = sourceSets. staging.output.classesDirs Bi nar yPDUDecoder . basePr ef i xToTypeFunc =
classpath = sourceSets. stagi ng. runti med asspat h (c) -> Bi naryPDUDecoder . prefi xToTypeLookup. get (c);
} Bi nar yPDUDecoder . baseTypeToPr ef i xFunc =
(p) -> Bi naryPDUDecoder . t ypeToPrefi xLookup. get (p);
tasks. wi thType(Test) { /1 popul ate | ookup naps
/1 experinent with different values to see what works best Bi nar yPDUDecoder . bi Di AddToLookup('r",
maxParal | el Forks = 8 Cor ePDUType. CORE_RETRANSM SSI ON) ;
/1 can al so conpute dynamically Bi nar yPDUDecoder . bi Di AddToLookup('f', CorePDUType. CORE_FIN);
/1 maxParall el Forks = Runtime.runtine. avail abl eProcessors() / 2 Bi nar yPDUDecoder . bi Di AddToLookup(' F',  Cor ePDUType. CORE_FI NACK) ;
} }
javadoc {
title = "Transnmisnms APl' protected Bi naryPDUDecoder ( Functi on<Char acter, PDUType> prefi xToTypeFunc,
} Functi on<PDUType, Character> typeToPrefixFunc) {
this. prefixToTypeFunc = prefixToTypeFunc;
this.typeToPrefixFunc = typeToPrefixFunc;
upl oadAr chives { }
repositories {
flatDir { public static BinaryPDUDecoder getlnstance() {
name 'l ocal"’ return Bi naryPDUDecoder . t hi sl nst ance;
dirs '../repos’ }
}
} public final PDUType prefixToPduType(Character prefix) {
} PDUType ret Type =
Bi nar yPDUDecoder . basePr ef i xToTypeFunc. appl y(prefix);
/1 this was added to denpnstrate adding -X argunents to "javac® if(retType == null && this.prefixToTypeFunc != null) {
/*conpi | eTest Java { return this.prefixToTypeFunc. appl y(prefix);
options. conpilerArgs << "-Xlint:unchecked" // for unsafe thing javac is
conpl ai ni ng return ret Type;
Y+ )
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ic final Character pduTypeToPrefix(PDUType pduType) {
Character retPrefix =
Bi nar yPDUDecoder . baseTypeToPr ef i xFunc. appl y( pduType) ;
if(retPrefix == null && this.typeToPrefixFunc !'= null) {
return this.typeToPrefixFunc. appl y(pduType);

return retPrefix;

ic static int getHexSegnment!d(String body, int naxSegment Count,
String encodedStr, String pduTypeNane)
throws PDUMal f or nedException {

return get HexSegrent | d(body, maxSegnment Count,

fal se);

encodedStr,

ic static int getHexSegnment!d(String body, int nmaxSegment Count,
String encodedStr, String pduTypeName, bool ean al | owZer ol d)
throws PDUMal f or nedException {
String segnent|dStr = body. substring(0,
Dat aStr Si zes. HEXSEGVENTI D. get Si ze()) ;

Integer segmentld = -1; // preeenpt for error, just in case
bool ean inval i dNunber Format = fal se;
try {

segnment|d = Integer.val ueCf (segnment!dStr, 16);

}
cat ch( Nurmber For mat Exception e) {
i nval i dNunber Format = true;

}
if(segnentld < 0 || (!allowZerold && segnmentld == 0)
|| segnentld > naxSegment Count
|| invalidNunber Format) {
t hrow new PDUMal f or nedExcept i on(
“lInvalid " +
((pduTypeName == null) ? ""
"Segnent ID: " + segmentldStr,

pduTypeName+" ") +
encodedStr) ;

return segnentld;

ic static UUI D base85ToUUl D(String b85String, String encodedStr,
String pduTypeNane)
throws PDUMal f or nedException {

/'l extract byte[] format from base85

byte[] uuidBytes = null;

try {
uui dByt es = Base85. decode(b85String);

}
cat ch(1 CException e) {
t hrow new PDUMal f or mnedExcept i on(
pduTypeNanme + "'s Session IDis corrupt", encodedStr);
/1 verify if sessionld' s length is correct
if(uuidBytes.length != DataSizes. SESSI ONI D. get Si ze()) {
t hrow new PDUMal f or nedExcept i on(
pduTypeName + "'s Session ID's byte length is incorrect”,

null);
}
/1 split the byte[] into msb and Isb
byte[] msb = Arrays.copyCf Range(uui dBytes, 0, 8);
byte[] Isb = Arrays. copyCf Range(uui dBytes, 8, 16);

/1 convert the msb and |sb byte[] into long and return afterwards
Byt eBuf f er msbBuffer = ByteBuffer.allocate(Long. BYTES). put (nsb);
ByteBuffer |sbBuffer = ByteBuffer.allocate(Long. BYTES). put (I sb);
nmsbBuffer.flip(); // required for reading

I sbBuffer.flip(); // required for reading

return new UUl D(nmsbBuf fer. get Long(), |sbBuffer.getLong());

ic static int base85Tolnteger(String b85String, String encodedStr,
String pduTypeNane)
throws PDUMal f or nedException {

/1l extract bytes first from base85

byte[] segnentNunBytes = null;

try {
segment NunByt es = Base85. decode(b85String);

b
cat ch(1 CException e) {
t hrow new PDUMal f or mnedExcept i on(
pduTypeName + "'s Segment |d/Count is corrupt”,
encodedStr) ;

}

ByteBuffer bb = ByteBuffer.allocate(lnteger.BYTES);

/1 pad with zeroes if there's still space for Integer

for(int i =0; i < Integer.BYTES - segnent NunBytes. | ength;
bb. put ((byte)0);

i++) {

/1 then add the bytes
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pduTypeNane,

}

bb. put (segnment NunBytes).flip();
return bb.getInt();

/1 flip() is required for reading
/1l then return the val ue

protected List<Chject> decodeBody(

}

private final

String body = encoded. substring(1,
Li st <(bj ect > decodedData = new ArrayList<>();

PDUType pduType, String encoded)
throws PDUMal f or medException {

return null;

Li st <Cbj ect > def aul t DecodeBody/(

PDUType pduType, String encoded)

throws PDUMal f or nedException {

encoded. | ength()-2);

i f(pduType instanceof CorePDUType) {

Cor ePDUType cPduType = (Cor ePDUType) pduType;
switch(cPduType) { // fill up data depending on the pduType
case CORE_FIN: {
/1 1st form f/<session_id>
Il check if size is | ess than SESSIONID
if(body.length() < DataStrSizes. SESSI ONI D. get Si ze()) {
t hrow new PDUMal f or nedExcept i on(
"CORE_FIN too short to fit Session ID",
encoded) ;

}
String sessionldStr = body. substring(0,
Dat aSt r Si zes. SESSI ONI D. get Si ze());
/'l decode sessionld from here
UUI D sessionld = base85ToUUl D(sessi onl dStr,
"CORE_FIN');
decodedDat a. add( sessi onl d) ;

encoded,
/1 and add to decoded data
if(body.length() > DataStrSizes. SESSI ONI D. get Si ze()) {

/1 2nd forma: f/<session_id>/<status_code>/ <o_nmessage>
/1 2nd form b:

f/ <session_i d>/ <st at us_code>/ <user _nmessage>

Il check if size is | ess than SESSI ONI D+STATUSCODE
if(body.length() < DataStrSizes. SESSI ONI D. get Si ze() +
Dat aSt r Si zes. STATUSCCDE. get Si ze()) {
t hrow new PDUMal f or nedExcept i on(
"CORE_FIN too short to fit Status Code",
encoded) ;

/1 get status code

String statusCode = body. substring(
Dat aSt r Si zes. SESSI ONI D. get Si ze(),
Dat aSt r Si zes. SESSI ONI D. get Si ze() +
Dat aSt r Si zes. STATUSCCDE. get Si ze() ) ;

i f (Cor eProtocol Facade. get St at usMessage(
statusCode) == null) {

t hrow new PDUMal f or nedExcept i on(
“lnvalid status code from" +
pduType.toString() + ": " + statusCode,
encoded) ;

}
decodedDat a. add( st at usCode) ;
Il check if there is an optional
String nmessage = null;
if(body.length() > DataStrSizes. SESSI ONI D. get Si ze() +
Dat aSt r Si zes. STATUSCCDE. get Si ze()) {
message = body. substring(
Dat aSt r Si zes. SESSI ONI D. get Si ze() +
Dat aSt r Si zes. STATUSCCDE. get Si ze(),
body. | ength());
decodedDat a. add( nessage) ;

message

break;

case CORE_FI NACK: {
Il check if size is | ess than SESSIONID
if(body.length() < DataStrSizes. SESSI ONI D. get Si ze()) {
t hrow new PDUMal f or nedExcept i on(
"CORE_FI NACK too short to fit Session ID',
encoded) ;

Il try to parseSessionld
String sessionldStr = body. substring(0,
Dat aSt r Si zes. SESSI ONI D. get Si ze());

UUI D sessionld = base85ToUUl D(sessi onl dStr, encoded,
" CORE_FI NACK") ;
decodedDat a. add(sessionld); // and add to decoded data

break;



case CORE_RETRANSM SSION: {
Atomi cl nteger pointer = new Atoniclnteger(0);

whi | e(pointer.get() < body.length()) {

char retPrefix = body. char At (

poi nter. get Andl ncrenment());

PDUType retPduType = this. prefixToPduType(retPrefix);

if(retPduType != null) { // if valid
oj ect segrmentld = null;
try {

if(retPduType Snsf t pPDUType. SMSFTP_DATA) {

String b85Segnent|dStr = body. substring(

poi nt er . get AndAdd(
Dat aStr Si zes. SEGVENTI D. get Si ze()),
pointer.get());
b85Segnent | d = base85Tol nt eger (
b85Segnent | dStr, encoded,
pduType.toString());
segnment | d = b85Segnent | d;

I nt eger

else {
String hexSegnent!|dStr = body. substring(
poi nt er . get AndAdd(

Dat aSt r Si zes. HEXSEGVENTI D. get Si ze()),
pointer.get());

I nteger hexSegmentld = get HexSegnent | d(
hexSegnent 1 dStr, 256, encoded,
pduType.toString(), true);

segnment | d = hexSegnent | d;

}

/1 do nothing on exceptions
cat ch( PDUMal f or medException e) {}
cat ch( Stri ngl ndexQut Of BoundsException e) {}
/1 add if no errors encountered
if(segnentld !'= null) {

decodedDat a. add( r et PduType) ;

decodedDat a. add( segnent | d) ;

}
else { // just increment and go }
poi nt er . get AndAdd(
Dat aStr Si zes. HEXSEGVENTI D. get Si ze()) ;
/1 assume all other PDUs will be hex
}
} Rp—
Fil el
br eak; ----
}
defaul t: { pack
/'l code shoul d NEVER reach here
throw new AssertionError("Uncaught PDU Type: " + pduTyip)o
} i npo
}
el se {
throw new PDUMal f or medExcepti on("Uncaught PDU Type: " + pduTypeubl

encoded) ;

return decodedDat a;

}

public final PDU decodeBinary(String encoded)
throws PDUMal f or nedException, |nvali dCRCException {
Li st <Cbj ect > decodedDat a new ArrayList<>();

/1 some sanity checks before parsing
i f (encoded null) {
throw new Nul | Poi nt er Excepti on(
"Binary encoded string cannot be null");

el se if(encoded. equal s("")) {
t hrow new PDUMal f or nedExcept i on(
"Binary encoded string cannot be enpty", encoded);

}
el se if(encoded. | ength() < DataStrSizes. CRC getSize()+1) {

crc. updat eCRC8( cr cBody. get Byt es( " UTF-8"),
crcBody. get Bytes(" UTF-8").length);

byte conmputedCRC = crc. checksun();

String conputedCrcStr = String. format("%2x", conputedCRC);

if(!givenCRCStr. equal sl gnoreCase(conputedCrcStr)) {

throw new | nval i dCRCException("lnvalid CRC!l Cot: +

givenCRCStr + "; Expected: " + conputedCrcStr,
encoded) ;

o,

}

}

cat ch( Unsuppor t edEncodi ngException e) {
/1 this shoul d never happen; crash early
throw new |11 egal Stat eException(e. get Message(), e);

}

String body encoded. substring(1, encoded.|ength()-2);
Il just to make sure that pduType is "initialized"
PDUType pduType null;
{ /1 get PDU type

char firstChar = encoded. char At (0);

pduType = this. prefixToPduType(firstcChar);

i f(pduType null) {

t hrow new PDUMal f or nedExcept i on(

"Invalid Binary PDU Prefix: " + firstChar, encoded);

}
}
try {

decodedDat a. addAl | (

this. defaul t DecodeBody( pduType, encoded));

}
cat ch( PDUMal f or medException e) {

Li st<Cbject> | = this.decodeBody(pduType, encoded);

if(l 1= null)
decodedDat a. addAl | (1) ;
}
else {
throw e;
}
}
return new PDY(pduType, decodedData.toArray());
}
name: src/ main/javal/ conltransm sns/ core/ protocol / Connection. j ava
age com transni sns. core. protocol ;

rt java.util.concurrent.atom c. Atom cl nteger;
rt java.util.concurrent.atom c. At omi cRef erence;

ic class Connection {
public enum Role { I NI TIATOR RESPONDER };

public enum ConnectionState {
CLGSED,
ESTABLI SHED,

LI STENI NG
REQUEST_RECEI VED,

REQUEST_SENT,
REQUEST_SENT_2,
REQUEST_SENT_3,

I
I

ignore for now
ignore for now

CLOSE_WAI T,
FIN_WAI T,
CLOSING 1,
CLOSI NG 2,
TIVE_VAI T

t hrow new PDUMal f or medException("Binary encoded string too short",

encoded) ;

}

try { // determine if checksum matched PDU body

/1 it doesn't matter that nuch if the last 2 chars of the string i
11 a valid hex string; they are just conpared as strings
11 anyways

String gi venCRCSt r encoded. subst ri ng(encoded. | engt h() -
Dat aStr Si zes. CRC. get Si ze());

new CRC8();

encoded. substring(0,

CRC8 crc
String crcBody

encoded. | engt h()-2);
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public final Role role;

public final String local Mn;

public String peerMn;

public int maxPduLifetinme = 60000;

s

private final Atom cReference<ConnectionState> connectionStateRef
new At om cRef er ence<>( Connecti onSt at e. CLOSED) ;

private final Atom clnteger errorCount new Atomi cl nteger (0);

/1 buffer variables for use by core protocol
protected PDUType | ast PduBef or eEst nul | ;



protected String finStatusConboRecei ved; Cor eLookupTabl e. cr eat eResendCor eRepTask(t, u));

protected String encodedRepPdu; assert null == eval Val ue;
protected String encodedHeadPdu; eval Val ue = | ookupTabl e. put (
protected String encodedFi nPdu; new Pdl Entry(
protected String encodedFi nackPdu; Connect i onSt at e. REQUEST_RECEI VED, Cor ePDUType. CORE_HEAD) ,
(t, u) ->
private Connection(String |localMn, String peerMn, Role role) { Cor eLookupTabl e. cr eat eEst ConnAsResponder Task(t, wu));
this.localMn = | ocal Mn; assert null == eval Vval ue;
this.peerMn = peerMn; eval Val ue = | ookupTabl e. put (
this.role = role; new Pdl Entry(
} Connect i onSt at e. REQUEST_SENT,
Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ,
public static Connection createResponder Connection(String localMn) { (t, u) ->
return new Connection(local Mn, null, Role.RESPONDER); Cor eLookupTabl e. cr eat eEst ConnAsl ni ti ator Task(t, u));
assert null == eval Val ue;
public static Connection createlnitiatorConnection(String |ocalMn, eval Val ue = | ookupTabl e. put (
String peerMn) { new Pdl Entry(
return new Connection(local Mn, peerMn, Role.IN TIATOR); Connect i onSt at e. ESTABLI SHED,
} Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ,
(t, u) ->CoreLookupTabl e. cr eat eResendCor eHead|l f Val i dTask(
t,u);
assert null == eval Val ue;
public int getErrorCount() { eval Val ue = | ookupTabl e. put (
return this.errorCount.get(); new Pdl Entry(
} Connect i onSt at e. ESTABLI SHED, Cor ePDUType. CORE_HEAD) ,
(t, u) -> CorelLookupTabl e. creat eDoNot hi ngTask(t, u));
public int incrementErrorCount() { assert null == eval Val ue;
return this.errorCount.increnment AndGet(); eval Val ue = | ookupTabl e. put (
} new Pdl Entry(
Connect i onSt at e. ESTABLI SHED, Cor ePDUType. CORE_FIN),
public ConnectionState getConnectionState() { (t, u) -> CorelLookupTabl e. creat eFi nRecei vedTask(t, u));
return this.connectionStateRef.get(); assert null == eval Val ue;
} eval Val ue = | ookupTabl e. put (
new Pdl Entry(
public void setConnectionState(ConnectionState connectionState) { ConnectionState. FI N WAI T, CorePDUType. CORE_FIN),
if(connectionState == null) { (t, u) -> CorelLookupTabl e. creat eSi mul Fi nRecei vedTask(t, u));
throw new Nul | Poi nt er Excepti on("Connection state cannot be null"); assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (
this. connectionStateRef. set (connectionState); new Pdl Entry(
} ConnectionState. FI N WAI T, CorePDUType. CORE_FI NACK) ,
} (t, u ->
Cor eLookupTabl e. creat eFi nwai t Di sconnect Task(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(
.............................................................. Connect i onSt ate. FI N.\WAI T, Cor ePDUType. CORE_LAST_ACK) ,

Fi | enane: src/ main/javal/ conl transmi snms/ cor e/ protocol / Cor eLookupTabl e. j ava (t, u) -> CorelLookupTabl e. creat eSi mul Last ackRecei vedTask(

-------------------------------------------------------------- t, u));
assert null == eval Val ue;

package comtransm sns. core. protocol ; eval Val ue = | ookupTabl e. put( // from extended Ternminati on FSMdraft

new Pdl Entry(

inport comtransm sns. core. protocol . Connecti on. Connecti onSt at e; ConnectionState. FI N WAIT,

inport comtransm sns. core. protocol . Present er. MessageType; Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ,

inport comtransm sns. core. protocol . Presenter. Pronpt Type; (t, u) ->

inport comtransm sns. core. protocol . Presenter. StatusType; Cor eLookupTabl e. cr eat eResendCor eHead| f Val i dTask(t, u));
assert null == eval Val ue;

inport java.util.Hashtable; eval Val ue = | ookupTabl e. put (

inport java.util.List; new Pdl Entry(

inport java.util.Mp; ConnectionState. CLOSE_WAI T, Cor ePDUType. CORE_FIN),

inport java.util.UU D (t, u) -> CorelLookupTabl e. creat eResendFi nackTask(t, u));

inport java.util.concurrent. Future; assert null == eval Val ue;

inport java.util.function.Bi Function; eval Val ue = | ookupTabl e. put (

new Pdl Entry(
Connecti onSt ate. CLOSE_WAI T, Cor ePDUType. CORE_LAST_ACK) ,
(t, u) -> CorelLookupTabl e. creat eDi sconnect Task(t, u));

public class CoreLookupTable { assert null == eval Val ue;
private static final Map<Pdl Entry, eval Val ue = | ookupTabl e. put (
Bi Funct i on<Cor ePr ot ocol Facade, PDU, Runnabl e>> | ookupTable = new Pdl Entry(
new Hasht abl e<>(); ConnectionSt ate. CLOSI NG_1, Cor ePDUType. CORE_FI N),
(t, u) -> CorelLookupTabl e. creat eResendFi nTask(t, u));
static { // initialize |ookupTable assert null == eval Val ue;
Bi Funct i on<Cor ePr ot ocol Facade, PDU, Runnabl e> eval Val ue = eval Val ue = | ookupTabl e. put (
null; // only used for asserts new Pdl Entry(
eval Val ue = | ookupTabl e. put ( ConnectionSt ate. CLOSI NG_1, Cor ePDUType. CORE_LAST_ACK) ,
new Pdl Entry( (t, u) ->
Connecti onSt at e. LI STENI NG Cor eLookupTabl e. creat eCl osi nglDi sconnect Task(t, u));
Cor ePDUType. CORE_CONNECTI ON_REQUEST) , assert null == eval Val ue;
(t, u) -> CoreLookupTabl e. creat eRequest Recei vedTask(t, u)); eval Val ue = | ookupTabl e. put (
assert null == eval Val ue; new Pdl Entry(
eval Val ue = | ookupTabl e. put ( Connecti onSt ate. CLOSI NG_2, Cor ePDUType. CORE_FI N),
new Pdl Entry( (t, u) ->
Connect i onSt at e. REQUEST_RECEI VED, Cor eLookupTabl e. cr eat eCl osi ng2Di sconnect Task(t, u));
Cor ePDUType. CORE_CONNECTI ON_REQUEST) , assert null == eval Val ue;
(t, u) -> eval Val ue = | ookupTabl e. put (
Cor eLookupTabl e. cr eat eResendCor eRepTask(t, u)); new Pdl Entry(
assert null == eval Val ue; ConnectionSt ate. CLOSI NG 2, Cor ePDUType. CORE_LAST_ACK) ,
eval Val ue = | ookupTabl e. put ( (t, u) -> CorelLookupTabl e. creat eResendFi nTask(t, u));
new Pdl Entry( assert null == eval Val ue;
Connect i onSt at e. REQUEST_RECEI VED, eval Val ue = | ookupTabl e. put (
Cor ePDUType. CORE_FIN), // from extended Handshake FSM draft new Pdl Entry(
(t, u) -> ConnectionState. TIME_WAI'T, CorePDUType. CORE_FIN),
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(t, u) -> CoreLookupTabl e. creat eResendLast ackTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(

ConnectionState. TI ME_WAI T, Cor ePDUType. CORE_FI NACK) ,

(t, u) -> CoreLookupTabl e. creat eResendLast ackTask(t, u));
assert null == eval Val ue;

/111l cases for retransmission
ConnectionState[] retransStates = { Connecti onState. ESTABLI SHED,
ConnectionState. CLOSE_WAIT,
ConnectionState. FIN_WAI T,
Connecti onSt ate. CLOSI NG_1,
Connect i onSt at e. CLOSI NG_2,
ConnectionState. TIME_WAIT };
for(ConnectionState cs : retransStates) {
eval Val ue = | ookupTabl e. put (new Pdl Entry(cs,
Cor ePDUType. CORE_RETRANSM SSI ON) ,
(t, u) -> CoreLookupTabl e. creat eRetransni ssi onTask(t,
assert null == eval Val ue;

}

/111 error cases for |ookupTable

Pdl Entry[] errorEntries = {
new Pdl Entry(
Connect i onSt at e. LI STENI NG,
Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ,
new Pdl Entry(
Connect i onSt at e. LI STENI NG,
new Pdl Entry(
Connect i onSt at e. LI STENI NG,
new Pdl Entry(
Connect i onSt at e. LI STENI NG,
new Pdl Entry(
Connect i onSt at e. LI STENI NG,
new Pdl Entry(
Connect i onSt at e. REQUEST_RECEI VED,
Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ,
/*

Cor ePDUType. CORE_HEAD) ,
Cor ePDUType. CORE_FI N) ,
Cor ePDUType. CORE_FI NACK) ,

Cor ePDUType. CORE_LAST_ACK) ,

//comrented out due to changes from extended Handshake FSM

new Pdl Entry(

Connect i onSt at e. REQUEST_RECEI VED, Cor ePDUType. CORE_FI N),
*/

new Pdl Entry(

Connect i onSt at e. REQUEST_RECEI VED, Cor ePDUType. CORE_FI NACK) ,

new Pdl Entry(

Connect i onSt at e. REQUEST_RECEI VED, Cor ePDUType. CORE_LAST_ACK) ,

new Pdl Entry(

Connect i onSt at e. REQUEST_SENT, Cor ePDUType. CORE_FI N),

new Pdl Entry(

Connect i onSt at e. REQUEST_SENT, Cor ePDUType. CORE_FI NACK) ,
new Pdl Entry(

Connect i onSt at e. REQUEST_SENT, Cor ePDUType. CORE_LAST_ACK) ,
new Pdl Entry(

Connect i onSt at e. ESTABLI SHED, Cor ePDUType. CORE_FI NACK) ,
new Pdl Entry(

Connect i onSt at e. ESTABLI SHED, Cor ePDUType. CORE_LAST_ACK) ,
new Pdl Entry(

ConnectionState. FI N WAI' T, CorePDUType. CORE_CONNECTI ON_REQUEST) ,

| *

/1 comrented out due to changes from extended Termi nation FSM

new Pdl Entry(

ConnectionState. FIN_WAI T,

Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ,

*/

new Pdl Entry(

ConnectionState. FI N WAI T, CorePDUType. CORE_HEAD) ,
new Pdl Entry(

ConnectionState. CLOSE_WAIT,

Cor ePDUType. CORE_CONNECTI ON_REQUEST) ,

new Pdl Entry(

ConnectionState. CLOSE_WAIT,

Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ,

new Pdl Entry(

Connecti onSt ate. CLOSE_WAI T, Cor ePDUType. CORE_HEAD) ,
new Pdl Entry(

Connecti onSt ate. CLOSE_WAI T, Cor ePDUType. CORE_FI NACK) ,
new Pdl Entry(

ConnectionSt ate. CLOSI NG_1,

Cor ePDUType. CORE_CONNECTI ON_REQUEST) ,

new Pdl Entry(

ConnectionSt ate. CLOSI NG_1,

Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ,

new Pdl Entry(

ConnectionState. CLOSI NG_1, Cor ePDUType. CORE_HEAD) ,
new Pdl Entry(

ConnectionState. CLOSI NG_1, Cor ePDUType. CORE_FI NACK) ,
new Pdl Entry(

Connecti onSt at e. CLOSI NG_2,

Cor ePDUType. CORE_CONNECTI ON_REQUEST) ,

new Pdl Entry(
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Connect i onSt at e. CLOSI NG_2,

Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ,

new Pdl Entry(

ConnectionState. CLOSI NG 2, Cor ePDUType. CORE_HEAD) ,
new Pdl Entry(

Connecti onSt ate. CLOSI NG 2, Cor ePDUType. CORE_FI NACK) ,

1
for(Pdl Entry e : errorEntries) {

eval Val ue = | ookupTabl e. put (e,
(t, u) -> CorelLookupTabl e. creat ePDUM smat chTask(t, u));
assert null == eval Val ue;
}
}
/111 "action" functions

public static Runnabl e createDoNot hi ngTask(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
return () -> {};

u));
}

public static Runnabl e createHumanRej ect Task(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
return () -> {
/1 sinply "close" the connection
Cor ePr ot ocol Facade. set St at eAndNot i f y(t Qbj ect,
Connect i onSt at e. CLOSED) ;
b
}

public static Runnabl e createPeer Ti neout Task(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
return () -> {
/1l pause all operations (snms consunption only)
t Gbj ect . wai ti ngFor Pronpt. set (true);
Il notify observers
Obj ect[] tineoutPronpt = {MessageType. PROWPT, Pronpt Type. TI MEQUT};
Cor ePr ot ocol Facade. set ChangedAndNot i f yCbser ver s(t Cbj ect,
tineout Pronpt);
b
}

/1 NOTE: being used by resend*Tasks
public static Runnabl e createPDUM snat chTask(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
return () -> {
Connection connection =
t Obj ect. cor eSessi on. connecti on;
connection. i ncrenent Error Count () ;
if(connection.getErrorCount() > 10) {
Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. WARN,
"Connection got too nany errors");

}s
}

public static Runnabl e createRequest Recei vedTask(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
return () -> {
Cor ePr ot ocol Facade. | ogAndNot i fy(t Qbj ect,
"Recei ved CONNECTI ON_REQUEST") ;
payl oadArr = t Cbj ect. processReqAndGenRepPay! oad(
uCbj ect. getData());

MessageType. DEBUG

String[]

String repPayl oad;
if(payl oadArr.length == 1)
repPayl oad = gener at eSt at usPayl oad( payl oadArr[0]);

}
el se if(payloadArr.length == 2)
repPayl oad = payl oadArr[0] + "/" + payloadArr[1];
}
else { // invalid
return; // do nothing

/'l use the received Session |ID from sender
if(ulpject == null || uCbject.getData() == null ||
uCbj ect.getData().length < 2 |]
!'(uoj ect.getData()[1] instanceof UUD)) { //
return; // do nothing

invalid

}
t Obj ect. coreSession. sessionld = (UUI D) (uChj ect.getData()[1]);
/1 respond with REP
PDUEncoder encoder = new PDUEncoder (fal se);
encoder . appendVer si on( Cor ePr ot ocol Facade. VERSI ON)
. appendSessi onl d(t Obj ect. cor eSessi on
. sessi onl d) .. appendPay| oad(
"rep/" + tChject. get Subprotocol Narme()
. appendAddi ti onal Message(
Cor ePr ot ocol Facade. DEFAULT_ADDI TI ONAL_ MESSAGE)
.finalizePDU);

+ "/" + repPayl oad)



t Obj ect . sendMessageRepeat edl y(encoder . get Encoded() ) ;
t Cbj ect . cor eSessi on. connect i on. encodedRepPdu =
encoder . get Encoded() ;
Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect,
Connect i onSt at e. REQUEST_RECEI VED) ;
h
}

public static Runnable createResendCor eRepTask(
Cor ePr ot ocol Facade t Cbj ect, PDU uCbject) {
return () -> {
Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG,
"Resendi ng CONNECTI ON_RESPONSE") ;
/'l just resend stored REP
i f(tObject.coreSession. connection. encodedRepPdu != null) {
t Cbj ect . snmsSer vi ce. sendMessage(
t Cbj ect . cor eSessi on. connect i on. encodedRepPdu) ;

/1 just maintain state
h
}

public static Runnabl e createEst ConnAslniti ator Task(
Cor ePr ot ocol Facade t Cbj ect, PDU uCbject) {
return () -> {

oj ect[] data = ulbject.getData();

/1 if peer accepted the connection

if(data !'= null &% data.length >= 4 &&
data[ 3] instanceof String &&
Cor ePr ot ocol Facade. USER_ACCEPT_STATUS_CODE. equal s(

(String)data[3])) {

Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG,
"Responder has accepted the connection request”);

}
else if(data != null &% data.length >= 4 &&

data[ 3] instanceof String) { // non-accept status code

String bufferPlus = (String)data[3] + " " +

((data.length >= 5 && data[4] instanceof String) ?

(String)data[4] : "");

Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG,
"Peer has rejected the connection request with " +

"status: " + bufferPlus);

else { // sonething el se
return; // exit asap

}

/1 respond with HEAD

PDUEncoder encoder = new PDUEncoder (fal se);

encoder . appendVer si on( Cor ePr ot ocol Facade. VERS| ON)
. appendSessi onl d(t Obj ect . cor eSessi on
. sessionl d). appendPayl oad(
"head/" + tCbject.getSubprotocol Nane() + "/" +
t Cbj ect . gener at eHeadPay! oad())
. appendAddi ti onal Message(
Cor ePr ot ocol Facade. DEFAULT_ADDI TI ONAL_ MESSAGCE)
.finalizePDU();

t Cbj ect . sendMessageRepeat edl y(encoder . get Encoded() ) ;

t Cbj ect . cor eSessi on. connecti on. encodedHeadPdu =
encoder . get Encoded() ;

t Cbj ect . cor eSessi on. connecti on. | ast PduBef or eEst =
Cor ePDUType. CORE_CONNECTI ON_RESPONSE;

Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect,
Connect i onSt at e. ESTABLI SHED) ;

/1 finally, execute the onEstablished() hook

t Cbj ect . onEst abl i shed();

/1 start the retransm ssion thread

t Cbj ect. start RetransLoop();

h
}

public static Runnabl e createEst ConnAsResponder Task(
Cor ePr ot ocol Facade t Cbj ect, PDU uCbject) {
return () -> {
oj ect[] data = uCbject.getData();
/1 if we accepted the connection

if(data !'= null && data.length >= 4 && data[3] instanceof String) {

t Cbj ect . processHeadPay! oad( dat a) ;

Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG,

"Initiator has conpleted the handshake");
/'l stop repeated sending of REP ASAP
t Cbj ect . sendMessageRepeat edl y(nul ') ;

else { // sonething el se
return; // exit asap

}

Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect,
Connect i onSt at e. ESTABLI SHED) ;

/1 finally, execute the onEstablished() hook

t Cbj ect . onEst abl i shed();

/1 start the retransm ssion thread

t Cbj ect. start RetransLoop();
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}:
}

public static Runnabl e createResendCoreHeadl f Val i dTask(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
return () -> {
/1 check if ESTABLISHED state is acquired via a
11 REP PDU from a REQUEST_SENT state
i f(tQbject.coreSession.connection.|astPduBeforeEst ==
Cor ePDUType. CORE_CONNECTI ON_RESPONSE &&

t Obj ect. cor eSessi on. connect i on. encodedHeadPdu != null) {
Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG

"Resendi ng HEAD") ;
t Obj ect. snsSer vi ce. sendMessage(
t Obj ect. cor eSessi on. connect i on. encodedHeadPdu) ;

else { // increment error count and notify listeners for
/1 subsequent actions, if needed
Cor eLookupTabl e. cr eat ePDUM snmat chTask(
t Cbj ect, uCbject).run();

/1 just maintain state
I
}

public static Runnabl e createRetransmi ssionTask(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
return () -> {
Obj ect[] data = uCbject.getData();
if(data == null || data.length < 2) {
return;

}
/1 loop through the PDUType, Integer pairs
for(int i =0; i < data.length/2; i++) {
if(!(data[0] instanceof PDUType
&& data[ 1] instanceof Integer)) {
return; // exit asap on errors

Il extract data
PDUType t = (PDUType)data[ 0] ;
int n = (Integer)datal1];

Il determine if nis for a nultipart
List<String> | = tObject.getRetransList(t);
if(l ==null) { // PDUType not yet registered

Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG

"Requested PDU not yet available: " +
t +" part " + n);
continue; // try next pair

}
if(n==0 &&|.size() == 1) { // single-part PDUs
/1 log received 'n' first

Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG

"Resending " +t + "'s only part ");
Il then leave it as it is

/'l check for errors first
else if((n!=0 &% n > |.size()+1) ||

return; // exit asap on errors

}
else { // multi-part PDUs
Il log received 'n' first

Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG

"Resending " +t + " part " + n);
n--; // then decrenent for real val ue

Il notify observers about the resent PDU
Cor ePr ot ocol Facade. set ChangedAndNot i f yCbser ver s(t Cbj ect,
MessageType. STATUS, StatusType. NOTI CE,

t Obj ect. cor eSessi on. connect i on. get Connecti onState(),

t, n);
/1 then retransmt the PDU
t Obj ect. snsServi ce. sendMessage(| . get(n));

}s
}

public static Runnabl e createFi nRecei vedTask(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
return () -> {

Obj ect[] data = uCbject.getData();

String statusCode = (String)data[1l];

String statusMessage = (data.length == 3 && data[2]
instanceof String) ? (String)data[2] : "";

Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG
"Peer has requested disconnection. Reason: " +
statusCode + " " + statusMessage);

/1 exceeded |.size()
(n==0 && I.size() > 1)) { /1 0" on multipart PDUs
Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG
"Invalid requested PDU: " +t + " part " + n);



/1 respond with FI NACK Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG

PDUEncoder encoder = new PDUEncoder (true); "Resending FIN');
encoder . appendPr ef i x( Cor ePDUType. CORE_FI NACK, t Obj ect. snsSer vi ce. sendMessage(
Bi nar yPDUDecoder . get | nst ance()) t Obj ect. cor eSessi on. connect i on. encodedFi nPdu) ;
. appendSessi onl d(t Obj ect . cor eSessi on. sessi onl d)
.finalizePDU(); /1l just maintain state
t Obj ect . sendMessageRepeat edl y(encoder . get Encoded() ) ; }s
/1 store the nmessage sonewhere }
t Cbj ect . cor eSessi on. connect i on. encodedFi nackPdu =
encoder . get Encoded() ; public static Runnabl e createResendLast ackTask(
/1 notify observers of the received statusCode and message Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
Cor ePr ot ocol Facade. set ChangedAndNot i f yCbser ver s(t Obj ect, return () -> {
MessageType. STATUS, StatusType. NOTI CE, Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG
ConnectionState. CLOSE_WAI T, statusCode, statusMessage); "Resendi ng LAST_ACK");
/1 then set to CLOSE_ WAIT state afterwards /1 respond with LAST_ACK
Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect, String |astackStr = generat eEncodedLast ack(t Cbject);
ConnectionState. CLOSE_WAIT); t Obj ect. snsServi ce. sendMessage( | astackStr);
1 /1 just maintain state
} Iy
}
public static Runnable createSi mul Fi nRecei vedTask(
Cor ePr ot ocol Facade t Cbj ect, PDU uCbject) { public static Runnabl e created osinglDi sconnect Task(
return () -> { Cor eProt ocol Facade t Cbj ect, PDU uGbject) {
/1 respond with LAST_ACK return () -> {
String lastackStr = generat eEncodedLast ack(t Cbj ect); Il set to TIME_WAIT afterwards
t Cbj ect . snsSer vi ce. sendMessage(| ast ackStr); Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect,
/1 set to CLOSING 1 afterwards ConnectionState. TI ME_WAIT);
Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect, }s
ConnectionState. CLOSING 1) ; }
h
} public static Runnabl e created osing2Di sconnect Task(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
public static Runnable createFi nwai t Di sconnect Task( return () -> {
Cor ePr ot ocol Facade t Cbj ect, PDU uCbject) { /1 respond with LAST_ACK
return () -> { String |astackStr = generat eEncodedLast ack(t Cbject);
Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG, t Obj ect. snsServi ce. sendMessage( | astackStr);
"Peer acknow edged di sconnection request"); Il set to TIME_WAIT afterwards
/1 respond with LAST_ACK Cor ePr ot ocol Facade. set St at eAndNot i f y(t Qbj ect,
String lastackStr = generat eEncodedLast ack(t Cbj ect); ConnectionState. TI ME_WAIT);
t Cbj ect . snsSer vi ce. sendMessage(| ast ackStr); }s
/1 set to TIME_WAIT afterwards }
Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect,
ConnectionState. TIME_VWAIT); public static Runnabl e createDi sconnect Task(
Cor ePr ot ocol Facade t Cbj ect, PDU uQbject) {
/1 transition froma proper TIMEWAIT to CLOSED transition on a return () -> {
/'l background thread Il just disconnect (set state to CLOSED)
Fut ure<?> del ayedFuture = t Cbject. pool.submt(() -> { Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect,
try { // wait until the maxPduLifetinme*3/2 Connect i onSt at e. CLOSED) ;
/1 trip tinmeoutLoopFuture Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
t Cbj ect . ti meout LoopFut ur e. cancel (true); "Di sconnected");
/1 then sleep for a while before triggering di sconnection /1 kill all unneeded threads
Thr ead. sl eep( t Obj ect . shut downNow( ) ;
t Cbj ect . cor eSessi on. connecti on. maxPduLi f eti ne) ; }s
} }
catch(lnterruptedException e) {
/1 do nothing; just proceed with shutdown procedure public static Runnabl e createTi meout Di sconnect Task(
Cor eProt ocol Facade t Cbj ect, PDU uGbject) {
Cor eLookupTabl e. creat eDi sconnect Task( return () -> {
tChj ect, uCbject).run(); Il send a LAST_ACK nmessage with tinmeout as reason
1) String statusConmbo =
1 Cor ePr ot ocol Facade. REQUEST_TI MEQUT_STATUS_CCDE + "/" +
} Cor ePr ot ocol Facade. get St at usMessage(
Cor ePr ot ocol Facade. REQUEST_TI MEQUT_STATUS_CCDE) ;
public static Runnable createSi mul Last ackRecei vedTask( t Obj ect. snsSer vi ce. sendMessage( gener at eEncodedLast ack(t Cbj ect,
Cor ePr ot ocol Facade t Cbj ect, PDU uCbject) { st at usConbo) ) ;
return () -> { /1 finaly, disconnect (set state to CLOSED)
/1 set to CLOSING 2 afterwards Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect,
Cor ePr ot ocol Facade. set St at eAndNot i fy(t Qbj ect, Connect i onSt at e. CLOSED) ;
Connecti onSt at e. CLOSI NG _2) ; Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
1 "Di sconnected");
} /1 and kill all unneeded threads
t Obj ect . shut downNow( ) ;
public static Runnabl e createResendFi nackTask( }s
Cor ePr ot ocol Facade t Cbj ect, PDU uCbject) { }
return () -> {
/1 just resend stored FlI NACK
i f(tQbject.coreSession. connection. encodedFi nackPdu != null) {
Cor ePr ot ocol Facade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG, /111 utility functions
"Resendi ng FI NACK"); private static String generateEncodedLast ack(CoreProtocol Facade t Chject) {
t Cbj ect . snsSer vi ce. sendMessage( return generateEncodedLast ack(t bj ect,
t Cbj ect . cor eSessi on. connect i on. encodedFi nackPdu) ; t Cbj ect. cor eSessi on. connecti on. fi nSt at usComboRecei ved) ;
}
/1 just maintain state
1 private static String generateEncodedLastack(CoreProtocol Facade t Obj ect,
} String statusConmbo) {
PDUEncoder encoder = new PDUEncoder (fal se);
public static Runnable createResendFi nTask( encoder . appendVer si on( Cor ePr ot ocol Facade. VERSI ON)
Cor ePr ot ocol Facade t Cbj ect, PDU uCbject) { . appendSessi onl d(t Obj ect . cor eSessi on. sessi onl d)
return () -> { . appendPayl oad("l ast/" + t Chject. get Subprotocol Nane() + "/" +
/1l just resend stored FIN st at usConbo)
i f(tObj ect.coreSession. connection. encodedFi nPdu !'= null) { . appendAddi ti onal Message(
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Cor eProt ocol Facade. DEFAULT_ADDI TI ONAL_MESSAGE) =~ == === s mm s oo

.finalizePDU();
return encoder. get Encoded(); package comtransm sns. core. protocol ;
}
inport comtransm sns. core. protocol . Connecti on. Connecti onStat e;
private static String generateStatusPayl oad(String statusCode) { inport comtransmi sns. core. protocol . Presenter. MessageType;
return statusCode + "/" + inport comtransni sns. core. protocol . Presenter. Pronpt Type;
Cor ePr ot ocol Facade. get St at usMessage( st at usCode) ; inport comtransm sns. core. util.comons. Fl FCEntry;
}
inport java.util.Arrays;
inport java.util.Hashtable;
/'l conveni ence get() function inport java.util.List;
public static Bi Functi on<CoreProtocol Facade, PDU, Runnable> inport java.util.Mp;
get (Pdl Entry e) { inport java.util.Cbservable;
return CorelLookupTabl e. | ookupTabl e. get (e); inport java.util.Set;
} inport java.util.UU D
} inport java.util.concurrent.Callable;

inport java.util.concurrent. Concurrent SkipLi st Map;

inport java.util.concurrent. CountDownlLat ch;

inport java.util.concurrent. Future;

inport java.util.concurrent. Phaser;
-------------------------------------------------------------- inport java.util.concurrent.PriorityBl ocki ngQueue;
Fi | enane: src/ main/javal/ con transmi snms/ cor e/ protocol / CorePDUType. j ava inport java.util.concurrent.TineUnit;
-------------------------------------------------------------- inport java.util.concurrent.atomn c. Atoni cBool ean;

inport java.util.concurrent.atomn c. Atoni cReference;
package comtransm sns. core. protocol ; inport java.util.function.Bi Function;

inport comtransm sns. core. protocol . PDUType. PDUSubType;
inport comtransm sms. core. protocol . PDUType. PduSegnent | dFor nat ; inport java.util.concurrent. Executors;
inport java.util.concurrent. ExecutorService;

inport java.util.concurrent.ExecutionException;

publ i c enum Cor ePDUType i npl enents PDUType<Cor ePDUType> { inport java.util.concurrent. Ti neout Exception;
HUMAN_REJECT ( PDUSUbType. HUMAN) ,
CORE_CONNECTI ON_REQUEST ( PDUSUbType. TEXT_BASED, 1),
CORE_CONNECTI ON_RESPONSE ~ ( PDUSubType. TEXT_BASED, 1),
CORE_HEAD ( PDUSUbType. TEXT_BASED, 1),
CORE_FIN ( PDUSubType. BI NARY, 0), public abstract class CoreProtocol Facade extends Cbservable {
CORE_FI NACK ( PDUSubType. BI NARY, 0), private final String SUBPROTOCOL_NAME = nul | ;
CORE_LAST_ACK (PDUSubType. TEXT_BASED, 1),
CORE_RETRANSM SSI ON (PDUSubType. Bl NARY) ; public enum Dat aSi zes {
CRC (1,
SESSI ONI D (16),
HEXSEGVENTI D (1),
public final PDUSubType pduSubType; SEGVENTI D (3),
SEGVENTCOUNT (3),
public final PduSegment!|dFormat segl dFormat; SHA1_SUM (20),
AES128_KEY (16),
public final int sessionldPosition; RSA2048_PUBKEY (294),
RSA2048ENC_AES128_KEY (256),
RSA2048_SHA512_SI G (256),
FI LESI ZE (3);
/1 default access control since enuns are restricted
Cor ePDUType( PDUSUbType pduSubType) { private final int size;
thi s(pduSubType, -1);
} private DataSi zes(int size) {
this.size = size;
Cor ePDUType( PDUSUbType pduSubType, int sessionldPosition) { }
this. pduSubType = pduSubType;
this. segl dFormat = PduSegnent | dFor mat . NONE; public int getSize() { return this.size; }
t hi s. sessi onl dPosi tion = sessionl dPosition; }
}
public enum DataStrSi zes {
PREFI X (1),
CRC (2),
@verride SESSI ONI D (20),
publ i c CorePDUType val ueCf () { STATUSCODE (4),
return val ueOf (this. name()); CEC (3),
} HEXSEGVENTI D (2),
SEGVENTCOUNT (4,
@verride SHAL_SUM (25),
publ i c PDUSubType get PduSubType() { RSA2048_PUBKEY (368),
return this. pduSubType; RSA2048_PUBKEY_PART1 (141),
} RSA2048ENC_AES128_KEY (320),
RSA2048ENC_AES128_KEY_PART3 (12),
@verride RSA2048_SHA512_SI G (320),
publ i ¢ PduSegnent | dFor mat get PduSegment | dFor mat () { SEGVENTI D (4);
return this.segldFornmat;
} private final int size;
@verride private DataStrSizes(int size) {
public int getSessionldPosition() { this.size = size;
return this.sessionldPosition; }
}
} public int getSize() { return this.size; }
}
protected static final Map<String, String> statusCodes =
new Hashtabl e<String, String>();
-------------------------------------------------------------- static {
Fi | enane: src/ main/javal conitransmi snms/ cor e/ protocol / Cor eProt ocol Facade. j ava /1 initialize statusCodes
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st at usCodes.
st at usCodes.

put (*0001"
put (" 0002",

"OK; Conpleted without error");
"Accepted");

st at usCodes.
st at usCodes.

put (*1001"
put (*1002"

"User timeout");
"Cancel | ed by user");

st at usCodes. put ("1003", "Rejected by user");

stat usCodes. put ("1101", "Bl acklisted");

st at usCodes. put ("1102", "Peer unknown");

st at usCodes. put ("2001", "PDU not acceptable");

st at usCodes. put ("2002", "Request tineout");

st at usCodes. put ("3001", "Protocol not supported");
st at usCodes. put ("3002", "Version not supported");
st at usCodes. put ("3003", "Filesystemerror");

st at usCodes. put ("3004", "Device error");

st at usCodes. put ("4001", "Renpte host identification msmatch");
stat usCodes. put ("4101", "Key mal forned");

st at usCodes. put ("4201", "File decryption failed");

st at usCodes. put ("4202", "File authentication failed");

st at usCodes. put ("4203", "File signature m snmatch");

st at usCodes. put ("4901", "Too many PDU errors");
}
public static final String COVMPLETED_STATUS_CCDE = "0001";
public static final String USER ACCEPT_STATUS_CCDE = "0002";
public static final String REQUEST_TI MEQUT_STATUS_CODE = "2002";
public static final String DEFAULT_ADDI TI ONAL_MESSAGE =

"To stop receiving nessages, reply with NO';

public static final Version VERSION = new Version(0, 7, 0);
public static final Version MN_VERSION = new Version(0, 7, 0);
public static final Version MAX_VERSION = new Version(0, 7, 0);

/1 non-constant nenbers start here

public final
private final
private final

Sessi on coreSession;
Bi nar yPDUDecoder bi nar yDecoder ;
Text BasedPDUDecoder t ext BasedDecoder ;
public final SmsService snsService;
protected final Map<PDUType, Segnent Manager> segmanMap =
new Concur rent Ski pLi st Map<>();
protected final Map<PDUType, List<String>> retranshap =
new Concur rent Ski pLi st Map<>();

protected final ExecutorService pool;
protected final ExecutorService pduThreadPool
Execut or s. newSi ngl eThr eadExecut or () ;

private Future<?> smsConsuner Future;
private Future<?> pduConsumer Future;
protected Future<?> timeoutLoopFuture;
private Future<?> retransLoopFuture;
private Future<?> classMainFuture;
private final Phaser tineoutPhaser = new Phaser(1);
private final Atom cReference<CountDownLatch> pronptlLatch =
new At omi cRef er ence<>( new Count DownLat ch(1));
protected final Atomi cBool ean waitingForPronpt = new At oni cBool ean(fal se);

private final Phaser dunbRetransPhaser new Phaser(1);
private final Atom cReference<String> dunbRetransMsg =
new At omi cRef erence<>(null);

protected CoreProtocol Facade( Sessi on coreSessi on,
Bi nar yPDUDecoder bi nar yDecoder ,
Text BasedPDUDecoder text BasedDecoder, SmsService snsService) {
thi s(coreSession, binaryDecoder, textBasedDecoder, snsService,
Execut or s. newCachedThr eadPool (), -1);
}

protected CoreProtocol Facade( Sessi on coreSessi on,
Bi nar yPDUDecoder bi nar yDecoder ,
Text BasedPDUDecoder t ext BasedDecoder,
int maxPduLifetinme) {
thi s(coreSession, binaryDecoder, textBasedDecoder,
Execut or s. newCachedThr eadPool (),

SneServi ce snsService,

snmeServi ce,
maxPduLi f etime);

}

*
protected CoreProtocol Facade( Sessi on coreSessi on,
Bi nar yPDUDecoder bi nar yDecoder ,

Text BasedPDUDecoder t ext BasedDecoder, SnsService snsService,
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Execut or Servi ce pool) {

thi s(coreSession, binaryDecoder, textBasedDecoder, snsService,

pool, -1);
}
*/
/1 NOTE: only subcl asses should be able to use the base class's
11 constructor(s)
I **
*
* @aram nmaxPduLifetine tine in seconds to indicate the Maxi mum PDU
* Lifetime
*/
protected CoreProtocol Facade(Sessi on coreSessi on,
Bi nar yPDUDecoder bi nar yDecoder,
Text BasedPDUDecoder text BasedDecoder,
SnsServi ce smsServi ce, ExecutorService pool,
int maxPduLifetine) {
this.coreSessi on = coreSession;
this. bi naryDecoder = bi naryDecoder;
thi s. text BasedDecoder = textBasedDecoder;
this.snsService = snsService;
this.pool = pool;
if(maxPduLifetime >= 0) {
this.coreSession. connection. maxPdulLifetime = maxPduLifetime *
}
}

/111 menber methods
public abstract String getSubprotocol Name();

protected abstract String generateHeadPayl oad();

I *x
*
* @eturn the default status message String for the statusCode
*/
public static String getStatusMessage(String statusCode) {
return CoreProtocol Facade. st at usCodes. get ( st at usCode) ;

}
protected abstract void processHeadPayl oad(Qbj ect[] headData);

protected abstract String[] processReqAndGenRepPayl oad(
Obj ect[] requestData);

protected abstract void onEstablished();

public PDU decode(String encoded)
throws PDUMal f or medException, |nvali dCRCException {
/1 sonme sanity checks before parsing
i f(encoded null) {
throw new Nul | Poi nt er Excepti on("Encoded string cannot be null");

el se if(encoded. equal s(""))
t hrow new PDUMal f or nedExcepti on("Encoded string cannot be enpty",
encoded) ;

}

Il determine if text-based, human, or binary

if(encoded. startsWth("?transmsnsv")) { // if text based protocol
return this.textBasedDecoder. decodeText Based(encoded);

}

el se if(encoded.trin().toUpperCase().equal s("NO')) { // human
return new PDY( Cor ePDUType. HUMAN_REJECT, null);

}el se { // if binary protocol
return this. bi naryDecoder. decodeBi nary(encoded) ;
}
}
protected Runnabl e processPdu( PDU pduCbj ect) {
return null;
}

Il this is where the real actionis
private final Runnable processCorePdu(PDU pdubject) {
{ /1 process PDU from subprotocols first
Runnabl e result = this. processPdu( pdubject);
if(result !'=null) {
return result; //

return if subprotocol can parse

} I/ otherwise, let the core handle the PDU
swi tch(this. coreSession. connection. get ConnectionState()) {
case CLOSED: // do nothing; we're supposedly closed
case REQUEST_SENT_2:
case REQUEST_SENT_3:
return null;
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defaul t: { "PduConsuner interrupted while waiting");

Bi Funct i on<Cor ePr ot ocol Facade, PDU, Runnabl e> pdl Function = break; // just break on interrupt
Cor eLookupTabl e. get (new Pdl Entry(
this. coreSession. connecti on. get ConnectionState(), if(wapper !'=null) { // should not be the other way since you
pduChbj ect . get PduType())); /1 can't offer a null object
if(pdl Function == null) { // not in |ookup table /1 notify timeout loop first
return null; // do nothing int phaseNunber = this.tineoutPhaser.arrive();
el se { /'l process the received pdu
return pdl Function. apply(this, pdu(nject); PDU entryPdu = wrapper.getEntry();
}
}
} I/l filter out PDUs that are not for this session
} Runnabl e runThis = nul|;
/1 get session Id for the PDU
/** int sessionldPos =
* ent ryPdu. get PduType() . get Sessi onl dPosi tion();
* @hrows Nul | PointerException if there are no observers for this object UUI D sessionld = null;
*/ if(this.coreSession.sessionld != null &
private void initializeConnection() throws Null PointerException { sessionldPos !'= -1)
if(this.countCbservers() <= 0) { Obj ect o = entryPdu. get Data() [ sessi onl dPos] ;
throw new Nul | Poi nt er Exception("No observers set for this Facade"); if(o!=null & o instanceof UU D) {
} sessionld = (UUID)o;
| ogAndNot i fy(this, MessageType. TRACE, "Initializing connection"); }
/1 initialize required objects /1 set as null if invalid, else process
final CoreProtocol Facade self = this; if(sessionld !'= null &&
PriorityBl ocki ngQueue<F| FCEnt r y<PDU>> pbq = this.coreSession.sessionld !'= null &
new PriorityBl ocki ngQueue<>(); I'this. coreSession. sessionld. equal s((sessionld))) {
i f(entryPdu. get PduType() !=
/1 sms consuner thread
this.smsConsuner Future = this. pool.submt(() -> { com transm sns. snsft p. protocol . Snsf t pPDUType. SMSFTP_DATA) {
/1 loop until interrupt or SnsService error | ogAndNot i fy(this, MessageType. TRACE,
whi | e(! Thread. current Thread().islnterrupted()) { "Received old PDU " + phaseNumber +
try { ": " + entryPdu. get PduType());
/1 await while operation is paused }
if(this.waitingForPronpt.get()) { runThis = nul|;
this. pronptLatch.get().await(); }
} else {
i f(entryPdu. get PduType() !=
/1 get String nessages from SmsService
SnsEntry entry = sel f.snsService. pol | Message( com transm sns. snsft p. protocol . Snsf t pPDUType. SMSFTP_DATA) {
100, Ti meUnit. M LLI SECONDS) ; | ogAndNot i fy(this, MessageType. TRACE,
if(entry == null) { // if tinmed out "Received PDU " + phaseNunber +
/1 continue ": " + entryPdu. get PduType());
conti nue; }
} runThis = this. processCorePdu(entryPdu);
I+ }
/1 NOTE: You can unconmment this if needed
| ogAndNot i fy(this, MessageType. TRACE, /1 run and wait
"got message: " + entry.getBody()); if(runThis !'= null) {
*/ Fut ur e<?> runThi sFuture = sel f. pduThr eadPool . submi t (
runThis);
PDU nessagePdu = nul | ; try {
{ // parse then put; on errors, log erors runThi sFuture. get();
/1l entry is guaranteed to be non-null }
String encoded = entry. get Body(); cat ch( Executi onException e) {
try { | ogAndNot i fy(this, MessageType. TRACE,
nmessagePdu = this. decode(encoded); "Caught: " + e);
pbg. put (new FI FCEnt r y<>( messagePdu)) ; e.printStackTrace();
}
catch(lnval i dCRCException e) { catch(lnterruptedException e) {
I ogAndNot i fy(this, MessageType. DEBUG | ogAndNot i fy(this, MessageType. TRACE,
"lInvalid CRC: " + e.toString()); "PduConsuner interrupted");
} break; // just break on interrupt
cat ch( PDUMal f or medException e) { }
| ogAndNot i fy(this, MessageType. DEBUG }
“Mal formed PDU: " + e.toString()); }
} }
} 1)
cat ch( SmsServi ceException e) { /1 timeout |oop thread
this.tineoutLoopFuture = this.pool.submit(() -> {
cat ch( I nterruptedException e) { /1 loop until interrupt or SnsService error
| ogAndNot i fy(this, MessageType. TRACE, whi | e(! Thread. current Thread().islnterrupted()) {
"SmsConsuner interrupted"); ConnectionState cs = null;
break; // just break on interrupt try {
} /1 wait for maxPduLifetine*2 seconds or until triggered
} int prevPhase = this.tineoutPhaser.getPhase();
138 this.tineoutPhaser. awai t Advancel nterrupti bl y(prevPhase,
thi s. coreSessi on. connecti on. maxPduLi f eti me*2,
/1 pdu consuner thread Ti meUni t. M LLI SECONDS) ;
this. pduConsuner Future = this. pool.submt(() -> {
/1 loop until interrupt or SnsService error /1 if no PDUs received after waiting
whi | e(! Thread. current Thread().islnterrupted()) { cat ch(Ti neout Exception e) {
Fl FCEnt r y<PDU> wrapper = nul | ; cs = this. coreSession. connection. get ConnectionState();
try { if(!(cs.equal s(ConnectionState. CLOSED) ||
wrapper = pbq. take(); cs. equal s(ConnectionState. TIME_WAIT) ||
} cs. equal s(ConnectionState. CLOSE_WAIT))) {
cat ch( I nterruptedException e) { | ogAndNot i fy(this, MessageType.|NFO
| ogAndNot i fy(this, MessageType. TRACE, "Timed out");
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/'l schedul e tineout procedure
this. pduThr eadPool . submi t (
Cor eLookupTabl e. cr eat ePeer Ti neout Task(
this, null));
}

cat ch( I nterruptedException e) {
/1 Thread.interrupt(); // preserve interrupt status

}

/1 check if we need to exit the |oop
cs = this.coreSession. connection. getConnectionState();
i f(cs. equal s(ConnectionState. CLOSED) ||
cs. equal s(ConnectionState. TIME_WAIT) ||
cs. equal s(ConnectionState. CLOSE_ WAIT)) {
| ogAndNot i fy(this, MessageType. TRACE,
"Exiting TineoutlLoop...");

break; // then break the |oop
else {
continue; // just loop and reset again
}
}
1
}
%
*
*/
protected void startRetransLoop() {
if(this.retransLoopFuture == null)
this.retransLoopFuture = this.pool.submt(() -> {
/1 loop until interrupt or SnsService error
whi | e(! Thread. current Thread().islnterrupted() &&
I'this.coreSession. connection. get ConnectionState()
.equal s(ConnectionState. TIME_WAIT)) {
try {
/1 sleep before sending any retransm ssion PDY(s)
Thr ead. sl eep(
this. coreSession. connection. maxPduLi fetine);
/1 check if we need to exit ASAP
if(this.coreSession.connection.getConnectionState()
.equal s(ConnectionState. TIME_WAIT)) {
br eak;
}
this. sendRetransPdu();
}
catch(lnterruptedException e) {
/1 preserve interrupt status
Thread. current Thread().interrupt();
break; // then break the |oop
}
}
1
}
}
%
*
*

public void sendRetransPdu() {
final PDUEncoder[] encoderC = { new PDUEncoder (true)
. appendPref i x(
Cor ePDUType. CORE_RETRANSM SSI ON,
Bi nar yPDUDecoder . get I nstance()) };
/1 get each mi ssed pdu type and segnent nunber
this. segmanMap. for Each((k, v) -> {
for(Integer n : v.getSki ppedSegNuns()) {
/1 cut into parts with 152-character limt
i f(encoder ([ 0] .. get Encoded() .l ength() >= 152) {
/1 send the nessage
this.snsService. sendMessage(
encoder 0] . finalizePDU());
/1 then set up another instance of encoder
encoder ([ 0] = new PDUEncoder (true)
. appendPref i x(
Cor ePDUType. CORE_RETRANSM SSI ON,
Bi nar yPDUDecoder . get | nstance());
}

encoder ([ 0] . appendPr ef i x(k,
this. bi naryDecoder) ;
swi t ch(k. get PduSegnent | dFormat ()) {
case Bl NARY:
encoder ([ 0] . appendBi nar ySegrent | d(n+1) ;
br eak;
case HEX:
encoder ([ 0] . appendHexSegnent | d(n+1) ;
br eak;
case NONE:
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default: // should never happen
encoder [ 0] . appendHexSegnent | d(0) ;

}

1)

/1 finally send the | ast nessage

this.snsService. sendMessage(encoder (0] . finalizePDU());
}

I *x
*
*/
protected void sendMessageRepeat edl y(String nsg) {
Il set new value first
this. dunbRetransMsg. set (nsg) ;
this. dunbRetransPhaser. arrive();

Future nsgRepeat Future = this.pool.submt(() -> {
while(msg != null && this.dunbRetransMsg.get() != null &&

meg. equal s(this.dunbRetransMsg. get()) &&

I'this. coreSession. connection. get ConnectionState().equal s(

ConnectionState. TIME_WAIT)) {

try {

/1 send message before "sleeping"

this.smsService. sendMessage( nsg) ;

/1 wait for maxPduLifetine*2 seconds or until interrupt

int prevPhase = this. dunbRetransPhaser. get Phase();

thi s. dunbRet ransPhaser. awai t Advancel nt errupti bl y(prevPhase,
thi s. coreSessi on. connecti on. maxPduLi f eti me*2,
TimeUni t. M LLI SECONDS) ;

cat ch(Ti neout Exception e) {
/1 do nothing
/1 just loop and retry on timeout

}

catch(I nterruptedException e) {
Il just break after getting the signal
break;

I *x
*
* @hrows Null PointerException if there are no observers for this object
*/
protected void listen() throws Null PointerException {
/1l set state to listening
Cor ePr ot ocol Facade. set St at eAndNot i fy(this,
this.initializeConnection();
| ogAndNot i fy(this, MessageType.|NFOQ
"Listening for connection requests");
/Il wait for request (via the smsConsunmer and pduConsuner threads
/1 and do nothing on the "nain thread"

ConnectionSt ate. LI STENI NG) ;

/1 finally, just wait for other threads
this.joinAll();
}

I *x
*
* @hrows Null PointerException if there are no observers for this object
*/
protected void connect (String additonal Payl oad)
throws Nul | Poi nt er Exception {
this.initializeConnection();

Il class "main thread"
this.classMai nFuture = this.pool.submt(() -> {
| ogAndNot i fy(this, MessageType.|NFO
"Connecting to peer");
if(this.coreSession.connection.role ==
Connection. Rol e. | NI TI ATOR) {
/1l construct string to be appended |ater
String addstr = "";
i f(additonal Payload != null) {
addStr = "/" + addi t onal Payl oad;
}
/1l construct and try to send REQ
PDUEncoder encoder = new PDUEncoder (fal se);
encoder . appendVer si on( Cor ePr ot ocol Facade. VERSI ON)
. appendSessi onl d(t hi s. coreSessi on
. sessi onl d) .. appendPay!| oad(
"reg/" + this.getSubprotocol Name() + addStr)
. appendAddi ti onal Message(
Cor ePr ot ocol Facade. DEFAULT_ADDI TI ONAL_ MESSAGE)
.finalizePDU);
thi s. sendMessageRepeat edl y(encoder . get Encoded());
Cor ePr ot ocol Facade. set St at eAndNot i fy(this,
Connect i onSt at e. REQUEST_SENT) ;



else { // if receiver

}

})s
/1 finally, just wait for other threads
this.joinAll();

}

public final void disconnect(String statusCode) {
this. di sconnect (statusCode, null);

}

/1 NOTE: this can be safely not subprotocol -specific
public final void disconnect(String statusCode, String statusStr) {
/1 make sure that we are ESTABLISHED in the first place
if(this.coreSession.connection.getConnectionState() ==
Connect i onSt at e. ESTABLI SHED) {
| ogAndNot i fy(this, MessageType. | NFQ,
"Requesting di sconnection");
/1 if statusStr is null, use the default one
String bufferStr = statusStr;
if(bufferStr == null) {
bufferstr =
Cor ePr ot ocol Facade. get St at usMessage( st at usCode) ;
}

/1 construct and try to send FIN

String addStr = statusCode + "/" + bufferStr;

PDUEncoder encoder = new PDUEncoder (true);

encoder . appendPr ef i x( Cor ePDUType. CORE_FI N,
thi s. bi naryDecoder)
. appendSessi onl d( t hi s. coreSessi on. sessi onl d)
. appendsSt at usCode( st at usCode) ;

if(bufferStr !'= null) {

encoder . appendString(bufferStr);

}
encoder . finalizePDJ();
this. sendMessageRepeat edl y(encoder . get Encoded() ) ;

this. coreSession. connecti on. encodedFi nPdu = encoder . get Encoded() ;

}

protected Segnent Manager regi ster SegMan(PDUType k, Segnent Manager v) {
return this.segmanMap. put (k, v);
}

protected <T> Future<T> subm t Tol nt er nal Pool ( Cal | abl e<T> task) {
return this. pool.subnit(task);

}

protected Future<?> subnitTol nternal Pool (Runnabl e task) {
return this. pool.subnit(task);

}

/111 utility functions
protected static void set ChangedAndNot i f yCbser ver s( Cor ePr ot ocol Facade sel f,
Ghject ... o) {
sel f. set Changed();
sel f. notifyCbservers(o);

}

protected static void | ogAndNot i fy( Cor eProtocol Facade sel f, MessageType t,
String nessage) {
Object[] logArr = {t, message};
Cor ePr ot ocol Facade. set ChangedAndNot i f yCbservers(sel f, logArr);
}

protected static void setStateAndNotify(CoreProtocol Facade sel f,
ConnectionState newState) {
ConnectionState ol dState =
sel f. coreSessi on. connecti on. get Connecti onState();
sel f. coreSessi on. connecti on. set Connect i onSt at e( newSt ate) ;
Cor ePr ot ocol Facade. set ChangedAndNot i f yCbser vers(sel f,
MessageType. STATUS, Presenter. StatusType. STATE_CHANGED,
ol dState, newState);
}

this. coreSession. connection. finStatusConboRecei ved = statusCode + protected void shutdownNow() {

(bufferStr !'= null 2 "/" + bufferStr : "");
/1 set to FIN.WAIT afterwards
Cor ePr ot ocol Facade. set St at eAndNot i fy(this,
ConnectionState. FIN_WAIT);

/1 stop any attenpts/operations to establish the connection
el se if(this.coreSession.connection. getConnectionState() ==
ConnectionState. LI STENING {
/1 start hard disconnect sequence instead which includes:
/1 - setting ConnectionState to CLOSED
/1l - stopping any threads started, if any

this. pool . submit (Cor eLookupTabl e. cr eat eDi sconnect Task(this, null));

/1 NOTE: null PDUis still okay since it's an unused paraneter

else {

}

public void continueQperationAfterPronpt() {
| ogAndNot i fy(this, MessageType. | NFQ,
"User decided to continue waiting after tineout");
/1 continue all operations if needed
this.waitingForPronpt.set(false);

Count DownLatch tnp = this.pronptLatch.get();
/1 prepare a new Count DownlLatch

this. pronpt Lat ch. set (new Count DownLat ch(1));
/1 wake the awaiting thread

t mp. count Down() ;

public void cancel OperationAfterPronpt() {
| ogAndNot i fy(this, MessageType. | NFO,
"User requested to cancel after timeout");
/1 start shutdown sequence
Fut ure<?> ti meout Di sconnect Future = this. pool . submit(
Cor eLookupTabl e. cr eat eTi meout Di sconnect Task(this, null));

/111 exposed functions for use by package and subcl asses

protected List registerRetrans(PDUType k, List<String> v) {
return this.retransMap. put(k, v);

}

protected List registerRetrans(PDUType k, String[] a) {
return this.retransMap. put(k, Arrays.aslList(a));
}

protected List<String> getRetransList(PDUType k) {
return this.retransMap. get(k);
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/%
/1 stop snsService from sending and receiving nessages
this.smsService.stop();

*/

/1 stop sendMessageRepeat edl y() ASAP
this. sendMessageRepeat edl y(nul | );

/1 shutdown all threadPools registered on this facade
Executor Service[] deathList = { this.pool, this.pduThreadPool };

for(int i =0; i < deathList.length; i++) {
deat hList[i].shutdown(); // disable new tasks from being submtted
try {
deat hLi st[i].shutdowNow(); // try to cancel currently running

Il tasks
/1 wait until tasks respond to being cancelled
if(!deathList[i].awaitTerm nation(
500, TinmeUnit.M LLISECONDS)) {
| ogAndNot i fy(this, MessageType. DEBUG
"Pool " + i + did not terminate!");

}

catch(I nterruptedException e) {
| ogAndNot i fy(this, MessageType. DEBUG
"Pool " + i + interrupted; Retrying shutdown");
Il retry cancelling current tasks again
deat hLi st[i].shut downNow() ;

}

private void joinAll () {
try {
if(this.classMainFuture !'= null) {
this.classMainFuture. get();
}
this. smsConsumner Future. get () ;
this. pduConsumner Future. get () ;

cat ch( Executi onException e) {
System out. println("thrown
e.printStackTrace();

+e);

catch(I nterruptedException e) {
| ogAndNot i fy(this, MessageType. DEBUG
" Cor eProt ocol Facade join()s interrupted!");
/1l preserve interrupt status
Thread. current Thread().interrupt();



public class PDU inpl ements Conparabl e<PDU> {
public static final String transm snsCoreProtocol Str = "core";
public static final String transm snsSnsftpProtocol Str = "snsftp";

Fi | enane: src/main/javal/ con transm snms/ core/ protocol /| nval i dCRCExcepti on. j ava

package comtransm sns. core. protocol ;

public class Invali dCRCException extends Exception {

private String nal formedPDU = nul | ;

public Invali dCRCException(String nessage, String mal fornedPDU) {

super (message) ;
this. mal fornedPDU = nmal f or medPDU;
}

public String getMalfornmedPDU() {
return this. mal f or mredPDU;

}

Fi | enane: src/main/javal/ conl transmi sns/ core/ protocol /Pdl Entry. java

package com transm sns. core. protocol ;

inport comtransm sms. core. protocol . Connecti on. Connecti onSt at e;
inport comtransm sns. core. protocol . PDUType;

/1 access is between public and protected, see Java documentation
final class PdlEntry {

public final ConnectionState s;

public final PDUType t;

public Pdl Entry(ConnectionState s, PDUType t) {

this.s = s;
this.t =1t;
}
@verride

publ i c bool ean equal s(Chj ect o) {
if(o instanceof PdlEntry) {
Pdl Entry po = (Pdl Entry)o;
/1 check for nulls before proceeding wth equals()
if(po.s == null || po.t == null ||
this.s == null || this.t == null) {
return fal se;

}
return this.s.equal s(po.s) & this.t.equal s(po.t);

else {
return fal se;
}
}
@verride

public int hashCode() {
return this.s. hashCode() + this.t.hashCode();

private final PDUType pduType;
private final Cbject[] data;

private static final Map<PDUType, |nteger> pduTypePriorities =
new Hasht abl e<PDUType, |nteger>();

static {
Il initialize pduType priorities
/111 human reject PDU
pduTypePriorities. put (Cor ePDUType. HUMAN_REJECT, 50);
/111 core connection/term nation PDUs
pduTypePriorities. put (Cor ePDUType. CORE_CONNECTI ON_REQUEST, 40);
pduTypePriorities. put (
pduTypePriorities. put (Cor ePDUType. CORE_HEAD, 40);
pduTypePriorities. put (Cor ePDUType. CORE_FI N, 40);
pduTypePriorities. put (CorePDUType. CORE_FI NACK, 40);
pduTypePriorities. put (Cor ePDUType. CORE_LAST_ACK, 40);
/111 retransmi ssion PDUs
pduTypePriorities. put (Cor ePDUType. CORE_RETRANSM SSI ON, 30);
/111 smsftp control PDUs
pduTypePriorities. put (SnsftpPDUType. SMSFTP_INIT, 20);
pduTypePriorities. put (Snsft pPDUType. SMSFTP_META, 20);
pduTypePriorities. put (Snsft pPDUType. SMSFTP_READY, 20);
pduTypePriorities. put (Snsft pPDUType. SMSFTP_END, 20);
pduTypePriorities. put (SnsftpPDUType. SMSFTP_END_WAI T, 20);
1111 bl obs
pduTypePriorities. put (Snsft pPDUType. SMSFTP_DATA, 10);
pduTypePriorities. put (Snsft pPDUType. SMSFTP_I NI TI ATOR_| DENTI TY,
pduTypePriorities. put (Snsft pPDUType. SMSFTP_RESPONDER_| DENTI TY,

}

publ i c PDUPDUType pduType, Cbject[] data) {
this. pduType = pduType;
this.data = data;

}

public PDUType getPduType() {
return this. pduType;
}

publ i c PDUType. PDUSubType get PduSubType() {
return this. pduType. get PduSubType();
}

public Object[] getData() {
return this.data;

}

Il for priority conparisons only
public int conpareTo(PDU o) {
PDUType ownPDUType = this. get PduType();
PDUType ot her PDUType = o. get PduType();
Integer ownPriority = pduTypePriorities.get(ownPDUType);
Integer otherPriority = pduTypePriorities.get(other PDUType);
if(ownPriority == null) {
ownPriority = 0;
}
if(otherPriority == null) {
otherPriority = 0O;
}

return otherPriority-ownPriority;

/1 CAUTION: this has no protection against nulls and probl @matiC tyPes == - === -m - mmmmmmm oo

Fi | enane: src/ main/javal/ conltransmi sns/ core/ protocol / PDU. j ava

package comtransm sns. core. protocol ;

inport comtransm sns. core. protocol . PDUType;
inport comtransm sms. snsftp. protocol . Snsf t pPDUType;

inport java.util.Hashtable;
inport java.util.Mp;
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Fil ename: src/ main/javal con transm sns/ core/ protocol / PDUEncoder. j ava

package comtransm sns. core. protocol ;

inport comtransm sns. core. protocol . Cor eProt ocol Facade. Dat aSi zes;
inport comtransm sms. core. util.codec. Base85;

inport net.sourceforge.javafl acencoder. CRC8;
inport java.nio.ByteBuffer;

inport java.util.Arrays;

inport java.util.UU D

inport java.io.UnsupportedEncodi ngExcepti on;

Cor ePDUType. CORE_CONNECTI ON_RESPONSE, 40) ;

10);
10);



raw. | engt h- Dat aSi zes. SEGVENTI D. get Si ze(), raw.length);

/1 conveni ence class to construct PDUs this.appendString(Base85. encode(truncated));
public class PDUEncoder { return this;
}
private bool ean isBinary;
private bool ean isFinalized; publ i c PDUEncoder appendStatusCode(String statusCode) {
private String encoded; this. appendString(statusCode);

return this;
publ i ¢ PDUEncoder ( bool ean i sBinary) {

this.isBinary = isBinary; Il the rest can just use the appendString() method
this.isFinalized = fal se;
this.encoded = ""; /* UTILITY FUNCTIONS */
if(lisBinary) { public static String UU DToBase85(UUl D uui dObj ect) {
this. encoded+="?transm snsv"; Long nsb = uui dObj ect. get Most SignificantBits();
} Long | sb = uui dObj ect. getLeast SignificantBits();
} byte[] bytes = ByteBuffer.allocate(2*Long. BYTES). put Long( nsb)
. put Long(l sb).array();
public String getEncoded() { return Base85. encode(bytes);
return this.encoded; }
} }

public String finalizePDU() {
if(!'this.isFinalized) {
if(this.isBinary) {
/1 append the CRC for this PDU oo oo
CRC8 crc = new CRC8(); Fil ename: src/ main/javal/ conltransm sns/ core/ protocol / PDUMVal f or medExcepti on. j ava
LS8 2 e
crc. updat eCRC8( t hi s. get Encoded() . get Byt es("UTF-8"), 0,
this. get Encoded(). getBytes("UTF-8").length); package comtransni sms. core. protocol ;
this.appendString(String.fornmat("%2x", crc.checksun()));

}

cat ch( Unsuppor t edEncodi ngException e) { public class PDUMal f or medExcepti on extends Exception {
/1 this should never happen; crash early
throw new ||| egal St at eException(e. get Message(), e); private String mal formedPDU = nul | ;

}

publ i c PDUMal f or medException(String message, String mal f ormedPDU) {
this.isFinalized = true; super (nessage) ;

} this. mal formedPDU = nal f or mredPDU;

return this. get Encoded(); }
}

public String getMal fornedPDU() {

publ i ¢ PDUEncoder appendString(String s) { return this. malfornedPDy,

if(!'this.isFinalized) { }

t hi s. encoded+=s; }

return this;

}

[* TEXT-BASED PDUS */ ol
Fil ename: src/ main/javal/ conltransm sns/ core/ protocol / PDUType. j ava
public PDUEncoder appendVersion(Version v) { e
this.appendString(v + "\n");

return this; package com transm sns. core. protocol ;
}
publ i ¢ PDUEncoder appendSessi onld(UUI D sessionld) {
this. appendSt ri ng( PDUEncoder . UUl DToBase85( sessi onl d)); public interface PDUType<T extends Enums {
if(!this.isBinary) {
this.appendString("\n"); publ i c enum PDUSubType { Bl NARY,
} TEXT_BASED,
return this; HUMAN };
}
publi c enum PduSegnent | dFor mat { NONE,
publ i c PDUEncoder appendPayl oad(String payl oad) { HEX,
this. appendString(payl oad + "\n"); BI NARY };
return this;
}

public T val ueO();
publ i ¢ PDUEncoder appendAdditional Message(String nessage) {

this.appendString("\n" + message); publi c PDUSubType getPduSubType();
return this; publi ¢ PduSegnent | dFor mat get PduSegnent | dFor nat () ;
} public int getSessionldPosition();
}

/* BI NARY PDUS */

publ i ¢ PDUEncoder appendPrefix(PDUType x, Bi naryPDUDecoder b) {
this. appendString(b. pduTypeToPrefix(x) + "");
return this; e e e e emememmeeeaaaan

publ i c PDUEncoder appendHexSegnent!|d(int segnentld) {
this.appendString(String.fornmat("%2x", segnentld)); package comtransm sns. core. protocol ;
return this;
} inport java.util.Cbservable;
inport java.util.Cbserver;
publ i ¢ PDUEncoder appendBi narySegment|d(int segmentld) {
ByteBuffer buffer = ByteBuffer.allocate(lnteger.BYTES);
buf f er. put I nt (segnent!d);
byte[] raw = buffer.array(); public abstract class Presenter inplenents Qbserver {
byte[] truncated = Arrays.copyX Range(raw, public enum MessageType {
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/1 U-rel ated
PROVPT,
STATUS,

Il

| oggi ng

FATAL,
ERROR,
WARN,
I NFO,
DEBUG,
TRACE

publ i

¢ enum Pronpt Type {

CONNECTI ON_REQUEST,

TI MEOUT,

SMB_SERVI CE_ERRCR,
PEER_ERROR_EXCEEDED_LIM T

publ i

c enum St atusType {

STATE_CHANGED,
NOTI CE

}

@verride

public abstract void update(Observable o,

Qoject arg); // do nothing

src/ mai n/javal conf transni sns/ cor e/ prot ocol / Segment Manager . j ava

Fi | ename:

package comtransm sns. core. protocol ;

inport java.util.concurrent. Concurrent Ski pLi st Set ;
inport java.util.concurrent.atomni c. Atom cReference;

public cl

private final

publ i

private final

/'l properties used for tracking 'lost'
private final

publ i ¢ Segnent Manager (i nt segCount) {

ass Segment Manager {
String[] segnents;

c final int segCount;

new Atomi cRef erence<>();

| ast Segnent Recei ved

if(segCount <= 0) {
throw new ||| egal Argunent Excepti on(
"Segnent count should be greater than 0");

}
t
t
t

hi's. m ssi ngnos. add(0) ;
hi's. segCount = segCount;
his.segments =

-1

At omi cRef erence<String> conpl etedString =

segnent s

Concur rent Ski pLi st Set <I nt eger > ni ssi ngnos =
new Concurrent Ski pLi st Set <>();
private int

/1 seed first segment

new String[this.segCount];

private synchroni zed String get Segnent (i nt segNum {
if(seghum< 0) {
throw new ||| egal Argunent Excepti on(

if(segNum >= this.segments.|ength) {

"Segnent nunber should not be negative");

Fi | enane:

throw new ||| egal Argunent Excepti on(

"Segnent nunber should not be greater than or equal

"to the number of segnents");

return this.segnents[segNuni;

}

[ **
*
i
*/

public synchroni zed bool ean updat eSegnent (String segnent,
i f(segnment

eturn true if segment

null) {

i s updated;

publ
}

throw new |11 egal Argunent Excepti on(
"Segnment nunber should not be negative");

}
if(segNum >= this.segnents.|ength) {
throw new |11 egal Argunent Excepti on(
"Segnment nunber should not be greater than or equal " +

"to the nunmber of segnents");

}

Il check if can be updated
if(this.segnents[segNuni
return true;

= null) {

}
/1 add if null/update if existing

this.segments[segNun] =

/1 update missingnos

segnent ;

this.mssingnos. remve(segNun;
if(this.|astSegnent Recei ved < segNum) {

/1 add skipped segments to nissingnos,
= | ast Segnent Recei ved+1;

for(int i
if(this.segnents[i]

null) {

this.mssingnos. add(i);

}

/1 add the next segNumto m ssingnos
if(segNumtl < this.segCount) {
this. m ssingnos. add(segNumt1) ;

this.|ast Segnent Recei ved

}

/1 preenptive consolidation

this. get Conpl etedString();

return true;

ic Integer[]

= segNum //

get Ski ppedSegNums() {

if any

< segNum

update | ast segment

return this.mssingnos.toArray(new Integer[0Q]);

public int getlastSegnentReceived() {
return this.|astSegnent Recei ved;

}

[ **

*

*/

/1 Consolidates segnents if not yet conpleted

@eturn the conbined segnents if conpleted;

nul |

public synchronized String getConpletedString() {

/1 check for segnents conplete conditions and do appropriate

I actions

if(this.conpletedString.get()

== nul |

this.mssingnos.isEnpty() &&

this.|astSegnent Recei ved+1 == this.segnents.|ength) {

&&

/1 consolidate and convert String data
StringBuil der sb = new StringBuilder();

for(String s :
sb. append(s);

this.segnents) {

}
this.conpletedString. set(sh.toString());

}

return this.conpletedString.get();

inport java.util.UU D
inport java.nio.ByteBuffer;

public abstract class Session {

false if segnent already exists

int seghum {

throw new ||| egal Argunent Excepti on(
"Segnent cannot be null");

if(seghum< 0) {
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publ

publ

ic final

ic UUI D sessionld;

" package com transni sns. core. protocol ;

Connecti on connecti on;

i++) {

ot herwi se

src/ mai n/ javal/ conf transni sns/ cor e/ prot ocol / Sessi on. j ava

nunber



* Creates a new Session with the specified Session Id
*/
publ i c Session(Connection connection,
this.sessionld = sessionld;
thi s. connection = connection;

UUI D sessionld) {

Fi | enane: src/main/javal/ conl transmi sns/ core/ protocol /SnsEntry. java

package com transm sns. core. protocol ;

inport java.util.Date;

public class SmsEntry {
private String sender;
private String body;
private Date tinestanp;

public SnsEntry(String sender, String body) {
thi s(sender, body, new Date());
}

public SnmsEntry(String sender,
thi s. sender = sender;
this. body = body;
this.tinmestanp = tinestanp;

String body, Date tinestanp) {

}

public String getSender() {
return this.sender;

}

public String getBody() {
return this. body;
}

public Date getTinestanp() {
return this.timestanp;

}

Fi | ename:

package comtransm sns. core. protocol ;

inport java.util.concurrent. TineUnit;

/1 NOTE: handling queuing, etc.
11 by the inplementer

public interface SnmsService {

setting destination nunber,

public void sendMessage(String message);

public SnmsEntry pol | Message(long timeout, TineUnit unit)
throws SmsServi ceException, |nterruptedException;

/1 for running methods that the service m ght
/1 background t hreads)

public boolean start() throws SmsServiceException;
public bool ean stop();

publ i ¢ bool ean i sRunning();

/1 NOTE: we don't need to check for a ready state here as the service m ght

src/ mai n/javal conf transni sns/ cor e/ protocol / SmsServi ce. j ava

require (to be run from

public class SmsServiceException extends Exception {
public interface Reason<T extends Enune {
public T val ueO();
}

public final Reason reason;

public SnsServi ceExcepti on(Reason reason) {
super (reason.toString());
this.reason = reason;

}

public Reason get Reason() {
return this.reason;

}

Fil ename: src/ main/javal con transm sns/ core/ protocol / Text BasedPDUDecoder . j ava

package comtransm sns. core. protocol ;

inport comtransnmisns. core. protocol . PDU;

inport comtransni sns. core. protocol . PDUType;

inport comtransmi sns. core. protocol . PDUMal f or nedExcept i on;

inport java.util.Arrays;

inport java.util.Arraylist;

inport java.util.List;

inport java.util.regex. Pattern;

inport java.util.UU D

inport java.nio.ByteBuffer;

inport java.io.lCException;

inport comtransm sns. core. util.codec. Base85;

inport comtransm sns. core. protocol . Cor eProt ocol Facade. Dat aSi zes;

public class Text BasedPDUDecoder {
private static final Pattern LF_PATTERN = Pattern.conpile("\n");
private static final Pattern LFLF_PATTERN = Pattern.conpile("\n\n");
private static final Pattern DOT_PATTERN = Pattern.conpile("\\.");
private static final Pattern SLASH PATTERN = Pattern.conpile("/");
private String[] knownProtocols;

private static TextBasedPDUDecoder thislnstance;
static {

String[] enptyArray = {};

Text BasedPDUDecoder . t hi sl nst ance = new Text BasedPDUDecoder (enpt yArray) ;

}

protected Text BasedPDUDecoder (String[] knownProtocols) {
t hi s. knownPr ot ocol s = knownPr ot ocol s;

shoul d be done }

public static Text BasedPDUDecoder getlnstance() {
return Text BasedPDUDecoder .t hi sl nst ance;

}

private static UU D base85ToUUl D(String b85String, String encodedStr,
String pduTypeNane)
throws PDUMal f or nedException {
Il extract byte[] format from base85

byte[] uuidBytes = null;
try {
uui dBytes = Base85. decode(b85String);

}
catch(1 OException e) {

11 becone unavailable imediately after we have verified that the t hrow new PDUMal f or nedExcept i on(
11 service is available pduTypeName + "'s Session IDis corrupt", encodedStr);
} }
/1 verify if sessionld' s length is correct
if(uuidBytes.length ! = DataSi zes. SESSI ONI D. get Si ze()) {
t hrow new PDUMal f or nedExcept i on(
pduTypeName + "'s Session ID s byte length is incorrect”,
-------------------------------------------------------------- null);
Fi | enane: src/main/javal/ conl transm snms/ core/ protocol / SmsServi ceExcepti on. j ava }

package comtransm sns. core. protocol ;
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Il split the byte[] into msb and |sb

byte[] msb = Arrays. copyOf Range(uui dBytes, 0, 8);



}

byte[] Isb = Arrays. copyCf Range(uui dByt es,
/1 convert the msb and |sb byte[]
Byt eBuf fer msbBuffer = ByteBuffer.
ByteBuffer |sbBuffer = ByteBuffer.
nsbBuffer.flip(); // required for
I sbBuffer.flip(); // required for
return new UUl D(nsbBuf f er. get Long(),

8, 16);

readi ng
readi ng
| sbBuf fer. getLong());

protected Cbject[] decodePayl oadSubparts(PDUType pduType,

publ

String[] payl oadSubparts, String encoded)

throws PDUMal f or nedException {
/1 does nothing alone; just return back the payl oadSubparts
return payl oadSubparts;

ic final PDU decodeTextBased(String encoded)
throws PDUMal f or nedException {
Cor ePDUType pduType = null;

Li st <Cbj ect> decodedData = new ArrayLi st <Cbj ect>();

String machi neMsg = H

String humanMsg = nul | ;

{ // split nachine and human-readabl e nessages
String[] IflfParts = LFLF_PATTERN. split(encoded);
if(IflfParts.length > 1) {

/1 last LFLF separated string is the human-readabl e nessage

humanMsg = [ flfParts[IflfParts.length-1];

into long and return afterwards
al | ocat e( Long. BYTES) . put (nsb) ;
al | ocat e( Long. BYTES) . put (| sb);

/1 join back remaining parts as machi ne-readabl e message

machi neMsg "
for(int i =0; i <IflfParts.length-1;
machi neMsg += | flfParts[i];

i++) {
}

else { // no additional nessage
machi neMsg = | flfParts[0];
}
}

/1 split machine message into segnents
String[] segments = LF_PATTERN. split(nmachi neMsg);
/'l check for "?transm smsvx.x.x" header
if(!segments[0].startsWth("?transm snsv"))
t hrow new PDUMal f or nedException("Invalid Header: " +
encoded) ;

/1 get Version
try {

String[] versionParts = TextBasedPDUDecoder. DOT_PATTERN. spl i t (Fi | enane:

segment s[ 0] . substring(12));
if(versionParts.length != 3) {

segnent s[ 0],

t hrow new PDUMal f or medException("Invalid Version fornmat:

segment s[ 0] . substring(12), encoded);
}
int a = new Integer(versionParts[0]);
int b = new Integer(versionParts[1]);
int ¢ = new Integer(versionParts[2]);
if(a<0|] b<O0]| c<0)

t hrow new Nunber For mat Exception();

Version ver = new Version(a, b,
decodedDat a. add( ver);

c);

}
cat ch( Nurber For mat Exception e) {
t hrow new PDUMal f or medException("Invalid Version:
segment s[ 0] . substring(12), encoded);

-

}

{ // get Session Id
String sessionldStr = segnents[1];
UUI D sessionld = base85ToUUl D( sessi onl dStr,
" Text - based PDU");
decodedDat a. add( sessi onl d) ;

encoded,

}

{ /! parse payl oad

String[] payl oadParts = TextBasedPDUDecoder. SLASH PATTERN. spl it (

segments[2]);
/1 get PDU Type
i f (payl oadParts[0].equal s("req"))
pduType = Cor ePDUType. CORE_CONNECTI ON_REQUEST;

el se if(payl oadParts[0].equal s("rep"))
pduType = Cor ePDUType. CORE_CONNECTI ON_RESPONSE;

}
el se if(payl oadParts[0].equal s("head")) {
pduType = Cor ePDUType. CORE_HEAD;

}
el se if(payl oadParts[0].equal s("last")) {
pduType = Cor ePDUType. CORE_LAST_ACK;

/1 pass responsibility
Il to the catcher bel ow
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}
else {
t hrow new PDUMal f or nedException("Invalid Payl oad Type:
payl oadParts[ 0], encoded);
}

{ // check if protocol name is valid
String protocol Name = payl oadParts[1];
bool ean val i dProt ocol Nane = fal se;
for(int i =0; i < this.knownProtocols.|ength;

i++) {

i f(this.knownProtocol s[i].equal s(protocol Nane)) {

val i dProt ocol Nane = true;

}

}
i f(validProtocol Nane)
decodedDat a. add( pr ot ocol Nare) ;

}
else {
t hrow new PDUMal f or nedException("Invalid Protocol
prot ocol Nane, encoded);
}
}
{
String[] subParts = {};
if(payl oadParts.length > 2) {
subParts = Arrays. copyCf Range(payl oadParts, 2,
payl oadParts. | ength);
}
Obj ect[] addLater =
thi s. decodePayl oadSubparts(pduType, subParts,
for(Cbject o : addLater) {
decodedDat a. add(0) ;
}
}
}
/1 finally, add human nessage

decodedDat a. add( hunanMsg) ;

return new PDY(pduType, decodedData.toArray());

src/ mai n/ javal/ conf transni sns/ cor e/ prot ocol / Version. j ava

"package com transni sns. core. protocol ;

public class Version inplenments Conparabl e<Version> {

protected final int[] data = new int[3];
public Version(int a, int b,
iffa<O0]|| b<O0]|] c<0) {
throw new |11 egal Argunent Excepti on(
"Version nunbers cannot be negative");

}
this.data[0]

= a;
this.data[1] = b;
this.data[2] = c;

}

@verride

public int conpareTo(Version o) {
return conpare(o, 0);

}

@verride
public bool ean equal s(Object o) {
if(!(o instanceof Version)) {
return fal se;

}
else {
return (0 == conpareTo((Version)o));
}
}
@verride

public int hashCode() {
/1 prime nunbers arbitrarily chosen at

-

nane: " +

encoded) ;

int c) throws Il egal Argunent Exception {

random i n descendi ng order

return (7919*this.data[0]) + (809*this.data[1]) + (37*this.data[2]);

}

private int conpare(Version o, int start) {
if(this.data[start] < o.data[start]) {
return -1;

}



else if(this.data[start] > o.data[start]) {

return 1;
else {
if(start == 2) {
return O;
else {
return this.conpare(o, start+1);
}
}
}
@verride
public String toString() {
return this.data[0] + "." + this.data[1] + "." + this.data[2]

}

Fi | ename:

src/ mai n/javal conftransmi sns/ core/ util/codec/Base85. java

package comtransnisns.core.util.codec;

inport org. apache. pdf box. i 0. ASCI | 85| nput St r eam
inport org. apache. pdf box. i 0. ASCI | 85Qut put St r eam

inport java
inport java
inport java
inport java

| **

.i0.ByteArrayl nput Stream
.i0.ByteArrayQut put Stream
.util.ArrayList;

.io0.1CException;

*
*/
public class Base85 {

%

* Encodes data to ASCl |85

*

* @aramdata data to be encoded into ASCl |85

* @eturn ASCI | 85 encoded string

*/

public static String encode(byte[] data) {
Byt eArrayQut put St ream baos = new Byt eArrayQut put Strean() ;
ASCI | 85Qut put St r eam a850s new ASCI | 85Qut put St r ean( baos) ;

String encoded = null;
try {
a85os. write(data);

a8b5os. flush();

encoded = baos.toString("UTF-8").trin();

[ **

* Decodes ASCl 185 encoded string
*

public static byte[]

* @aramdata String to be decoded from ASCl | 85
* @eturn decoded data

*/

decode(String data) throws | COException {

Il renove all unused whitespaces

String encoded = data.trin()

/1 and replace back all replaced characters on encoding to ASCl |
.replace("v", "[")

.replace("w', "\\")
.replace("x", "]")
.replace("y", "~")
.replace("£", "'");

/1l re-add the ~ suffix if mssing
if(!encoded. endsWth("~") || !encoded. endsWth("~>")) {
encoded = encoded + "~";

}

Byt eArrayl nput Stream bai s = new

Byt eArrayl nput St r earm( encoded. get Byt es("UTF-8"));

ASCI | 851 nput Stream a85i s = new ASCI | 851 nput St reant( bai s) ;

ArraylLi st <Byt e> buf f

new ArrayLi st <Byte>();

int d;
while((d = a85is.read())
buf f. add((byte)d);

=) {

}

byte[] decoded = new byte[buff.size()];

for(int i =0; i < buff.size(); i++) {
decoded[i] = buff.get(i);

}

a85is. close();

return decoded;

Fi | enane:

package comtransm sns. core. util.conmons;

inport java.util.concurrent.atom c.AtomnicLong;

/1 because pdfbox's ascii85 appéndsc cl ass FI FOEntry<E extends Conparabl e<? super E>>

/1 an annoying \n (int 10) every

/1 ducking single time

baos. cl ose();
a8b5os. cl ose();

catch(l CException e) { // should never happen since we are just using

/1 nostly safe ByteArrayQutput Stream
assert fal se;
return null;

}

/'l renove ~ and ~> suffixes,
i f(encoded. endsWth("~")) {
encoded = encoded. substring(0,

if present
encoded. | ength()-1);

}
el se if(encoded. endsWth("~>")) {

encoded = encoded. substring(0, encoded.|ength()-2);

i npl ements Conpar abl e<Fl FOEnt ry<E>> {
static final Atomi cLong seq = new AtonicLong(0);
final long seqNum
final private E entry;

public FIFCENtry(E entry) {
this.seqNum = FI FCEntry. seq. get Andl ncrenent () ;
this.entry entry;

}

public int conpareTo(FlI FOEntry<E> other) {
int res = this.entry.conpareTo(other.entry);
if(res == 0 & other.entry !=this.entry) {
res = (this.seqNum < other.seqNum ? -1 :

1);

return res;

}

} public E getEntry() {
return this.entry;
/1 rermpve all unused whitespaces }
return encoded. replace("\n", "") }
.replace("\r", ""
.replace(" ", ""
/1 and replace all non-GSM 7-bit al phabet characters with conpliant
/'l ones
VM) e e
"w') Fil ename: src/ main/javal/ contransm sns/core/util/conpression/ XZ. java
L S0 T L e T T
"y")
"E"); package comtransm sns. core. util.conpression;
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src/ mai n/ javal/ conf transm sms/ core/ util/comons/ FI FCEntry. j ava



i nport
i nport
i nport

org. apache. conmmons.io. | QUtils;
or g. apache. conmons. conpr ess. conpr essor s. xz. XZConpr essor | nput St r eam
or g. apache. conmons. conpr ess. conpr essor s. xz. XZConpr essor Qut put St r eam

inport java.io.!lnputStream
inport java.io.CQutputStream

inport java.io.lOException;

%
*
*/
public class XZ {

%
*
*/
public static void conpress(lnputStreamis,
throws | CException {
/1 we're going to use default conpression level: 6

Qut put St ream os)

XZConpr essor Qut put St ream xzos = new XZConpr essor Qut put St r ean{ os) ;

xzos.write(lQUtils.toByteArray(is));
xzos. flush();

xzos. cl ose();

}

%

*

*/

public static void deconpress(lnputStreamis,
throws | CException {

Qut put St ream os)

XZConpr essor | nput Stream xzi s = new XZConpr essor | nput Strean{is);

os.wite(lQUtils.toByteArray(xzis));

xzis.close();

Fi | enane: src/main/javal/conitransm sns/core/util/crypto/ AES. java

package comtransm sns.core.util.crypto;

inport java.security. SecureRandom

inport javax.crypto. G pher;

inport javax.crypto. G pherlnput Stream
inport javax.crypto. G pherQut put St ream
inport javax.crypto. KeyGenerator;

inport javax.crypto. SecretKey;

inport javax.crypto.spec.|vParaneter Spec;
inport javax.crypto.spec. Secr et KeySpec;

inport org.apache. conmmons.io. | QUils;

inport java.io.!lnputStream
inport java.io.QutputStream

inport java.security. General SecurityException;

inport java.security.|nvalidAl gorithnParaneter Exception;
inport java.security.|nvalidKeyException;

inport java.io.lOException;

%
*
*/
public final class AES {
11 see AES() cipher.getlnstance()

private final
private final
private final

static String _AES KEYGEN ALGO = "AES';
static String _AES O PHER ALGO = "AES';

/1 NOTE: this is actually a PKCS7Padding internally,

11 security docunentation (rmore of a historical

11 breaking things; > 8 bytes would yield as PKCS7 instead of
11 PKCS5)

private final static String _AES Cl PHER_ ALGO PADDI NG PKCS7 =
" PKCS5Paddi ng";
private final static int _AES_DEFAULT_KEY_SIZE = 128;

static String _AES_Cl PHER ALGO MODE_CBC = "CBC';
see Sun's padding
artifact to prevent
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Encrypts InputStreamis with the object's key and outputs it to
Qut put St ream os.

@aramis data to be encrypted will be read from
@aram os encrypted data will be witten to
/
public static void encrypt(byte[] key, byte[] iv,
Qut put Stream os) throws | OCException {
Il read key frominput stream
Secr et KeySpec sks = byt eArrayToKeySpec(key);
Ci pher ¢ = AES. getGi pher();
Il encrypt the stream
try {
c.init(C pher. ENCRYPT_MXDE, sks,

*
*
*
*
*
*

I nput Streamii s,

new | vPar anet er Spec(iv));

}
catch(!l nval i dkeyException e) {
Systemerr.println("lnvalidKeyException at AES.encrypt() !!!"
catch(l nval i dAl gori t hnPar anet er Exception e) {
Systemerr. println(
"I nval i dAl gori t hnPar anet er Excepti on at AES. encrypt ()

}

Ci pher Qut put Stream cos = new Ci pher Qut put Strean(os, c);
IQUtils.copy(is, cos);

cos.close();

}
Jw

* Decrypts InputStreamis with the object's key and outputs it to
* Qut put Stream os.

@aramis data to be decrypted will be read from
@aram os decrypted data will be witten to
/
public static void decrypt(byte[] key, byte[] iv,
Qut put Stream os) throws | OCException {
Il read key frominput stream
Secr et KeySpec sks = byt eArrayToKeySpec(key);
Ci pher ¢ = AES. getGi pher();

*
*
*
*

I nput Streamii s,

Il decrypt the stream
try {
c.init(C pher. DECRYPT_MODE, sks, new |vParaneterSpec(iv));
}
catch(!l nval i dkeyException e) {
Systemerr.println("lnvali dkeyException at AES.decrypt()

catch(I nval i dAl gori t hnPar anet er Exception e) {
Systemerr. println(
"I nval i dAl gori t hnPar anet er Excepti on at AES. decrypt ()
}
Ci pher I nput Stream cis = new G pherlnputStrean{is, c);
I QUtils.copy(cis, o0s);
cis.close();

}
Jw

* Cenerates a 128-bit AES key
*

* @eturn a 128-bit AES key
*/
public static byte[] generateKey() {
Secret Key key = null;
try {
KeyGenerator kg = KeyGenerator. getlnstance(_AES_KEYGEN_ALCO);
kg. i nit(_AES_DEFAULT_KEY_SI ZE, new Secur eRandomn());
key = kg. generateKey();
}

/1 this arises from KeyGenerator.getlnstance()
/1 this should be inpossible to reach!
cat ch(Nul | Poi nter Exception e) {
Systemerr.println(
"Nul | Poi nter Exception at AES. generateKey() !!!");
}
/*
* Covers the follow ng:
* - NoSuchAl gorithnException from KeyGenerator. getlnstance()
* - InvalidA gorithmnParaneter Exception fromkg.init()
*/
/1 this should be inpossible to reach!
cat ch(CGeneral SecurityException e) {
Systemerr.println(
"Ceneral SecurityException at AES. generateKey() !!!");

}

return key.get Encoded();
}
I *x

* GCenerates a SecretKeySpec using this class's parameters fromthe

)i

ey,

ey,

ey,



provi ded key Fil ename: src/ main/javal/con transm sns/core/util/crypto/ RSA java

*
*
* @eturn a SecretKeySpec using this class's paranmeters fromthe
*
*

provi ded key package comtransm sns. core.util.crypto;
/
public static SecretKeySpec byteArrayToKeySpec(byte[] key) { inport org.bouncycastle.util.io.pem PenReader;
return new Secret KeySpec(key, _AES KEYGEN ALGO); inport org.bouncycastle.util.io.pemPenWiter;
} inport org.bouncycastle.util.io.pem Penbject;

inport org.bouncycastle.util.encoders. Decoder Excepti on;

inport java.security.KeyFactory;

private static Cipher getG pher() { inport java.security.KeyPair;
try { inport java.security. KeyPairGenerator;
Cipher ¢ = Cipher.getlnstance(_AES_Cl PHER ALGO + "/" + inport java.security.PrivateKey;

_AES_CI PHER_ALGO_MODE_CBC + "/ " i4nport java. security. PublicKey;
_AES_CI PHER_ALGO_PADDI NG_PKCS7) ;i nport java. security. Si gnature;

return c; inport java.security.spec. PKCS8EncodedKeySpec;
} inport java.security.spec. X509EncodedKeySpec;
/* inport javax.crypto. Gipher;
* Covers the foll ow ng:
* - NoSuchAl gorithnException from G pher. getlnstance() inport org.apache.commons.io.|QUhils;
* - NoSuchPaddi ngExcepti on from Gi pher. getlnstance()
*/ inport java.io.lnputStream
/1 this should be inpossible to reach! inport java.io.CutputStream
cat ch( General SecurityException e) { inport java.io.lnputStreanReader;
assert false; // this should never happen inport java.io.CQutputStreamWiter;
return null;
} inport java.security. General SecurityException;
} inport java.security. NoSuchAl gorithnException;
} inport java.security.spec.|nvalidKeySpecException;

inport java.io.lCException;

I *x

______________________________________________________________ *

Fi | ename: */

src/ mai n/javal conftransm sns/core/util/crypto/BionmetricFingerprint.java public final class RSA {

-------------------------------------------------------------- private final static int _RSA DEFAULT_KEY_SIZE = 2048;
private final static String _RSA ALGO = "RSA";

package comtransm sns.core.util.crypto; private final static String _RSA Cl PHER ALGO = "RSA";

/1 NOTE: ECB on RSAis interpreted by java security as a null cipher algo
inport technol ogy. zeroal pha. security. pgpwordl i st. PGPWr dLi st Converter; private final static String _RSA Cl PHER ALGO MODE_ECB = "ECB";
inport technol ogy. zeroal pha. security. pgpwordlist. | nval i dHexVal ueExcepti on; private final static String _RSA ALGO PADDI NG QAEP =
inport org. apache. conmons. codec. di gest. Di gest Utils; " OAEPW t hSHA- 256 AndMGF1Paddi ng" ;

private final static String _SHA512 W TH RSA = "SHA512wi t hRSA";
| ** private static KeyFactory keyFactory;

*
*/ static {
public final class BionetricFingerprint { try {
RSA. keyFactory = KeyFactory. getlnstance(_RSA ALGO);
private static final PGPWrdListConverter converter = }
new PGPWr dLi st Converter(); cat ch(NoSuchAl gori t hnException e) { // this should never happen
assert false;
/** RSA. keyFactory = null;
* }
*/ }
public static String getBionetricFingerprint(byte[] data)
throws Nul | Poi nter Exception { private static G pher generateG pher() {
/1 get SHA1l checksum of data try {
String shalHex = DigestUils.shalHex(data); return G pher.getlnstance(_RSA Cl PHER ALGO + "/" +
_RSA_CI PHER ALGO MODE_ECB + "/" + _RSA_ALGO _PADDI NG QAEP) ;
/1l translate hex string fingerprint to PGP words }
bool ean oddwWord = true; 1*
String bioFingerprint = H * Covers the follow ng:
try { * - NoSuchAl gorithnException
for(int i =0; i < shalHex.length()/2 ; i++) { * - NoSuchPaddi ngExcept i on
String currentWrd shalHex. substring(i*2, (i*2)+2); */
bi oFi ngerprint += 0 ? """ty cat ch(CGeneral SecurityException e) { // this should never happen
bi oFi ngerprint += oddWrd ? assert false;
Bi onetri cFingerprint.converter. get GddWr dFor HexVal ue( return null;
current Wr d)
Bi onetri cFingerprint.converter. get EvenWr dFor HexVal ue(}
current Wrd);
oddWwrd = !oddWrd; // next odd/even word private static Signature generateSignature() {
} try {
return Signature. getlnstance(_SHA512_W TH_RSA);
/1 this should never happen as the hex returned by DigestUtils should }
/1 always be a valid hex cat ch(NoSuchAl gorit hnException e) { // this should never happen
cat ch( I nval i dHexVal ueException e) { assert fal se;
throw new Nul | Poi nt er Exception("Got InvalidHexVal ueException!"); return null;
} }
}
return bi oFingerprint;
} public static PrivateKey generatePrivate(byte[] key)
} throws |nvali dKeySpecException {
PKCS8EncodedKeySpec pkcs8Spec = new PKCS8EncodedKeySpec(key);
return RSA keyFactory. generatePrivate(pkcs8Spec);
}

.............................................................. public static PublicKey generatePublic(byte[] key)
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throws |nvalidKeySpecException {
X509EncodedKeySpec x509Spec = new X509EncodedKeySpec(key); *
return RSA keyFactory. generat ePubl i c(x509Spec) ; * Covers the follow ng:
} * - InvalidKeySpecException from (RSA )KeyFactory. generatePrivate()
*
*
*

—~

- Inval i dKeyException from Gipher.init()
- Illegal Bl ockSi zeException from G pher. doFi nal ()

[ **

/

*/ cat ch(CGeneral SecurityException e) {
public static byte[] sign(byte[] key, InputStreamis) throws |OException { Systemerr.println("General SecurityException at decrypt() !!!");
Signature sig = RSA. generateSignature(); }
try { )
PrivateKey privKey = RSA generatePrivate(key);
sig.initSign(privKey); [**
sig.update(lOQUtils.toByteArray(is)); *
return sig.sign(); */
} /1 this does not guarantee however that the read data will be correct
/* public static byte[] readPublicKeyFronPEM | nput St ream source)
* Covers the follow ng: throws RSADecoder Exception {
* - InvalidKeySpecException from (RSA )KeyFactory. generatePrivate() PenReader penReader = new PenReader (new | nput St r eanReader (source));
* - InvalidKeyException from Signature.initSign() Pentbj ect obj = null;
* - SignatureException from Signature.update() and Signature.sign() try {
*/ obj = penReader.readPentbject();
cat ch( General SecurityException e) { }
Systemerr.println("CGeneral SecurityException at sign() !!!"); cat ch(Decoder Exception e) {
t hrow new RSADecoder Excepti on(e. get Message(), e.getCause());
return null; // catch all scenario if sonething has gone w ong }
} catch(1 OException e) {
/1 NOTE: this nethod of "filtering" exceptions is only
for(StackTraceEl enent el : e.getStackTrace()) {
| ** if(el.getd assName() ==
* "org. bouncycastle.util.io. pem PenReader"
*/ && el . get et hodName() == "l oadCbject") {
public static boolean verify(byte[] key, InputStreamis, byte[] sigToVer) t hrow new RSADecoder Excepti on(e. get Message(),
throws | CException { e. get Cause());
Signature sig = RSA. generateSignature(); }
try { )
Publ i cKey pubKey = RSA. generatePublic(key); }
sig.initVerify(pubKey); if(obj == null) {
sig.update(lOQUtils.toByteArray(is)); t hrow new RSADecoder Exception("Enpty key read from PEMfile");
return sig.verify(sigToVer);
} return obj.getContent();
I+ }
* Covers the follow ng:
* - InvalidKeySpecException from (RSA )KeyFactory. generatePublic() /**
* - InvalidKeyException from Signature.initVerify() *
* - SignatureException from Signature.update() and Signature.verify()*/
*/ Il this does not guarantee that the bytes witten are valid public keys
cat ch( General SecurityException e) { public static void witePublicKeyToPEM byte[] pubKey,
Systemerr.println("CGeneral SecurityException at verify() !!!"); Qut put St ream destination) throws | CException {
PemWiter penWiter = new PenWiter(
return false; // catch all scenario if sonething has gone wong new Qut put StreamViter(destination));
} penmWiter.witeChject(new PenObject ("PUBLI C KEY", pubKey));
penmWiter.close();
% }
*
*/ I *x
public static void encrypt(byte[] key, InputStreamis, QutputStream os) *
throws | CException { */
byte[] src = IQUtils.toByteArray(is); public static void generateKeys(CQutputStream privKeyOs,
Qut put St r eam pubKeyGs) throws | OException {
Ci pher cipher = RSA generateGipher(); KeyPai r Generat or kpg = null;
try { try {
Publ i cKey pubKey = RSA. generatePublic(key); kpg = KeyPair Generat or. get | nstance("RSA");
ci pher.init(C pher. ENCRYPT_MODE, pubKey); }
os.write(cipher.doFinal (src)); cat ch(NoSuchAl gori t hnException e) {
os. flush(); Systemerr.println(
} "NoSuchAl gorit hnException at RSA generateKeys() !!!");
I+ }
* Covers the foll ow ng:
* - InvalidKeySpecException from (RSA ) KeyFactory. generatePublic() kpg.initialize(_RSA DEFAULT_KEY_SI ZE);
* - InvalidKeyException from Cipher.init() KeyPair kp = kpg. genKeyPair();
* - 1llegal Bl ockSi zeException from Ci pher. doFi nal ()
*/ byte[] pubKey = kp. getPublic().get Encoded();
cat ch( General SecurityException e) { byte[] privKey = kp.getPrivate().getEncoded();
Systemerr.println("CGeneral SecurityException at encrypt() !!!");
} pubKeyGs. wri t e( pubKey) ;
} pubKeyGs. fl ush();
privKeyGs. write(privKey);
| ** privKeyGs. flush();
*
}

*/ }
public static void decrypt(byte[] key, InputStreamis, QutputStream os)
throws | CException {
byte[] src = IQUtils.toByteArray(is);

Cipher cipher = RSA generateCGipher(); e oo
try { Fil ename: src/ main/javal contransm sns/ core/util/crypto/ RSADecoder Exception. j ava
PrivateKey privKey = RSA generatePrivate(key); = s oo
ci pher.init(C pher. DECRYPT_MOXDE, privKey);
os.write(cipher.doFinal (src)); package comtransm sns. core.util.crypto;
os. flush();
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public final class RSADecoder Exception extends Exception {

%
* @ee Exception#Exception(String) Exception
*/
publ i c RSADecoder Exception(String nessage) {
super ( message) ;
}
%
* @ee Exception#Exception(String, Throwable) Exception
*/
publ i c RSADecoder Exception(String nessage, Throwabl e cause) {
super (nessage, cause);

}

Fi | enane: src/main/javal/ conitransmi sms/ snsftp/protocol /Pdl Entry. java

package com transni sns. snsftp. protocol ;

inport comtransm sns. core. protocol . PDUType;
inport comtransm sns. sneftp. protocol . Snsft pSessi on. Sessi onSt at e;

/1 access is between public and protected, see Java documentation
final class PdlEntry {

public final SessionState s;

public final PDUType t;

public Pdl Entry(SessionState s, PDUType t) {
this.s = s;
this.t =1t;

@verride
publ i c bool ean equal s(Chbj ect o) {
if(o instanceof PdlEntry) {
return this.s == ((Pdl Entry)o).s & this.t == ((Pdl Entry)o).t;

else {
return fal se;
}
}
@verride

public int hashCode() {
return this.s. hashCode() + this.t.hashCode();

/1 CAUTION: this has no protection against nulls and problematic types

Fi | ename:
src/ mai n/ javal conf transni sns/ snsf t p/ prot ocol / Snsf t pBi nar yPduDecoder . j ava

package com transni sns. snsftp. protocol ;

inport comtransm sns. core. protocol . Bi nar yPDUDecoder ;

inport comtransm sns. core. protocol . PDU;

inport comtransm sns. core. protocol . PDUType;

inport comtransm sns. core. protocol . PDUMal f or medExcept i on;

inport comtransm sns. core. protocol . | nval i dCRCExcepti on;

inport static comtransm sms. snsftp. protocol. Snsft pFacade. Dat aSi zes;
inport static comtransm snms. snsftp. protocol. SnsftpFacade. Dat aStr Si zes;

inport comtransm sns. core. util.codec. Base85;

inport java.nio.ByteBuffer;

inport java.util.Arraylist;

inport java.util.Hashtable;

inport java.util.List;

inport java.util.Mp;

inport java.util.UU D

inport java.util.concurrent.atomnic.Atom clnteger;
inport java.util.function.Function;
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inport java.io.lCException;

public class SmsftpBi naryPduDecoder extends Bi naryPDUDecoder {

private final static List<String> validNoencCec = new ArrayList<String>();
private final static List<String> validEncCec = new ArrayList<String>();

private static final Map<Character, PDUType> prefixToTypeLookup =
new Hasht abl e<>();
private static final Map<PDUType, Character> typeToPrefixLookup =
new Hasht abl e<>();
/1 utility function for use for the naps above
private static void bi D AddToLookup(Character c, PDUType p) {
PDUType eval Val ue =
Snsf t pBi nar yPduDecoder . prefi xToTypeLookup. put (¢, p);
assert null == eval Vval ue;
Character eval Val ue2 =
Snsf t pBi nar yPduDecoder . t ypeToPr ef i xLookup. put (p, ¢);
assert null == eval Val ue2;

}

private static SnsftpBinaryPduDecoder thislnstance;
static {
Il initialize instance
Snsf t pBi nar yPduDecoder . t hi sl nstance = new Snsft pBi nar yPduDecoder (
(c) -> SnsftpBinaryPduDecoder. prefixToTypeLookup. get(c),
(p) -> SnsftpBinaryPduDecoder.typeToPrefi xLookup. get(p));

/1 popul ate custom | ookup naps
Snsf t pBi nar yPduDecoder . bi Di AddToLookup(* a',
Snsf t pPDUType. SMSFTP_I NI T) ;
Snsf t pBi nar yPduDecoder . bi Di AddToLookup(' b',
Snsf t pPDUType. SMSFTP_META) ;
Snsf t pBi nar yPduDecoder . bi Di AddToLookup('c',
Snsf t pPDUType. SMSFTP_READY) ;
Snsf t pBi nar yPduDecoder . bi Di AddToLookup(*'d",
Snsf t pPDUType. SMSFTP_DATA) ;
Snsf t pBi nar yPduDecoder . bi Di AddToLookup( ' e',
Snsf t pPDUType. SMSFTP_END) ;
Snsf t pBi nar yPduDecoder . bi Di AddToLookup(' E',
Snsf t pPDUType. SMSFTP_END_WAI T) ;
Snsf t pBi nar yPduDecoder . bi Di AddToLookup("'i",
Smsf t pPDUType. SMBFTP_I NI TI ATOR_| DENTI TY) ;
Snsf t pBi nar yPduDecoder . bi Di AddToLookup('j",
Smsf t pPDUType. SMBFTP_RESPONDER_| DENTI TY) ;

/1 populate valid CEC val ues
val i dNoencCec. add(" XXC") ;

val i dNoencCec. add(" XXX") ;

val i dEncCec. add( " XEX") ;

val i dEncCec. :
val i dEncCec.
val i dEncCec.

}

protected Snsft pBi naryPduDecoder (
Functi on<Character, PDUType> prefixToTypeFunc,
Functi on<PDUType, Character> typeToPrefixFunc) {
super (prefixToTypeFunc, typeToPrefixFunc);
}

public static SnsftpBi naryPduDecoder getlnstance() {
return SnsftpBi naryPduDecoder. t hi sl nst ance;

}

private static String getSubstrAndlncrement(String body,
Atomi cl nteger pointer, int substrSize) {
return body. substring(pointer.get(), pointer.addAndGet(substrSize));
}

@verride
protected List<Chject> decodeBody(
PDUType pduType, String encoded)
throws PDUMal f or nedException {
String body = encoded. substring(1, encoded.|ength()-2);
Li st <Cbj ect > decodedData = new ArraylList<>();

i f(pduType instanceof SnsftpPDUType) {
Snsf t pPDUType sPduType = (Snsft pPDUType) pduType;
swi tch(sPduType) {
case SMSFTP_INIT: {
Atomi cl nteger pointer = new Atoniclnteger(
Dat aSt r Si zes. HEXSEGVENTI D. get Si ze()) ;

if(body.length() < 1) {
t hrow new PDUMal f or nedExcept i on(
"SMSFTP_INIT too short", encoded);
}

Il get Segment Id



invalid",

int segmentld = get HexSegnent | d( body, 3, encoded,
"SMBFTP_INIT", true);
decodedDat a. add( segnent | d) ;

/1l get Session Id

String sessionldStr = getSubstrAndl ncrenent ( body,
pointer, DataStrSizes. SESSI ONI D. get Si ze());

UUI D sessionld = base85ToUUl D(sessionl dStr, encoded,
"SMBFTP_INIT");

/1 then add the extracted Session Id

decodedDat a. add( sessi onl d) ;

if(segmentld !'=0) { // encrypted connections
String excessData = body. substring(pointer.get());
decodedDat a. add( excessDat a) ;

} // do nothing for unencrypted connections

br eak;

case SMBFTP_META: {
Atomicl nteger pointer = new Atoniclnteger(
Dat aStr Si zes. HEXSEGVENTI D. get Si ze()) ;

if(body.length() < 1) {
t hrow new PDUMal f or mnedExcept i on(
" SMBFTP_META too short", encoded);
}

/1l get Segment Id

int segmentld = get HexSegnent | d( body, 3, encoded,
" SMBFTP_META", true);

decodedDat a. add( segnent | d) ;

/1l get Session Id
String sessionldStr = getSubstrAndl ncrenent ( body,
pointer, DataStrSizes. SESSI ONI D. get Si ze());
UUI D sessionld = base85ToUUl D(sessionl dStr, encoded,
" SMBFTP_META") ;
decodedDat a. add( sessi onl d) ;
if(segnentld == 1 || segmentld == 0) {
/1 get CEC
String cecStr = get SubstrAndl ncrenent (body, pointer,
Dat aStr Si zes. CEC. get Si ze());
/1 verify CEC
if(!(segnentld == 1 ? validEncCec :
val i dNoencCec) . cont ai ns(cecStr)) {
t hrow new PDUMal f or mnedExcept i on(
pduType.toString() +
" invalid CEC flag: " + cecStr, encoded);

}

/1 get Segment Count

String segnent Count Str = get Substr Andl ncr enent ( body,
pointer, DataStrSizes. SEGQVENTCOUNT. get Si ze());

I nteger segment Count = base85Tol nt eger (segnent Count Str,

encoded, "SMSFTP_META");

/1 add val ues afterwards

decodedDat a. add( cecStr);

decodedDat a. add( segnment Count ) ;
}

/1 extract checksunisignature
String excessDataStr = body. substring(pointer.get());
bj ect excessData = null;
if(segnentld == 0) { // unencrypted connection
try {
byte[] excessDataBytes
= Base85. decode(excessDataStr);
if(excessDataBytes.length !'=
Dat aSi zes. SHAL_SUM get Si ze()) {
t hrow new PDUMal f or nedExcept i on(
"SMBFTP_META' s SHA1 checksum s size

encoded) ;
excessData = excessDat aBytes;

}
cat ch(l CException e) {
t hrow new PDUMal f or mnedExcept i on(
" SMBFTP_META' s SHA1 checksumis corrupt"”,
encoded) ;

} }

else { // encrypted connection
excessData = excessDataStr;

/1 finally, add excess data
decodedDat a. add( excessDat a) ;

Fi | enane:

}

else {

case SMBFTP_END:
case SVBFTP_END_WAI T:
case SVSFTP_READY:
if(body.length() < DataStrSizes. SESSI ONI D. get Si ze()) {
t hrow new PDUMal f or nedExcept i on(
pduType. toString() +
" too short to fit Session ID', encoded);

}

String sessionldStr = body. substring(0,
Dat aSt r Si zes. SESSI ONI D. get Si ze());

/'l decode sessionld from here

UUI D sessionld = base85ToUUl D(sessi onl dStr, encoded,
pduType. toString());

decodedDat a. add(sessionld); // and add to decoded data

break;

case SMBFTP_DATA: {
Il check if size is |ess than SEGVENTI D
if(body.length() < DataStrSizes. SEGVENTI D. get Si ze()) {
t hrow new PDUMal f or nedExcept i on(
" SMSFTP_DATA too short to fit Segment ID',
encoded) ;

}
String segnent|dStr = body. substring(0,
Dat aSt r Si zes. SEGVENTI D. get Si ze());
/1 decode segmentld from here
I nteger segmentld = null;
try {
byte[] segment|dBytes = Base85. decode(segment!dStr);
ByteBuffer bb = ByteBuffer.allocate(lnteger.BYTES);
for(int i = 0;
i < Integer.BYTES - segnent!|dBytes.|ength;
i++)
bb. put ((byte)0);

}
/1 flip() is required for reading
bb. put (segnment | dBytes).flip();

segnentld = bb.getInt();

}
catch(1 OException e) {
t hrow new PDUMal f or nedExcept i on(
" SMSFTP_DATA's Segnent IDis corrupt”,
encoded) ;

}
decodedDat a. add(segnment1d); // and add to decoded data
/1 get data body from here
String dataBody = body. substring(

Dat aSt r Si zes. SEGVENTI D. get Si ze(), body.length());
decodedDat a. add( dat aBody) ;
break;

case SVSFTP_I NI TI ATOR | DENTI TY:
case SMBFTP_RESPONDER | DENTI TY: {
Atomi cl nteger pointer = new Atoniclnteger(
Dat aSt r Si zes. HEXSEGVENTI D. get Si ze()) ;

int segmentld = get HexSegnent|d(body, 5, encoded,
pduType.toString(), false);
decodedDat a. add( segnent | d) ;

String excessData = body. substring(pointer.get());
decodedDat a. add( excessDat a) ;
break;

}
default: {
/'l code should NEVER reach here
throw new AssertionError("Uncaught PDU Type: " + pduType);

return null;

return decodedDat a;

src/ mai n/ javal/ conf transm sms/ snsf t p/ prot ocol / Snsf t pFacade. j ava

break; e e e e e eeemeeeeeaeaa-
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package com transni sns. snsftp. protocol ; protected void processHeadPayl oad(Cbj ect[] headData) {
if(this.getSmsftpSession().getSessionlntent() ==

inport comtransm sns. core. protocol . Cor eProt ocol Facade; Sessi onl nt ent . DATA_TRANSFER) {
inport comtransm sns. core. protocol . PDU; if(headData != null && headData.length >= 5 &&
inport comtransm sns. core. protocol . PDUEncoder ; headDat a[ 3] instanceof String) {
inport comtransm sns. core. protocol . PDUType; String encryptionMde = (String)headDatal3];
inport comtransm sns. core. protocol . Present er. MessageType; i f(encryptionMde. equal s("enc")) {
inport comtransm sns. core. protocol . Presenter. Pronpt Type; this. get SnsftpSession().setCecEncryption(true);
inport comtransm sns. core. protocol . Presenter. StatusType;
inport comtransm sms. core. protocol . Segnent Manager ; el se if(encryptionMde. equal s("noenc")) {
inport comtransm sms. core. protocol . SnsServi ce; this. get Snsft pSession().setCecEncryption(false);
inport comtransm sns. core. util.codec. Base85; }
inport comtransm sms. core. util.crypto. AES; }
inmport comtransm sms. core. util.crypto. RSA
inmport comtransm sms. snsftp. protocol . Smeft pSessi on. Rol e; el se if(this.getSnsftpSession().getSessionlntent()
inmport comtransm sms. sneftp. protocol . Smeft pSessi on. Sessi onl ntent; == Sessionlntent. PAIR) {
inmport comtransm sms. sneftp. protocol . Smeft pSessi on. Sessi onSt at e; /1 do not hi ng

}
inport java.io.ByteArrayl nput Stream else { // should never happen
inport java.io.ByteArrayQutputStream }
inport java.nio.ByteBuffer; }
inport java.security.KeyPair;
inport java.security. PrivateKey; @verride
inport java.security. PublicKey; protected String[] processReqAndGenRepPayl oad(Cbject[] requestData) {
inport java.util.List; if(requestData != null && requestData.length >= 6)
inport java.util.Mp; if(requestData.length >= 6 && requestData[4] instanceof String &
inport java.util.concurrent. Callable; request Dat a[ 4] . equal s("send") &&
inport java.util.concurrent. Count DownlLatch; requestData[ 5] instanceof String) { // send intent
inport java.util.concurrent. Future; this. get SnsftpSession().setSessionlntent(
inport java.util.function.Bi Function; Sessi onl nt ent . DATA_TRANSFER) ;

Il store filenanme in the SnsftpSession object

inport java.io.lOException; this. get SnsftpSession().setFilenane((String)requestDatal5]);

inport java.security.spec.|nvalidKeySpecException; }
else if(requestData.length >= 5 &&
request Dat a[ 4] instanceof String &&
request Dat a[ 4] . equal s("pair")) { // pair intent

public class SmsftpFacade extends CoreProtocol Facade { this. get Snsft pSession(). set Sessi onl ntent (Sessionlntent. PAIR);
private static final String USER ACCEPT_STATUS_CODE = "0002"; }
public final String SUBPROTOCOL_NAME = “smsftp"; else { // error
}

public final SmsftpSession snsftpSession;
/1 just accept all valid connections

protected final CountDownlLatch processinglLatch = new Count DownLat ch(1); String[] retStr = { USER_ACCEPT_STATUS_CCDE };
private final Count DownlLatch accept PronptLatch = new Count DownLat ch(1); return retStr;
return null;
}
public SnsftpFacade(SmsftpSessi on snsftpSession, SmsService snsService,
int maxPduLifetinme) { @verride
super ( snsf t pSessi on, protected final Runnable processPdu(PDU pdu(bject) {
Snsf t pBi nar yPduDecoder . get | nst ance(), swi tch(this.snsftpSession. get SessionState()) {
Snsf t pText BasedPduDecoder . get | nst ance(), case TERM NATI NG
snsServi ce, return null;
maxPduLi fetine); default: {
this.snsftpSession = snsftpSession; Bi Functi on<Snsft pFacade, PDU, Runnabl e> pdl Function =
} Snsf t pLookupTabl e. get (new Pdl Ent ry(
this.smsftpSession. get SessionState(),
publ i c SnsftpFacade( SmsftpSessi on snsftpSession, SmsService snsService) { pduChbj ect . get PduType()));
this(snsftpSession, snsService, -1); if(pdl Function == null) { // not in |ookup table
} return null; // do nothing
}
else {
return pdl Function. apply(this, pduChject);
public SnsftpSession get SnsftpSession() { }
return this. snsftpSession; }
} }
}
@verride
public String getSubprotocol Nanme() { @verride
return this. SUBPROTOCOL_NANE; final protected void onEstablished() {
} Snsft pSessi on sChj ect = this.getSnsftpSession();
/1 extract |V from Sessionlntent. DATA TRANSFER sessi ons
@verride if(sbject.getSessionintent() != null &&
protected String generateHeadPayl oad() { sCbj ect . get Sessi onl ntent (). equal s(
if(this.getSmsftpSession().getSessionlntent() == Sessi onl nt ent . DATA_TRANSFER) ) {
Sessi onl nt ent . DATA_TRANSFER) { long msb = sObj ect. sessi onl d. get Mbst Si gni ficantBits();
if(this.getSnsftpSession().getEncryptionFlag()) { // encrypted long | sb = sObj ect. sessionld. get Least Si gnificantBits();
return "enc"; ByteBuffer buffer = ByteBuffer.allocate(Long. BYTES*2);
buf f er. put Long( nmsb) ;
return "noenc"; // unencrypted buf f er. put Long( | sb) ;
} sCbject.iv = buffer.array();
el se if(this.getSnmsftpSession().getSessionlntent() }
== Sessionlntent. PAIR) { if(sbject.getRole() == Rol e. RESPONDER) {
return "noenc"; // technically noenc, but not practically necessary Obj ect[] promptArr = {MessageType. PROVPT,
} Pr onpt Type. CONNECTI ON_REQUEST} ;
else { // should never happen this. set Changed();
return null; this.notifyCbservers(pronptArr);
}
} Fut ur e<?> user ConnReqWi t Future = this.pool.submit(() -> {
this. accept Pronpt Lat ch. count Down() ;
@verride 1)
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135

publ

publ

publ

publ

publ

else { // INITIATOR

}

ic void receive() {
this.listen();

ic void insecureSendFile() {
this. connect (this.getSnmsftpSession().connection.peerMn +
"I/send/" + this.getSnmsftpSession().getFilename());

ic void secureSendFile() {
this. connect (this.getSnmsftpSession().connection.peerMn +
"I/send/" + this.getSnmsftpSession().getFilename());

ic void pair() {

/'l register our own segnent nanager

this.registerSegMan( Snsft pPDUType. SMSFTP_RESPONDER | DENTI TY,
this.snsftpSession.identitySegnents);

/1 set session waiting state first (simlar to CONNECTED)

Snsf t pFacade. set St at eAndNot i fy(this,

/1 then connect as usual

this. connect (this.getSnmsftpSession().connection.peerMn +
“lpair");

ic void accept Request Aft er Pronpt (byte[]
Snsf t pFacade. | ogAndNot i fy(this, MessageType.|NFO
"User accepted the smsftp request");

/1 continue all operations if needed
/1 wake the awaiting thread
this. accept Pronpt Lat ch. count Down() ;

if(this.getSnmsftpSession().getSessionlntent() ==
Sessi onl nt ent. DATA_TRANSFER) {
/1 send INIT PDU(s) depending on encryption
if(this.smsftpSession. getEncryptionFlag()) { // encrypted
/'l check first if the keys given are legitimate
if(enckey == null || authkey == null) {
assert fal se;

}

try {
RSA. gener at ePubl i c(enckey) ;
RSA. gener at ePubl i c(aut hkey) ;

}
cat ch(lnval i dkeySpecException e) {
assert fal se;

}

/1 set session's authkey
this. get Snsft pSession(). aut hkey = aut hkey;
/1 construct AES key to be used
this. get SnsftpSession().fileEncKey = AES. generateKey();
/'l encrypt aesKey
ByteArrayl nput Streamis = new Byt eArrayl nput St rean{(
this. get Snsft pSession().fil eEncKey);
Byt eArrayQut put St ream os = new Byt eArrayQut put Strean() ;
try {
RSA. encrypt (enckey, is,
os. flush();

0s);

}
cat ch(l CException e) {
assert false; // NOTE
11 just using ByteArray streams

}
String encEncAesKey = Base85. encode(os.toByteArray());
String[] encEncAesKeyParts = new String[3];
encEncAesKeyParts[1] = "";
encEncAesKeyParts[2] = "";
i f(encEncAesKey. | ength() < 135) {

encEncAesKeyParts[ 0] = encEncAesKey;

}
el se if(encEncAesKey.length() >= 135 &&
encEncAesKey. | ength() < 270) {
encEncAesKeyParts[ 0] = encEncAesKey. substring(O0,
encEncAesKeyParts[1] = encEncAesKey. substring(135);

else {
encEncAesKeyPart s[ 0]
encEncAesKeyPart s[ 1]

encEncAesKey. substring(0,

encEncAesKeyParts[2] = encEncAesKey. substring(270,
encEncAesKey. | ength());
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SessionState. | NI TIATOR WAIT) ;

enckey, byte[] authkey) {

shoul d never happen since we are

135);

135);
encEncAesKey. substring(135, 270);

I

this.smsftpSession. encodedl nitPdu = new String[3];
/'l construct the INIT PDUs to be sent

this.snsftpSession. encoded! ni t Pdu[ 0] = (new PDUEncoder (true))

. appendPr ef i x( Snsf t pPDUType. SMSFTP_I NI T,
Snsf t pBi nar yPduDecoder . get | nst ance())

. appendHexSegnent 1 d(1) // multipart
. appendSessi onl d(thi s. snmsft pSessi on. sessi onl d)
. appendSt ri ng( encEncAesKeyPart s[ 0] )
.finalizePDU);

ids start at 1

this.snmsftpSessi on. encoded! ni t Pdu[ 1] = (new PDUEncoder (true))

. appendPr ef i x( Snsf t pPDUType. SMSFTP_I NI T,
Snsf t pBi nar yPduDecoder . get | nst ance())

. appendHexSegnent 1 d(2) // multipart
. appendSessi onl d(thi s. snsft pSessi on. sessi onl d)
. appendSt ri ng( encEncAesKeyParts[ 1] )
.finalizePDU);

ids start at 1

this.snsftpSession. encoded! ni t Pdu[ 2] = (new PDUEncoder (true))

. appendPr ef i x( Snsf t pPDUType. SMSFTP_I NI T,
Snsf t pBi nar yPduDecoder . get | nst ance())
. appendHexSegnent 1 d(3) // multipart
. appendSessi onl d(t hi s. snsft pSessi on. sessi onl d)
. appendSt ri ng( encEncAesKeyPart s[ 2] )
.finalizePDU);
/1 finally, send the nmessages
this.smsService. sendMessage(
this.smsftpSessi on. encodedl! ni t Pdu[ 0] ) ;
this.smsService. sendMessage(
this.smsftpSessi on. encodedl! ni t Pdu[ 1] ) ;
this.snmsService. sendMessage(
this.smsftpSessi on. encodedl! nit Pdu[ 2] ) ;

else { // unencrypted
this.smsftpSession. encodedl nitPdu = new String[1];
/1 construct and send the INIT PDU

ids start at 1

this.snmsftpSession. encoded! ni t Pdu[ 0] = (new PDUEncoder (true))

. appendPr ef i x( Snsf t pPDUType. SMSFTP_I NI T,
Snsf t pBi nar yPduDecoder . get | nst ance())
. appendHexSegnent 1 d(0) // non-nul tipart
. appendSessi onl d(t hi s. snmsft pSessi on. sessi onl d)
.finalizePDU);

this.smsService. sendMessage(
this.smsftpSessi on. encodedl! ni t Pdu[ 0] ) ;

Il register encodedlnitPdu Array for retransmi ssion

this.registerRetrans(SnsftpPDUType. SMSFTP_I NI T,
this.smsftpSessi on. encodedl ni t Pdu) ;

Il finally, set state

Snsf t pFacade. set St at eAndNot i fy(this,

}
el se if(this.getSmsftpSession().getSessionlntent()
== Sessionlntent. PAIR) {
Il generate keys and encode them properly
this.snsftpSession. generatePairingldentity();

byte[] pubEncKey =
this.smsftpSession. | ocal EncKeypair. get Public()
. get Encoded() ;

byte[] pubAuthKey =

this.snsftpSession. | ocal Aut hKeypair. get Public()
. get Encoded() ;
String concat enat edKeys =

ids start

SessionState. | Nl T_SENT);

at 0

Base85. encode( pubEncKey) + "¥" + Base85. encode( pubAut hKey) ;

/1 construct and send the SMSFTP_RESPONDER | DENTI TY PDUs
int p=0;
for(int i =0; i <5; i++) {
Il construct each PDU
String payload = "";
if(p < concatenatedKeys. |l ength()) {
payl oad = concat enat edKeys. substring(p,

+155 < concat enat edKeys. | engt hi ? p+155 :
p Yy 9 p

concat enat edKeys. | engt h());

}
this.smsftpSessi on. encodedKeyPdu[i]

= (new PDUEncoder (true))

. appendPr ef i x( Snsf t pPDUType. SMSFTP_RESPONDER _| DENTI TY,

Snsf t pBi nar yPduDecoder . get | nst ance())
. appendHexSegnent | d(i +1) // multipart
. appendSt ri ng( payl oad)
.finalizePDU);
Il then send each nmessasge
this.smsService. sendMessage(
this.snmsftpSessi on. encodedKeyPdu[i]);
p=p+155;

}
Snsft pFacade. | ogAndNoti fy(this, MessageType. | NFO,

"Sent |ast responder identity PDU to receiver");
Il register encodedKeyPdu Array for retransnission

this.registerRetrans(SnsftpPDUType. SMSFTP_RESPONDER | DENTI TY,

this.smsftpSessi on. encodedKeyPdu) ;
Il register our own segnent nanager

ids start at 1



this.registerSegMan( Snsft pPDUType. SMSFTP_I NI TI ATOR_| DENTI TY, @verride

this.snsftpSession.identitySegnents); protected Future<?> subnitTol nternal Pool (Runnabl e task) {
/1 start a new thread for repeated sending of END PDUs return super. subnit Tol nternal Pool (task);
this. sendEndPduRepeat edl y(); }

/1 finally, set state
Snsf t pFacade. set St at eAndNot i fy(this,
Sessi onSt at e. RESPONDER_KEY_EXCHANGE) ;

} /1111 utility functions
else { // should never happen protected static void | ogAndNot i fy(SmsftpFacade sel f, MessageType t,
} String nessage) {
} Object[] logArr = {t, message};
Snsf t pFacade. set ChangedAndNot i f yCbservers(sel f, | ogArr);
public void rejectRequest AfterPronpt(String reason) { }
}
protected static void setStateAndNotify(SnsftpFacade self,
public void rejectRequest AfterPrompt () { Sessi onSt at e newsSt at e)
Snsft pFacade. | ogAndNot i fy(this, MessageType.|NFO Snsf t pFacade. get AndSet St at eAndNot i fy(sel f, newState);
"User rejected the smsftp request"); }
this.rejectRequest AfterPronpt(null);
} protected static SessionState get AndSet St at eAndNot i fy( Snsft pFacade sel f,
Sessi onState newState) {
/** SessionState ol dState =
* sel f. snsf t pSessi on. get AndSet Sessi onSt at e( newSt at e) ;
* @eturn a reference to the internal byte[] object used for storing Snsf t pFacade. set ChangedAndNot i f yCbservers(sel f, MessageType. STATUS,
* data to be sent/received St at usType. STATE_CHANGED, ol dState, newState);
*/ return ol dState;
public byte[] getDataBytes() { }
return this.snsftpSession. dat aBytes;
} protected static void set ChangedAndNot i f yObser ver s( Cor ePr ot ocol Facade sel f,
Ghject ... 0)
protected void sendEndPduRepeat edl y() { Cor ePr ot ocol Facade. set ChangedAndNot i f yCbservers(sel f, o);
this. subm t Tol nternal Pool (() -> { }
Snsft pFacade. | ogAndNot i fy(this, MessageType.|NFO }
"Waiting until peer has conpleted");
/1 loop until interrupt or SnsService error

whi | e(! Thread. current Thread().islnterrupted() &&
I'this. smeftpSession. get Sessi onState(). equal s(
Sessi onSt at e. TERM NATING)) {
try {
this.snsService. sendMessage( new PDUEncoder (true)
. appendPr ef i x( Snsf t pPDUType. SMSFTP_END,

Snsf t pBi nar yPduDecoder . get | nst ance()) package com transm sns. snsftp. protocol ;
. appendSessi onl d( t hi s. snsf t pSessi on. sessi onl d)
.finalizePDU()); inport comtransnisns. core. protocol . CoreProt ocol Facade;
/1 try again after maxPdulLifetine inport comtransnisns. core. protocol . PDU;
Thr ead. sl eep( inport comtransmi sns. core. protocol . PDUEncoder ;
this. coreSession. connection. maxPduLifetine); inport comtransm sns.core. protocol.Presenter. MessageType;
inport comtransm sns. core. protocol . Presenter. StatusType;
cat ch( I nterruptedException e) { inport comtransmi sns. core. protocol . Segment Manager ;
/'l preserve interrupt status inport comtransm sns. snsftp. protocol . Smsft pSessi on. Sessi onSt at e;
Thread. current Thread().interrupt();
break; // then break the |oop inport comtransm sns. core. util.codec. Base85;
} inport comtransm snms.core. util.conpression. XzZ;
} inport comtransm sns.core.util.crypto. AES;
1) inport comtransm sns.core.util.crypto. RSA;
} inport comtransm sns.core.util.crypto. RSA;
/* inport java.io.ByteArrayl nput Stream
/1 operations for pronpt feedbacks (for U, CLI, tester, etc.) inport java.io.ByteArrayQutputStream
public void continueQperation(); inport java.io.lnputStream
public void cancel Operation(); // inport java.io.Pipedl nput Stream
Il errcode depends on the situation inport java.io.PipedQutputStream
Il - no pronpt: user cancel inport java.security. MessageDi gest;
Il - pronpt: the real cause inport java.util.Arrays;
11 i.e. timeout inport java.util.Hashtable;
11 inport java.util.Mp;
*/ inport java.util.concurrent. Future;

inport java.util.concurrent.atom c. Atoniclnteger;

inport java.util.function.Bi Function;

inport org.apache. conmons. i 0. out put . Count i ngQut put St ream
/111 exposed functions for use by package and subcl asses

@verride inport java.io.lCException;
protected List registerRetrans(PDUType k, List<String> v) { inport java.security. NoSuchAl gorithnException;
return super.registerRetrans(k, v); inport java.util.concurrent.ExecutionException;
}
@verride
protected List registerRetrans(PDUType k, String[] a) { public class SmsftpLookupTable {
return super.registerRetrans(k, a); [**
} * Container class for use by encrypt AndConpact ()
*/
@verride private static class ConpEncData {
protected Segnent Manager registerSeghvan(PDUType k, Segnent Manager v) { public bool ean conpressAfter = fal se;
return super.registerSeghan(k, v); public byte[] data = null;
} }
@verride
protected <T> Future<T> subnit Tol nternal Pool (Cal | abl e<T> task) {
return super. submni t Tol nt er nal Pool (task); private static final Map<Pdl Entry,
} Bi Functi on<Snsft pFacade, PDU, Runnabl e>> | ookupTable =

new Hasht abl e<>();
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static { //

initialize | ookupTable
Bi Functi on<Snsft pFacade, PDU, Runnabl e> eval Val ue =
null; // only used for asserts
eval Val ue = | ookupTabl e. put (
new Pdl Entry(
Sessi onSt at e. CONNECTED, Snsf t pPDUType. SMSFTP_INIT) ,

(t, u) -> SnsftpLookupTabl e. createlnitReceivedTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(
Sessi onState. | Nl T_RECEI VED, SnsftpPDUType. SMSFTP_INIT),

(t, u) -> SnsftpLookupTabl e. creat eResendMet aTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(
Sessi onState. | Nl T_RECEI VED, SnsftpPDUType. SMSFTP_READY) ,

(t, u) -> SneftpLookupTabl e. creat eReadyRecei vedTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(
SessionState. | Nl T_SENT, SnsftpPDUType. SMSFTP_META) ,

(t, u) -> SnsftpLookupTabl e. creat eMet aRecei vedTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(
Sessi onSt at e. RECEI VI NG_DATA, Snsft pPDUType. SMSFTP_META) ,

(t, u) -> SneftpLookupTabl e. creat eResendReadyTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(

Sessi onSt at e. RECEI VI NG_DATA,

Snsf t pPDUType. SNSFTP_DATA)

(t, u) -> SneftpLookupTabl e. creat eProcessDataTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(
Sessi onSt at e. RECEI VI NG_DATA, Snsft pPDUType. SMSFTP_END) ,

(t, u) -> SnsftpLookupTabl e. creat eSendWai t Task(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(
SessionState. | Nl TI ATOR_ WAI T,
Snsf t pPDUType. SMSFTP_RESPONDER | DENTI TY)

(t, u) -> SneftpLookupTabl e. createProcFirst RespDataTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(

SessionState. | Nl TI ATOR_ WAI T, Snsft pPDUType. SMSFTP_END) ,

(t, u) -> SnsftpLookupTabl e. creat eSendWai t Task(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(

Sessi onState. | NI TI ATOR_KEY_EXCHANGE,

Snsf t pPDUType. SMSFTP_RESPONDER | DENTI TY)

(t, u) -> SnsftpLookupTabl e. creat eProcessRespDat aTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(

Sessi onSt at e. | NI TI ATOR_KEY_EXCHANGE, Smsf t pPDUType. SVBFTP_END)

(t, u) -> SnsftpLookupTabl e. creat eSendWai t Task(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(

Sessi onSt at e. RESPONDER_KEY_EXCHANGE,

Snsf t pPDUType. SMSFTP_I NI TI ATOR | DENTI TY)

(t, u) -> SneftpLookupTabl e. createProcessl nitDataTask(t,
assert null eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(

u);

Sessi onSt at e. RESPONDER _KEY_EXCHANGE, Smsf t pPDUType. SMBFTP_END)

(t, u) -> SnsftpLookupTabl e. creat eSendWai t Task(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(

Sessi onSt at e. COMPLETED, Snsft pPDUType. SMSFTP_END) ,

(t, u) ->

Snsf t pLookupTabl e. cr eat eConpl et edEndRecei vedTask(t, u));
assert null == eval Val ue;
eval Val ue = | ookupTabl e. put (

new Pdl Entry(
Sessi onSt at e. COVPLETE_WAI T, Snsft pPDUType. SMSFTP_END) ,

(t, u) ->
Snsf t pLookupTabl e. cr eat eConpl et eWai t EndRecei vedTask(t, u));
assert null == eval Val ue;

eval Val ue = | ookupTabl e. put (
new Pdl Entry(
Sessi onSt at e. TERM NATI NG, Snsf t pPDUType. SMSFTP_END) ,
(t, u) ->
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Snsf t pLookupTabl e. cr eat eConpl et edEndRecei vedTask(t, u));
assert null == eval Vval ue;
Pdl Entry[] doNot hingEntries = {

new Pdl Entry(
Sessi onSt at e. SENDI NG_DATA, Snsf t pPDUType. SVMSFTP_I NI T),
new Pdl Ent ry(

Sessi onSt at e. SENDI NG_DATA, Snsf t pPDUType. SMSFTP_READY) ,
new Pdl Entry(

Sessi onSt at e. COMPLETED,
new Pdl Entry(

Sessi onSt at e. COMPLETED,
new Pdl Entry(

Sessi onSt at e. COMPLETED,
new Pdl Entry(

Sessi onSt at e. COMPLETED,
new Pdl Entry(

Sessi onSt at e. COMPLETED,
new Pdl Entry(

Sessi onSt at e. COMPLETED,
new Pdl Entry(

Sessi onSt at e. COVPLETE_WAI T,
new Pdl Entry(

Sessi onSt at e. COVPLETE_WAI T,
new Pdl Entry(

Sessi onSt at e. COVPLETE_WAI T,
new Pdl Entry(

Sessi onSt at e. COVPLETE_WAI T,
new Pdl Entry(

Sessi onSt at e. COVPLETE_WAI T,
Smsf t pPDUType. SMBFTP_I NI TI ATOR_| DENTI TY)

new Pdl Entry(

Sessi onSt at e. COVPLETE_WAI T,

Smsf t pPDUType. SMBFTP_RESPONDER_| DENTI TY)

new Pdl Entry(

Sessi onSt at e. COWPLETE_WAI T, Snsf t pPDUType. SMSFTP_END_WAI T) ,
new Pdl Entry(

Sessi onSt at e. TERM NATI NG Snsf t pPDUType. SMSFTP_INIT) ,

new Pdl Entry(

Sessi onSt at e. TERM NATI NG,
new Pdl Entry(

Sessi onSt at e. TERM NATI NG,
new Pdl Entry(

Sessi onSt at e. TERM NATI NG,
new Pdl Entry(

Sessi onSt at e. TERM NATI NG,
new Pdl Entry(

Sessi onSt at e. TERM NATI NG,
new Pdl Entry(

Sessi onSt at e. TERM NATI NG,

Smsf t pPDUType. SMBFTP_I NI T),
Snsf t pPDUType. SMSFTP_META) ,
Snsf t pPDUType. SMSFTP_READY) ,
Smsf t pPDUType. SMBFTP_DATA) ,
Smsf t pPDUType. SMBFTP_I NI TI ATOR_| DENTI TY)
Smsf t pPDUType. SMBFTP_RESPONDER_| DENTI TY)
Smsf t pPDUType. SMBFTP_I NI T),

Snsf t pPDUType. SMSFTP_META) ,

Snsf t pPDUType. SMSFTP_READY) ,

Sisf t pPDUTy pe. SMSFTP_DATA) ,

Smsf t pPDUTy pe. SMSFTP_NETA) ,

Snsf t pPDUType. SMSFTP_READY) ,
Smsf t pPDUType. SMBFTP_DATA) ,
Smsf t pPDUType. SMBFTP_I NI TI ATOR_| DENTI TY)
Smsf t pPDUType. SMBFTP_RESPONDER_| DENTI TY)

Sisf t pPDUTy pe. SMSFTP_END_WAI T),

1
for(Pdl Entry e : doNothingEntries) {

}

Pdl Entry[]

eval Val ue = | ookupTabl e. put (e,
(t, u) -> SnsftpLookupTabl e. creat eDoNot hi ngTask(t,
assert null == eval Val ue;

u));

errorEntries = {
new Pdl Entry(

Sessi onSt at e. CONNECTED,
new Pdl Entry(

Sessi onSt at e. CONNECTED,
new Pdl Entry(

Sessi onSt at e. CONNECTED,
new Pdl Entry(

Sessi onSt at e. CONNECTED,
new Pdl Entry(

Sessi onSt at e. CONNECTED,
new Pdl Entry(

Sessi onSt at e. CONNECTED,
new Pdl Entry(

Sessi onSt at e. CONNECTED,
new Pdl Entry(

Sessi onSt at e. | Nl T_RECEI VED, Snsft pPDUType. SVSFTP_META) ,
new Pdl Entry(

Sessi onSt at e. | Nl T_RECEI VED, Snsft pPDUType. SVSFTP_DATA) ,
new Pdl Entry(

Sessi onSt at e. | NI T_RECE! VED,

Smsf t pPDUTy pe. SMSFTP_NETA) ,

Snsf t pPDUType. SMSFTP_READY) ,
Smsf t pPDUType. SMBFTP_DATA) ,
Smsf t pPDUType. SMBFTP_I NI TI ATOR_| DENTI TY)
Smsf t pPDUType. SMBFTP_RESPONDER_| DENTI TY)
Smsf t pPDUType. SMBFTP_END) ,

Smsf t pPDUTy pe. SMSFTP_END_WAI T)

Smsf t pPDUType. SMSFTP_I NI TI ATOR_| DENTI TY) ,

new Pdl Entry(
Sessi onSt at e. | NI T_RECEI VED,

Sisf t pPDUTy pe. SMSFTP_RESPONDER _| DENTI TY) ,

new Pdl Entry(

Sessi onSt ate. | Nl T_RECEI VED, Snsft pPDUType. SMSFTP_END) ,

new Pdl Entry(

Sessi onSt at e. | NI T_RECEI VED, Snsft pPDUType. SMSFTP_END_WAI T),
new Pdl Entry(

Sessi onState. | NI T_SENT, SnsftpPDUType. SMSFTP_INIT),

new Pdl Entry(

Sessi onState. | NI T_SENT, Snsft pPDUType. SMSFTP_READY) ,

new Pdl Entry(



SessionState. | NI T_SENT,

new Pdl Entry(

Sessi onState. | NI T_SENT,

new Pdl Entry(

Sessi onState. | NI T_SENT,

new Pdl Entry(

Sessi onState. | NI T_SENT,

new Pdl Entry(

SessionState. | Nl T_SENT,

new Pdl Entry(

Sessi onSt at e. SENDI NG_DATA, Snsf t pPDUType. SVMSFTP_META) ,

new Pdl Entry(

Sessi onSt at e. SENDI NG_DATA, Snsf t pPDUType. SVMSFTP_DATA) ,

new Pdl Entry(

Sessi onSt at e. SENDI NG_DATA,

Snsf t pPDUType. SMSFTP_I NI TI ATOR | DENTI TY)

new Pdl Entry(

Sessi onSt at e. SENDI NG_DATA,

Snsf t pPDUType. SMSFTP_RESPONDER | DENTI TY)

new Pdl Entry(

Sessi onSt at e. SENDI NG_DATA, Snsft pPDUType. SMSFTP_END) ,

new Pdl Entry(

Sessi onSt at e. SENDI NG_DATA, Snsft pPDUType. SMSFTP_END_WAI T) ,

new Pdl Entry(

Sessi onSt at e. RECEI VI NG_DATA, Snsft pPDUType. SMSFTP_INIT),

new Pdl Entry(

Sessi onSt at e. RECEl VI NG_DATA, Snsft pPDUType. SMSFTP_READY) ,

new Pdl Entry(

Sessi onSt at e. RECEI VI NG_DATA,

Snsf t pPDUType. SMSFTP_I NI TI ATOR | DENTI TY)

new Pdl Entry(

Sessi onSt at e. RECEl VI NG_DATA,

Snsf t pPDUType. SMSFTP_RESPONDER | DENTI TY)

new Pdl Entry(

Sessi onSt at e. RECEI VI NG_DATA,

new Pdl Entry(

SessionState. | Nl TI ATOR_ WAI T,

new Pdl Entry(

SessionState. | Nl TI ATOR_ WAI T,

new Pdl Entry(

SessionState. | Nl TI ATOR_ WAI T,

new Pdl Entry(

SessionState. | Nl TI ATOR_ WAI T,

new Pdl Entry(

SessionState. | Nl TI ATOR_ WAI T,
Snsf t pPDUType. SMSFTP_I NI TI ATOR | DENTI TY)

new Pdl Entry(

SessionState. | Nl TI ATOR_ WAI T,

new Pdl Entry(

Sessi onState. | NI TI ATOR_KEY_EXCHANGE,

new Pdl Entry(

Sessi onState. | NI TI ATOR_KEY_EXCHANGE,

new Pdl Entry(

Sessi onState. | NI TI ATOR_KEY_EXCHANGE,

new Pdl Entry(

Sessi onState. | NI TI ATOR_KEY_EXCHANGE,

new Pdl Entry(

Sessi onState. | NI TI ATOR_KEY_EXCHANGE,

Snsf t pPDUType. SMSFTP_I NI TI ATOR | DENTI TY)

new Pdl Entry(

Sessi onState. | Nl TI ATOR_KEY_EXCHANGE,

Snsf t pPDUType. SMSFTP_END VAI T),

new Pdl Entry(

Sessi onSt at e. RESPONDER_KEY_EXCHANGE,

new Pdl Entry(

Sessi onSt at e. RESPONDER_KEY_EXCHANGE,

new Pdl Entry(

Sessi onSt at e. RESPONDER_KEY_EXCHANGE,

new Pdl Entry(

Sessi onSt at e. RESPONDER_KEY_EXCHANGE,

new Pdl Entry(

Sessi onSt at e. RESPONDER_KEY_EXCHANGE,

Snsf t pPDUType. SMSFTP_RESPONDER | DENTI TY)

new Pdl Entry(

Sessi onSt at e. RESPONDER_KEY_EXCHANGE,

Snsf t pPDUType. SMSFTP_END VAI T),

new Pdl Entry(

Sessi onSt at e. COMPLETED, Snsft pPDUType. SMSFTP_END_WAIT) ,

Snsf t pPDUType. SMBFTP_DATA) ,

Snsf t pPDUType. SMBFTP_END)

Smsf t pPDUType. SMBFTP_END_WAI ),

Smsf t pPDUType. SMBFTP_END_WAI T)
Smsf t pPDUType. SMBFTP_INIT),
Snsf t pPDUType. SMSFTP_META) ,
Snsf t pPDUType. SMSFTP_READY) ,

Sisf t pPDUTy pe. SMSFTP_DATA) ,

Smsf t pPDUType. SMBFTP_END_WAI T)
Smsf t pPDUType. SMBFTP_I NI T),
Snsf t pPDUType. SMSFTP_META) ,
Snsf t pPDUType.

Smsf t pPDUTy pe. SMSFTP_DATA) ,

Smsf t pPDUType. SMSFTP_I NI T)

Smsf t pPDUType. SMBFTP_NETA)
Snsf t pPDUType.

Sisf t pPDUTy pe. SMSFTP_DATA) ,

h
for(Pdl Entry e : errorEntries) {

eval Val ue = | ookupTabl e. put (e,
(t, u) -> SnsftpLookupTabl e. creat ePDUM smat chTask(t, u));
assert null == eval Val ue;
}
}
/111 "action" functions

public static Runnabl e createDoNot hi ngTask(
Snsft pFacade t Cbj ect, PDU uCbject) {
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Smsf t pPDUType. SMBFTP_I NI TI ATOR | DENTI TY) ,

Smsf t pPDUType. SMBFTP_RESPONDER | DENTI TY) ,

SMBFTP_READY) ,

SMBFTP_READY) ,

return ()

->{h

public static Runnabl e createPDUM snat chTask(
Snsf t pFacade t (bj ect, PDU uChject) {
return () -> {};

}

public static Runnabl e createl nitRecei vedTask(
Snsf t pFacade t Cbj ect, PDU uCbject) {
return () -> { tQbject.submitTolnternal Pool (() -> {
/1 initialize segnent manager if not yet initialized
Snsft pSessi on sChj ect = tCbject. snsftpSession;

bool ean i sChanged = fal se;
if(sbject.getEncryptionFlag()) {

i sChanged = sCbj ect.initSegnents. conpar eAndSet (
nul |, new Segnent Manager(3));
}
el se {
i sChanged = sQbj ect.initSegnents. conpar eAndSet (

nul |, new Segnent Manager(1));
}
if(isChanged) { // register new segnent manager
t Obj ect . regi st er SegMan(
Snsf t pPDUType. SMSFTP_I NI T, sCbj ect.initSegnents.get());

}

synchroni zed(sObj ect . i ni t Segnents) {
/1 validate uChject and extract available data
Obj ect[] uData = uCbject.getData();
if(ubata == null ||
uData.length < 2 || !(uData[O0]
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
"Cot problematic INIT PDU data");
/1 just return on invalid cases

instanceof Integer)) {

return;
}
int segnum = (Integer)(uData[0]);
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE, "Received INIT part " + segnum;

/1l update segment and determine if all
final String[][] veriArrC = { null };
if(sQbject.getEncryptionFlag()) { //
/1 get encrypted AES segnent
String encAesSeg = null;
if(ubData.length == 3 & uData[2] instanceof String) {
encAesSeg = (String)(uData[2]);

PDUs are conpl eted

if encrypted/nultipart

}
else { // invalid case, just return asap
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE, "Erratic INIT part " +
segnun ;
return;

}

/1 update segment and check if conpleted
if(sObject.initSegnents. get().updateSegnent (
encAesSeg, segnum 1) &&
sCbj ect.initSegnents. get (). get Conpl etedString()
'=null) {
Il set lock and exit if already |ocked
if(sObject.processingStarted. get AndSet (true)) {
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
"CGot another INIT while processing");
return;

}
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG,
"INIT PDUs conpl ete; reassenbling segnents");

/1 process INT PDU(s) if already conpleted

final CompEncData[] xeRetVal C = { null };
final CompEncData[] ceRetValC = { null };
final byte[][] aesKeyC = { null };

1111 #p1

Future cecFuture = t(bj ect. submit Tol nt er nal Pool (
0 ->{
/1 extract AES key #pl
try {
Byt eArrayCQut put St ream baos =
new Byt eArrayQut put Strean();
encAesKey = Base85. decode(
sCbj ect.initSegnments. get ()
. get Conpl etedString());
/1 decrypt and validate consolidated key
RSA. decr ypt (sQbj ect . enckey,

byte[]



new Byt eArrayl nput St rean( encAesKey),
baos);
aesKey([ 0] = baos.toByteArray();

}
cat ch(1 CException e) {
assert false; // should never happen

}

/'l check cases for CEC, CEX, and XEC #p1x3
Future xeFuture = t Cbj ect. subm t Tol nt er nal Pool (
0 ->A{
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO,
"Encrypting file...");
/1l encrypt file #pl.1 XEX + XEC
xeRet Val ([ 0] = encrypt AndConpact (
new Byt eArrayl nput St rean(
sChj ect . dat aBytes), aesKey( 0],
sChject.iv);
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO, "Encryption done");
1

Future ceFuture = t Cbj ect. submi t Tol nt er nal Pool (
0 ->A{
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO,
"Conpressing file (first pass)...");
/1 conpress file #pl.2 CE?
/'l prepare Piped streams for use |ater
final PipedlnputStreampis =
new Pi pedl nput Strean();
Pi pedQut put Stream t pos = nul | ;
try {
tpos = new Pi pedQut put Strean(pis);

}
cat ch(l CException e) {
assert false; // should never happen

}
final PipedCQutputStream pos = tpos;
/1 spawn to a new thread to avoid
/1 Pi ped* deadl ocks
Future pipedFuture =
t Cbj ect . subni t Tol nt ernal Pool (() -> {
try {
XZ. conpr ess(new Byt eArrayl nput St r ean(
sChj ect . dat aByt es), pos);

}
cat ch(1 CException e)
assert false; // should never happen

/1 since we're just using

/1 byte arrays or simlar

}
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO,
"Conpression (first pass) done");
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO,
"Conpressing file (second
pass)...");
1)
try {
/1 encrypt and try to further conpress
/1 conpressed file #pl.2 CEC + CEX
ceRet Val ([ 0] = encrypt AndConpact (pi s,
aesKey([ 0], sChject.iv);
/1 while processing pipedFuture
pi pedFut ure. get ();

}
cat ch( I nterruptedException e) {
/'l 1og event
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
"CEC processing 2 interrupted");
/'l preserve interrupt status
Thread. current Thread().interrupt();
return; // return ASAP

/'l shoul d never happen
cat ch( Executi onException e) {
/'l 1og event
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
"CEC processing 2 exception: " +
e);
return; // return ASAP
}
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,

MessageType. | NFO,
" Conpressi on (second pass) done");
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/1 join here and conpare sizes #pl
try {

xeFuture. get();

ceFuture. get();

}
catch(I nterruptedException e) {
Il 1og event
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
"CEC processing interrupted");
/1l preserve interrupt status
Thread. current Thread().interrupt();
return; // return ASAP

cat ch(Executi onException e) { // should never happen
Il 1og event
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
" CEC processing exception:
return; // return ASAP

+e);

{ I/ conpare sizes and select the smallest one
bool ean conpressPrior =
ceRet Val ([ 0] . data. |l ength >
xeRet Val ([ 0] . dat a. | engt h;

sCbj ect. cecPreConpression = conpressPrior;
s(bj ect . cecPost Conpr essi on = conpressPrior ?
ceRet Val C[ 0] . conpressAfter
xeRet Val ([ 0] . conpressAfter;

Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. DEBUG
"Converted data length: " +
(conpressPrior ?
ceRet Val ([ 0] . data.l ength :
xeRetVal [ 0] . data. | ength));

/1 convert to Base85 #pl
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO,
"Encodi ng data...");
String encoded = Base85. encode(conpressPrior ?
ceRetVal ([ 0] .data : xeRetVal (0].data);
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO, "Encodi ng done");
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. DEBUG
"Encoded | ength: " + encoded.|ength());

/1 split encoded data
int index = 0;
final Atomiclnteger i = new Atoniclnteger(1);
whi | e(index < encoded. | ength()) {
String str = encoded. substring(index,
Mat h. mi n(i ndex+153,
encoded. | ength()));
s(bj ect . dat aPdu. add( new PDUEncoder (true)
. appendPr ef i x(
Snsf t pPDUType. SMSFTP_DATA,
Snsf t pBi nar yPduDecoder
.getlnstance())
. appendBi nar ySegnent | d(
i.getAndl ncrenent())
.appendString(str)
.finalizePDU());
i ndex+=153;

}
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. DEBUG,
"Segnment count: " +
s(bj ect . dat aPdu. si ze());
Il register dataPdu List for retransmission
t Obj ect. regi sterRetrans(
Snsf t pPDUType. SMSFTP_DATA,
s(bj ect . dat aPdu) ;

encoded = nul | ;
}
1)

1111 #p2
Future sigFuture = tCbject.submit Tol nt er nal Pool (
() ->{ /1 generate RSA signature #p2
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO, "Signing...");
try {
byte[] signature = RSA. sign(sObject. authkey,



new Byt eArrayl nput St rean(
sChj ect . dat aBytes));
String veriString = Base85. encode(si gnature);
veri Air 0] = new String[3];
veri AirC[0][0] = veriString.substring(0, 128);
veriArrd0][1] =
veri String. substring(128, 263);
veri AirC[0][2] = veriString.substring(263,
veri String.length());

}
cat ch(1 CException e) {
assert false; // should never happen

}
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO, "Si gning done");
1

/111 join pl and p2

try {
cecFuture.get();
sigFuture. get();

}
cat ch( I nterruptedException e) {
/'l l1og event
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
"CEC processing and signing interrupted");
/'l preserve interrupt status
Thread. current Thread().interrupt();
return; // return ASAP

cat ch(Executi onException e) { // should never happen
/'l 1og event
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
" CEC processing/ signing exception:
return; // return ASAP

+ e);

}

else { // unencrypted, single part
/1 update with virtually enpty contents (and can be only
/1 executed once)
if(sObject.initSegnents. get().updateSegnent("", segnum)) {
/1 check cases for XXC and XXX #ql
Future xxcFuture = tCbject.subm t Tol nt er nal Pool (
0 ->A{
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO, "Conpressing file...");
Byt eArrayQut put St ream baos =
new Byt eArrayQut put Strean();
try { // conpress file
XZ. conpress(new Byt eArrayl nput St r ean(
sCbj ect . dat aByt es), baos);

}
cat ch(l CException e) {
assert false; // should never happen

/1 conpare, set flags, and encode

String encoded = null;

i f(baos. size() < sbject.dataBytes.|ength) {
sChj ect . cecPost Conpr essi on = true;
encoded = Base85. encode(baos. t oByteArray());

else {
sChj ect . cecPost Conpression = fal se;
encoded = Base85. encode(sCbj ect. dat aBytes);

}
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO, " Conpressi on done");

/1 split encoded data
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO, "Encoding data...");
/1 split encoded data
int index = 0;
final Atomiclnteger i = new Atomiclnteger(1);
whi | e(i ndex < encoded. | ength()) {
String str = encoded. substring(i ndex,
Mat h. mi n(i ndex+153,
encoded. | ength()));
sCbj ect . dat aPdu. add( new PDUEncoder (true)
. appendPref i x(
Snsf t pPDUType. SMSFTP_DATA,
Snsf t pBi nar yPduDecoder
.getlnstance())
. appendBi nar ySegnent | d(
i.getAndlncrenent())
.appendString(str)
.finalizePDU());
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i ndex+=153;

}

Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO, "Encodi ng done");

Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. DEBUG, "Segment count: " +
s(bj ect . dat aPdu. si ze());

Il register dataPdu List for retransmission

t Obj ect. regi st er Ret rans( Snsf t pPDUType. SMSFTP_DATA,
s(bj ect . dat aPdu) ;

1)

/1 conpute SHA512 checksum #q2
Future hashFuture = t Cbj ect. subm t Tol nt er nal Pool (
0 ->{
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO,
"Conputing checksum..");
veri ArrC[0] = new String[1];
MessageDi gest nd = nul | ;
try {
md = MessageDi gest. get | nstance("SHA-1");

}
cat ch(NoSuchAl gori t hnException e) {
assert false; // should never happen (mn JDK7)

}
md. updat e( sQbj ect . dat aByt es) ;
veri ArrC[0][0] = Base85. encode(nd. digest());
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. | NFO,
" Checksum conput ati on done");

s

/111 join gl and g2

try {
xxcFuture.get();
hashFuture. get();

}
catch(I nterruptedException e) {
Il log event
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
"XXC processing and hashing interrupted");
/1l preserve interrupt status
Thread. current Thread().interrupt();
return; // return ASAP

cat ch(Executi onException e) { // should never happen
Il log event
Snsf t pFacade. | ogAndNot i fy(t Cbj ect,
MessageType. TRACE,
" XXC processing/ hashi ng excepti on:
return; // return ASAP

+e);

}

/1 if not yet conplete, just do nothing and return asap
if(sObject.initSegnents. get().getConpletedString() == null) {
return;

}

/1 further processing for both encrypted and unencrypted

Il generate CEC string from session properties
String cecStr = sCbject.cecPreConpression ? "C' : "X';
cecStr += sbject.getEncryptionFlag() ? "E' : "X';
cecStr += s(bj ect.cecPost Conpression ? "C' :

/1 construct and send META PDY(s)
PDUEncoder encoder = new PDUEncoder (true);
encoder . appendPr ef i x( Smsf t pPDUType. SMSFTP_META,
Snsf t pBi nar yPduDecoder . get | nst ance());
if(sbject.getEncryptionFlag()) { // encrypted
encoder . appendHexSegnent | d( 1)
. appendSessi onl d( sbj ect . sessi onl d)
. appendString(cecStr)
. appendBi nar ySegnent | d( sCbj ect . dat aPdu. si ze())
.appendString(veri ArrC[0][0])
.finalizePDU);
s(bj ect . encodedMet aPdu[ 0] = encoder. get Encoded() ;
t Obj ect. snsServi ce. sendMessage( sQbj ect . encodedMet aPdu[ 0] ) ;
/1 do the sane for parts 2 and 3
encoder = new PDUEncoder(true); // part 2
encoder . appendPr ef i x( Smsf t pPDUType. SMSFTP_META,
Snsf t pBi nar yPduDecoder . get | nst ance())
. appendHexSegnent | d( 2)
. appendSessi onl d( sbj ect . sessi onl d)
.appendString(veri ArrC[0][1])
.finalizePDU);



sCbj ect . encodedMet aPdu[ 1] = encoder. get Encoded() ;

t Cbj ect . snsSer vi ce. sendMessage(sObj ect . encodedMet aPdu[ 1] ) ;

encoder = new PDUEncoder(true); // part 3
encoder . appendPr ef i x( Smsf t pPDUType. SMSFTP_META,
Snsf t pBi nar yPduDecoder . get | nst ance())
. appendHexSegnent | d( 3)
. appendSessi onl d( sQbj ect . sessi onl d)
.appendString(veri ArrC[0][2])
.finalizePDU();
sCbj ect . encodedMet aPdu[ 2] = encoder. get Encoded() ;

t Cbj ect . snsSer vi ce. sendMessage(sObj ect . encodedMet aPdul 2] ) ;

else { // unencrypted

encoder . appendHexSegnment 1 d(0) // use '0' for non-multipart

. appendSessi onl d( sQbj ect . sessi onl d)
. appendString(cecStr)
. appendBi nar ySegnent | d( sCbj ect . dat aPdu. si ze())
.appendString(veri ArrC[0][0])
.finalizePDU();
/1 finally, send the META PDU
sCbj ect . encodedMet aPdu[ 0] = encoder. get Encoded() ;

t Cbj ect . snsSer vi ce. sendMessage(sObj ect . encodedMet aPdu[ 0] ) ;

}

/'l register encodedMetaPdu Array for retransm ssion
t Cbj ect . regi st er Ret rans( Snsf t pPDUType. SMSFTP_META,
sChj ect . encodedMet aPdu) ;

/'l release the processing | ock here

Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG,
"Rel easi ng data processing latch");

t Cbj ect . processi ngLat ch. count Down() ;

/1 set state as | NI T_RECEI VED afterwards
Snsf t pFacade. set St at eAndNot i fy(
t Cbj ect, SessionState.| N T_RECEI VED);

ik
}

public static Runnable createResendMet aTask(
Snsft pFacade t Gbj ect, PDU uCbject) {
return () -> {
h
}

public static Runnabl e createReadyRecei vedTask(
Snsft pFacade t Cbj ect, PDU uCbject) {
return () -> {
Snsft pSessi on sChj ect = tChj ect. smsftpSession;

/'l set state
i f (Snsf t pFacade. get AndSet St at eAndNot i fy(
t Cbj ect, SessionState. SENDI NG_DATA)
. equal s( Sessi onSt at e. SENDI NG_DATA)) {
return; // and return if already set

}

/1 wait for the processing |ock here
try {
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG,
"Waiting for data to be sent to be ready...");
t Cbj ect . processi ngLatch. awai t();
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. DEBUG,
"Data ready");

}

cat ch( I nterruptedException e) {
/'l preserve interrupt status
Thread. current Thread().interrupt();
return; // exit ASAP

}

Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO
"Sending data to receiver...");
sCbj ect . dat aPdu. for Each((item) -> {
t Cbj ect . snsServi ce. sendMessage(iten);

1)
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO
"Sent |ast data PDU to receiver");

/1 set state as COWLETE_WAIT afterwards
Snsf t pFacade. set St at eAndNot i fy(
t Cbj ect, SessionState. COWPLETE_WAIT);

/1 start a new thread for repeated sending of END PDUs
t Obj ect . sendEndPduRepeat edl y() ;
h
}

public static Runnable createMtaRecei vedTask(
Snsft pFacade t Cbj ect, PDU uCbject) {
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return () -> {

Snsft pSessi on sChj ect = tCbject. snsftpSession;

/1l initialize segnent manager if not yet initialized
bool ean i sChanged = fal se;
if(sbject.getEncryptionFlag()) {
i sChanged = s(bj ect. net aSegnent s. conpar eAndSet (
nul |, new Segnent Manager(3));
}
el se {
i sChanged = sQObj ect. met aSegnent s. conpar eAndSet (
nul |, new Segnent Manager(1));

if(isChanged) { // register new segnent manager
t Obj ect . regi st er SegMan(
Snsf t pPDUType. SMSFTP_META, sObj ect . net aSegnents. get());
}

synchroni zed(sbj ect . net aSegnents) {
/1 validate uChject and extract available data
Obj ect[] uData = uCbject.getData();
if(ubata == null ||
uData.length < 2 || !(uData[0] instanceof Integer)) {
return; // just return on invalid cases
}
int segnum = (Integer)(ubata[0]);
Snef t pFacade. | ogAndNot i fy(t Qbj ect,
MessageType. TRACE, "Received META part " + segnum;

/1 update segment and determine if all PDUs are conpleted
if(sCbject.getEncryptionFlag()) { // if encrypted/ nultipart
/1 get encrypted AES segnent and further validation

String sigSeg = null;
if(segnum== 1 && uData.length == 5 &&
uDat a[ 4] instanceof String) { // first part
if(!(ubata[2] instanceof String &&
((String)ubData[2]).length() == 3) ||
!'(ubData[ 3] instanceof Integer)) {
return; // invalid, return asap

}
sigSeg = (String)(uData[4]);

else if((segnum== 2 || segnum == 3) &&
uData.l ength == 3 &&
uDat a[ 2] instanceof String) { // second+ part
sigSeg = (String)(uData[2]);

else { // invalid case, just return asap
return;

}

/1 update segment and check if conpleted
i f(sObj ect. netaSegnent s. get (). updat eSegnent (
si gSeg, segnum1) &&
sCbj ect. net aSegnent s. get (). get Conpl et edStri ng()
'=null) {
/1 process META PDU(s) if already conpleted

try { // extract signature and store on session object
sCbj ect . si gnature = Base85. decode(
sCbj ect. net aSegnent s. get ()
. get Conpl etedString());

}
catch(1 OException e) {
assert false; // should never happen
}
}

if(segnum== 1) {
/1l extract the session paraneters
String cecStr = (String)(uData[2]);
if(cecStr.charAt(0) 'C) {
sCbj ect. cecPreConpression = true;

}
if(cecStr.charAt(2) == "'C) {
sCbj ect. cecPost Conpr essi on = true;
}
Il prepare the new segnent manager, if not
Il yet initialized
int segcount = (Integer)(uData[3]);
bool ean dl sChanged =
s(bj ect . dat aSegnent s. conpar eAndSet (nul |,
new Segment Manager (segcount));
i f(dl sChanged) {
t Obj ect . regi st er SegMan(
Snsf t pPDUType. SMSFTP_DATA,
s(bj ect . dat aSegnents. get ());



H
}

else { // unencrypted, single part
/1 get segment and further validation
if(!(uData.length >= 5 & uData[4] instanceof byte[] &&
uDat a[ 2] instanceof String &&
uDat a[ 3] instanceof Integer)) {
return; // invalid, return asap

}
byte[] sigSeg = (byte[])(uData[4]);

/1 "update" segment and force "conpletion"
sChj ect . met aSegnent s. get () . updat eSegnent ("", 0);

/1 extract signature and store on session object
sChj ect. si gnature = sigSeg;

/1 extract session paraneters

String cecStr = (String)(uData[2]);

if(cecStr.charAt(0) =="'C) {
return; // invalid, return asap

}
if(cecStr.charAt(1) == "'FE)
return; // invalid, return asap

}
if(cecStr.charAt(2) =='C) {

sCbj ect . cecPost Conpr essi on = true;
}

/'l prepare the new segment manager, if not yet initialized
int segCount = (Integer)(uData[3]);
bool ean dl sChanged =
sChj ect . dat aSegnent s. conpar eAndSet (nul |,
new Segnent Manager (segCount));
i f (dl sChanged) {
t Cbj ect . regi st er Seghvan(
Snsf t pPDUType. SMSFTP_DATA,
sChj ect . dat aSegment s. get ());

}

if(sObject. metaSegnents. get().getConpletedString() != null) {
/1 send READY PDU
t Cbj ect . snsSer vi ce. sendMessage(new PDUEncoder (true)
. appendPr ef i x( Snsf t pPDUType. SMSFTP_READY,
Snsf t pBi nar yPduDecoder . get | nst ance())
. appendSessi onl d( sQbj ect . sessi onl d)
.finalizePDU());
/1 set state as RECEl VI NG _DATA afterwards
Snsf t pFacade. set St at eAndNot i fy(
t Cbj ect, SessionState. RECEI VI NG_DATA) ;

public static Runnable createResendReadyTask(
Snsft pFacade t Cbj ect, PDU uCbject) {
return () -> {

H
}

public static Runnable createProcessDataTask(
Snsft pFacade t Cbj ect, PDU uCbject) {
return () -> {
Snsft pSessi on sChj ect = tChj ect. smsftpSession;

Il
Il

Il

NOTE: no need to initialize since we have done that on
recei pt of SMSFTP_META PDU

val i date contents of PDU

oj ect[] uData = uChject.getData();
if(ubata == null || uData.length < 2 ||

!'(uData[ 0] instanceof Integer &&
ubDat a[ 1] instanceof String)) {
return; // just return on invalid cases

}
int segnum = (Integer)(uData[O0]);
String dataSeg = (String)(uData[1]);

/1 update extracted data and process the whole file on conpletion
i f(sbj ect. dat aSegnent s. get (). updat eSegnent (dat aSeg, segnum 1) &&

sChj ect . dat aSegnent s. get (). get Conpl etedString() '= null) {
byte[] rawBytes = null;

rawByt es = Base85. decode(
sChj ect . dat aSegnent s. get () . get Conpl et edString());

}
cat ch(l CException e) {
assert false; // should never happen

}
Byt eArrayl nput Stream bai s = new Byt eArrayl nput Strean{rawBytes);
Byt eArrayQut put St ream baos = nul | ;
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try {
i f(sbject.cecPost Conpression) { // --C

Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Deconpressing file (second pass)...");

baos = new Byt eArrayQut put Streamn();

XZ. deconpr ess(new Byt eArrayl nput St rean(rawByt es),
baos);

rawBytes = baos.toByteArray();

/1 preenptive cleanup

bais = null;

Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
" Deconpr essi on (second pass) done");

}
if(sbject.getEncryptionFlag()) { // -E
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Decrypting file...");
baos = new Byt eArrayQut put Strean();
AES. decrypt (sObj ect. fil eEncKey, sChject.iv,
new Byt eArrayl nput Strean(rawBytes), baos);
rawBytes = baos.toByteArray();
/1 preenptive cleanup
bais = null;
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Decryption done");

}
if(soject.cecPreConpression) { // C-
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Deconpressing file (first pass)...");
baos = new Byt eArrayQut put Strean();
XZ. deconpr ess(new Byt eArrayl nput St rean(rawByt es),
baos);
rawBytes = baos.toByteArray();
/1 preenptive cleanup
bais = null;
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Deconpression (first pass) done");

}

}
catch(1 OException e) {
assert false; // should never happen

}

Il verify rawBytes
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Verifying...");
bool ean aut hentic = fal se;
try {
if(sbject.getEncryptionFlag()) { // encrypted
authentic = RSA verify(sObject. aut hkey,
new Byt eArrayl nput Strean(rawBytes),
sCbj ect. si gnature);

else { // unencrypted
MessageDi gest nd = nul | ;
try {
md = MessageDi gest. get | nstance("SHA-1");

}
cat ch(NoSuchAl gori t hnException e) {
assert false; // should never happen (mn JDK7)

}

md. updat e(r awByt es) ;

byte[] checksum = nd. di gest();

authentic = Arrays. equal s(checksum sCbject.signature);

}

}
catch(1 OException e) {
assert false; // should never happen

}
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Verification done");
if(authentic) {
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"File conplete and verified");
/1 nmove rawBytes to SnsftpSession. dat aBytes
sCbj ect. dat aBytes = rawBytes;
/1 notify presenters about the success
Obj ect[] noticeArr = { MessageType. STATUS,
St at usType. NOTI CE, Sessi onSt at e. COVPLETED,
sCbj ect. dat aBytes };
Snsf t pFacade. set ChangedAndNot i f yCbser ver s(
tCbj ect, noticeArr);
/1 reply with END PDU ASAP
i f(sbj ect.endRecei ved) {
/1 for formalities sake, we'll transition to COVMPLETED
Snsf t pFacade. set St at eAndNot i fy(
t Cbj ect, SessionState. COWLETED);
/1 send END PDU
t Obj ect. snsSer vi ce. sendMessage( new PDUEncoder (true)
. appendPr ef i x( Snsf t pPDUType. SMSFTP_END,
Snsf t pBi nar yPduDecoder . get | nst ance())
. appendSessi onl d(



t Obj ect . snsf t pSessi on. sessi onl d)

.finalizePDU());
/1 set state as TERM NATI NG aft erwards
Snsf t pFacade. set St at eAndNot i fy(

t Cbj ect, SessionState. TERM NATI NG) ;
return; // no need for other later calls

}

else { // sender's file authentication failed
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO
"File failed verification");
/1 notify presenters about the failure
oject[] noticeArr = { MessageType. STATUS,
St at usType. NOTI CE, Sessi onSt at e. COVPLETED,

nul | B
Snsf t pFacade. set ChangedAndNot i f yCbser ver s(
t Cbj ect, noticeArr);
}
/1 finally, set session state to COMPLETED

Snsf t pFacade. set St at eAndNot i fy(
t Cbj ect, SessionState. COWPLETED);

else { // not yet conplete; misc actions
/'l force sending of CORE_RETRANSM SSI ON PDUs on
/1 certain percentages (optional for spec; added for ui)
int progress = (sCbject. getlLast Dat aSegNunRecei ved() -
sCbj ect . get Ski ppedSegNunsLengt h())*100 /
sCbj ect . get Dat aSegCount () ;
if(progress - sCbject.|astDataM | estone >= 20) {
sChj ect. | ast Dat aM | estone = progress;
t Cbj ect . sendRet ransPdu() ;

}

/1 notify presenters about arrival of new DATA PDU
Snsf t pFacade. set ChangedAndNot i f yCbser ver s(t Obj ect,
MessageType. STATUS, StatusType. NOTI CE,
Sessi onSt at e. RECEI VI NG_DATA) ;
h
}

public static Runnable createSendWait Task(
Snsft pFacade t Gbj ect, PDU uCbject) {
return () -> {
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO
"Not yet finished; requesting peer to wait longer...");

Snsft pSessi on sChj ect = tChj ect. smsftpSession;

/1 enabl e endReceived flag

sCbj ect . endRecei ved = true;

{ // send an END_WAIT PDU

t Cbj ect . snsSer vi ce. sendMessage( new PDUEncoder (true)

. appendPr ef i x( Snsf t pPDUType. SMSFTP_END _WAI T,
Snsf t pBi nar yPduDecoder . get | nst ance())
. appendSessi onl d( sQbj ect . sessi onl d)
.finalizePDU());

/1 and request retransm ssion of mssing PDUs
t Cbj ect . sendRet ransPdu() ;
h
}

public static Runnabl e createProcFirstRespDat aTask(
Snsft pFacade t Cbj ect, PDU uCbject) {
return () -> {

/1 set to not waiting

Snsf t pFacade. set St at eAndNot i fy(
t Cbj ect, SessionState.|N Tl ATOR_KEY_EXCHANGE) ;

/1 process data received

Snsf t pLookupTabl e. cr eat ePr ocessRespDat aTask(
t Cbj ect, uGbject).run();

/'l generate keys and encode them properly

t Cbj ect . snsf t pSessi on. gener at ePai ri ngl dentity();

byte[] pubEncKey =
t Cbj ect . snsft pSessi on. | ocal EncKeypai r. get Publ i c()
. get Encoded() ;

byte[] pubAuthKey =
t Cbj ect . snsft pSessi on. | ocal Aut hKeypai r. get Publ i c()
. get Encoded() ;

String concatenat edKeys =
Base85. encode( pubEncKey) + "¥" + Base85. encode(pubAut hKey)

/1 then start sending SMSFTP_I NI TI ATOR | DENTI TY PDUs
int p=0;
for(int i =0; i <5; i++) {
/'l construct each PDU
String payload = "";
if(p < concatenatedKeys.length()) {
payl oad concat enat edKeys. substri ng(p,
(p+155 < concat enat edKeys. | ength()) ? p+155 :
concat enat edKeys. | ength());
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}

t Obj ect. snsf t pSessi on. encodedKeyPdu[ i ] (new PDUEncoder (true))
. appendPr ef i x( Snsf t pPDUType. SMSFTP_I NI TI ATOR | DENTI TY,
Snsf t pBi nar yPduDecoder . get | nst ance())
. appendHexSegrent | d(i +1) // multipart
. appendSt ri ng( payl oad)
.finalizePDU);

/1 then send each nmessasge

t Obj ect. snsSer vi ce. sendMessage(
t Obj ect. snsf t pSessi on. encodedKeyPdu[i]);

ids start at 1

p=p+155;

}

Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Sent last initiator identity PDU to receiver");

Il register encodedKeyPdu Array for retransnission

t Obj ect. regi st er Ret rans( Snmsf t pPDUType. SMSFTP_I NI TI ATOR_| DENTI TY,
t Obj ect. snsf t pSessi on. encodedKeyPdu) ;

I
}

public static Runnabl e createProcessRespDat aTask(
Snsf t pFacade t Cbj ect, PDU uCbject) {
return () -> {
Snsf t pLookupTabl e. processl denti t yDat a(t Cbj ect,
Sessi onSt at e. COWPLETE_WAI T) ;

ubj ect,

}:
}

public static Runnabl e createProcessl nitDataTask(
Snsf t pFacade t Cbj ect, PDU uChject) {
return () -> {
Snsf t pLookupTabl e. processl denti t yDat a(t Cbj ect,
Sessi onSt at e. COVWPLETED) ;

ubj ect,

}s
}

public static Runnabl e createConpl et edEndRecei vedTask(
Snsf t pFacade t (bj ect, PDU uChject) {
return () -> {
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Recei ved END request. Finalizing session...");
/1 send END PDU
t Obj ect. snsSer vi ce. sendMessage( new PDUEncoder (true)
. appendPr ef i x( Snsf t pPDUType. SMSFTP_END,
Snsf t pBi nar yPduDecoder . get | nst ance())
. appendSessi onl d(t Obj ect. snsf t pSessi on. sessi onl d)
.finalizePDU());
Il set state as TERM NATI NG af t erwards
Snsf t pFacade. set St at eAndNot i fy(
t Obj ect, SessionState. TERM NATI NG) ;
I
}

public static Runnabl e createConpl et eWai t EndRecei vedTask(
Snsf t pFacade t Cbj ect, PDU uCbject) {

return () -> {
Snsf t pFacade. | ogAndNot i fy(t Cbj ect, MessageType. | NFO,
"Al'l parties finished. Termi nating session...");

Snsf t pFacade. set St at eAndNot i fy(
t Obj ect, SessionState. TERM NATI NG) ;
/1 then di sconnect asap
t Obj ect . di sconnect ( Cor ePr ot ocol Facade. COVPLETED_STATUS_CCDE) ;

/111 utility functions
private static void processldentityData(SnsftpFacade tCbject,
SessionState conpl eteState) {
Snsft pSessi on sChj ect = tCbject. snsftpSession;
Il validate contents of PDU
Obj ect[] uData = uCbject.getData();
if(ubata == null || uData.length < 2 ||
! (uData[ 0] instanceof I|nteger &%
uDat a[ 1] instanceof String)) {
/1 just return on invalid cases

PDU u(pj ect,

return;
}
int segnum = (Integer)(uData[0]);
if(segnum< 1 || segnum> 5) {
B return; // just return on invalid cases

}
String dataSeg = (String)(uData[1]);

/1 update extracted data and process whole string on conpletion
if(sbject.identitySegnents. updateSegnent (dataSeg, segnum 1) &&
sCbj ect.identitySegnments. get ConpletedString() != null) {
String[] splitStr sCbj ect.identitySegnments
. get Conpl etedString().split("¥");
String b85PubEncKey splitsStr[O];
String b85PubAut hKey splitsStr[1];



try {
sChj ect . peer Enckey = Base85. decode(b85PubEncKey) ;
sChj ect . peer Aut hkey = Base85. decode( b85PubAut hKey) ;

}
cat ch(l CException e) {
assert false; // should never happen

SMBFTP_INIT

SMSFTP_META ( PDUSubType. BI NARY, PduSegment | dFor mat .
SMSFTP_READY ( PDUSubType. BI NARY, 0),
SMSFTP_DATA ( PDUSubType. Bl NARY, PduSegment | dFor mat .

SMBFTP_I NI TI ATCR_| DENTI TY
SMBFTP_RESPONDER _| DENTI TY

( PDUSubType. Bl NARY,

( PDUSubType. Bl NARY,
( PDUSubType. Bl NARY,

PduSegment | dFor mat .

PduSegment | dFor mat .
PduSegment | dFor mat .

}

/1 finally, set necessary session state

Snsf t pFacade. set St at eAndNot i fy(
t Cbj ect, conpleteState);

/1 notify presenters about conpletion

Snsf t pFacade. set ChangedAndNot i f yCbser ver s(
t Obj ect,
conpl eteState);

/1 start a new thread for repeated sending of END PDUs

t Cbj ect . sendEndPduRepeat edl y() ;

MessageType. STATUS, StatusType. NOTI CE,

SMBFTP_END
SMBFTP_END WAI T

( PDUSUbType. BI NARY, 0),
( PDUSubType. BI NARY, 0);

public final PDUSubType pduSubType;
public final PduSegment!dFornmat segl dFornat;
public final int sessionldPosition;

/1 default access control since enuns are restricted
i fSnsf t pPDUType( PDUSUbType pduSubType) {
thi s(pduSubType, PduSegment | dFor mat . NONE) ;

Snsf t pPDUType( PDUSUbType pduSubType,

}
}
/*
* Encrypt streamusing given AES key then tries conpress data further,
* possible
*
* @eturn ConpEncData containing details if resulting encrypted data is
* conpressed and the actual data
*

/

private static ConpEncData encrypt AndConpact (I nput Streamis,
byte[] aesKey, byte[] iv) {

ConpEncDat a retVal = new ConmpEncData();

Byt eArrayQut put St ream encBaos = new Byt eArrayQut put Streant();

/1 encrypt bytes -E?
try {
AES. encrypt (aesKey, iv, is, encBaos);
}
catch(1 Cexception e) {
assert fal se;
/1 byte arrays

}
byte[] encBytes = encBaos.toByteArray();
encBaos = null; // cleanup asap

/'l conpress encrypted bytes -EC

/1 shoul d never happen since we're just using

Byt eAr r ayQut put St r eam conpEncBaos = new Byt eArrayQut put Strean();

Count i ngQut put St ream conpEncCos =
new Count i ngQut put St r ean( conpEncBaos) ;

try {
XZ. conpr ess(new Byt eArrayl nput St rean{ encBytes),

}
cat ch(l CException e) {
assert fal se;
/1 byte arrays
}

/1 set proper flags and return val ues

conpEncCos) ;

/1 shoul d never happen since we're just using

thi s(pduSubType, segldFormat, -1);
}

Snsf t pPDUType( PDUSUbType pduSubType, int sessionldPosition) {
thi s(pduSubType, PduSegnent | dFor mat. NONE,

Snsf t pPDUType( PDUSUbType pduSubType,
int sessionldPosition) {
this. pduSubType = pduSubType;
this.segldFormat = segl dFor mat;
thi s. sessionldPosition = sessionldPosition;

@verride
public SnsftpPDUType val ued () {
return val ueO (this.name());

}

@verride

publ i c PDUSubType get PduSubType() {
return this. pduSubType;

}

@verride
publi ¢ PduSegnent | dFor mat get PduSegnent | dFor mat () {
return this. segldFormat;

i f (conpEncCos. get Byt eCount () < encBytes.length) { // use encryption

retVal . conpressAfter = true;
retVal .data = conpEncBaos. t oByteArray();

else { // don't use encryption
retVal . conpressAfter = fal se;
retVal .data = encBytes;

}

return retVval;

/'l conveni ence get() function
public static Bi Function<Snsft pFacade,
get(Pdl Entry e) {
return SnsftpLookupTabl e. | ookupTabl e. get (e);

PDU, Runnabl e>

Fi | ename:

package com transni sns. snsftp. protocol ;

inport comtransm sns. core. protocol . PDUType. PDUSubType;
inport comtransm sns. core. protocol . PDUType;

publi ¢ enum Snsft pPDUType i npl ements PDUType<Snsft pPDUType> {

src/ mai n/javal conf transm sns/ snsft p/ prot ocol / Smsf t pPDUType. j ava
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@verride
public int getSessionldPosition() {
return this.sessionldPosition;

}

Fi | enane:

package com transm sns. snsftp. protocol ;

inport comtransnisns. core. protocol .
inport comtransnmisns. core. protocol .
inport comtransnisns. core. protocol .
inport comtransm sns. core. protocol . Presenter. Pronpt Type;
inport comtransm sns. core. protocol . Presenter. StatusType;
inport comtransm sns. snsftp. protocol . Smsft pSessi on. Sessi onSt at e;

Connect i on. Connect i onSt at e;
Presenter;
Present er. MessageType;

inport java.util.Arrays;
inport java.util.Cbservable;

public /*abstract*/ class SmsftpPresenter extends Presenter {
private final SnsftpFacade snsftpFacade;

public SnsftpPresenter(SnsftpFacade snsftpFacade) {
this.smsftpFacade = snsftpFacade;

}

sessi onl dPosi tion);

HEX, 1),
HEX, 1),

Bl NARY) ,
HEX) ,
HEX) ,

PduSegnent | dFor nat segl dFormat) {

PduSegnent | dFor mat  segl dFor nat ,

src/ mai n/ javal/ conf transm sms/ snsft p/ prot ocol / Smsft pPresenter. java



this.onStatusUpdat e(statusType, sState, carrier);

else if(args[2] instanceof ConnectionState) {

public void receive() { ConnectionState cState =
this. snsftpFacade. receive(); (ConnectionState)(args[2]);
} Object[] carrier = { };
if(args.length >= 4) {
public void insecureSendFile() { carrier = Arrays.copyOdf Range(args, 3,
this. snsftpFacade. i nsecureSendFil e(); args. | ength);
}
this.onStatusUpdat e(statusType, cState, carrier);
public void secureSendFile() { }
this. snsftpFacade. secureSendFil e(); else {
} return; // just do nothing and return ASAP
}
public void pair() { break;
this.snsftpFacade. pair(); }
} default: {
assert false; // should never happen
@verride }
public final void update(Cbservable o, Cbject arg) { }
/1 check for unwanted cases break;
if(arg == null || !(arg instanceof bject[])) { }
return; // do nothing case FATAL:
} case ERROR:
oject[] args = (Object[])arg; case WARN:
if(args.length <= 1 || args.length == 0 || case | NFO
I'(args[0] instanceof MessageType)) { case DEBUG
return; // do nothing case TRACE: {
} Il check if the rest of the payload is valid
this. processMessage(o, args); if(!(args.length == 2 && args[1] instanceof String)) {
} return; // do not log anything that is not |oggable
final private void processMessage((bservable o, Qbject[] args) { /1 and get |ogMessage from args
/'l args[0] is guaranteed instanceof MessageType String | ogMessage = (String)(args[1]);
MessageType nmessageType = (MessageType)args[O0]; /1 finally |og nessage
thi s. onLogMessage(messageType, | ogMessage);
swi tch(nessageType) { break;
case PROWT: { }
if(!(args[1] instanceof PronptType)) { // if invalid input default: {
return; // just do nothing and return ASAP return; // just do nothing and return ASAP
} }
Pronpt Type pronpt Type = (Pronpt Type)args[1]; }
String pronpt Message = ""; }
if(args.length >= 3 & args[2] != null
&& args[2] instanceof String) { protected void onLogMessage(MessageType niype, String nessage) {}

pronpt Message = (String)(args[2]);
} protected void onStatusUpdat e( St at usType sType, SessionState sState,
this. onUser Pronpt ( pronpt Type, pronpt Message) ; Gbject ... args) {}
br eak;

protected void onStatusUpdat e( Stat usType sType, ConnectionState ol dState,

}
case STATUS: { Gbject ... args) {}
if(args.length < 3 ||
I'(args[1] instanceof StatusType)) { // if invalid inputrotected void onUserPronpt(Pronpt Type pType, String nessage) {}
return; // just do nothing and return ASAP }

}
StatusType statusType = (StatusType)args[1];
swi tch(statusType) {
case STATE_CHANGED:
if(args.length < 4) { e eeeeaeoiaooooo-o

return; // just do nothing and return ASAP Fil ename: src/ main/javal/ com transm sns/ snsftp/ protocol / Snsft pSession. j ava

} ______________________________________________________________
if((args[2] instanceof SessionState) &&
(args[3] instanceof SessionState)) { package com transm sns. snsftp. protocol ;

SessionState ol dState = (SessionState)(args[2]);

SessionState newState = (SessionState)(args[3]ijpport com transmi snms. core. protocol . Connecti on;

this. onSt at usUpdat e( st at usType, inport comtransmi sns. core. protocol . Segment Manager ;

oldState, newState); inport comtransmi sns. core. protocol . Sessi on;
inport comtransm sns.core.util.crypto. RSA;

else if((args[2] instanceof ConnectionState) &&

(args[3] instanceof ConnectionState)) { inport java.security.KeyPair;
ConnectionState ol dState = inport java.security.PrivateKey;
(ConnectionState)(args[2]); inport java.security. PublicKey;
ConnectionState newState =
(ConnectionState) (args[3]); inport java.io.ByteArrayQutputStream
this. onSt at usUpdat e( st at usType, inport java.util.Arraylist;
oldState, newState); inport java.util.List;
inport java.util.UU D
else { inport java.util.concurrent.atom c. Atoni cBool ean;
return; // just do nothing and return ASAP inport java.util.concurrent.atomni c. Atoni cReference;
}
br eak; inport java.io.lCException;

} inport java.security.spec.|nvalidKeySpecException;
case NOTICE: {
if(args[2] instanceof SessionState) {

SessionState sState = (SessionState)(args[2]);

oject[] carrier = { }; public class SnsftpSession extends Session {
if(args.length >= 4) { public enum Role {
carrier = Arrays. copyOdf Range(args, 3, I NI TI ATOR, /1 SENDER
args.length); RESPONDER /1 RECEI VER
} }
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public enum SessionState {

}

CONNECTED, /1 all

| NI T_RECEI VED, /1 snd

I NI T_SENT, Il rev

SENDI NG_DATA, /1 snd

RECEI VI NG_DATA, Il rev

I NI TI ATOR_KEY_EXCHANGE, // kx-ini

I NI TIATOR_ WAI'T, /1 kx-ini
RESPONDER_KEY_EXCHANGE, // kx-rsp
COWPLETED, Il recv, kx-*
COVPLETE_WAI'T, /1 snd, kx-*
TERM NATI NG /1 all

public enum Sessionl ntent { DATA TRANSFER, PAIR }

private

final AtonicReference<SessionState> sessionStateRef =
new At omi cRef er ence<>( Sessi onSt at e. CONNECTED) ;

private Sessionlntent sessionlntent = null;
private final Role role;

private String filename = null;

private int fileSize = -1;

protected bool ean cecPreConpression = fal se;
private bool ean cecEncryption = fal se;

protected bool ean cecPost Conpression = fal se;

protected bool ean endReceived = false; // for RESPONDER only
protected byte[] iv = null;

protected byte[] enckey = null;

protected byte[] authkey = null;

protected byte[] fileEncKey = null;

protected byte[] signature = null;

protected byte[] dataBytes = null;

/1 only applicable to DATA TRANSFER i ntent

protected String[] encodedl nitPdu;
protected String[] encodedMetaPdu;
protected String encodedReadyPdu;
protected final
protected final
protected final

protected final

protected volatile int

/1 only applicable to RECElI VER
/1 only applicable to I NI TI ATOR
/1 only applicable to RECElI VER
At omi cRef er ence<Segnent Manager > i ni t Segments =
new Atonmi cReference<>(); // only applicable to I NI TIATOR
At omi cRef er ence<Segnent Manager > nmet aSegnments =
new Atomi cReference<>(); // only applicable to RECEI VER
At omi cRef er ence<Segnent Manager > dat aSegnments =
new Atomi cReference<>(); // only applicable to RECEI VER
Li st<String> dataPdu = // only applicable to I NI TI ATOR
new ArrayList<>();

| ast Dat aM | estone = -1;

this.cecEncryption = cecEncryption;

if(role Rol e. I NI TIATOR) {
Il check if dataBytes is non-null

if(dataBytes == null)

throw new |11 egal Argunent Excepti on("dataBytes cannot be null");

}

this.dataBytes = dataBytes;
this.fileSize = dataBytes.|ength;

}
else {

//this.dataBytes = null;
this.role = role;

this.sessionlntent = Sessionlntent. DATA TRANSFER,
this.filename = fil enane;

/1 if sender on encrypted session, construct necessary keys
if(role Rol e. | NI TI ATOR && this.cecEncryption) {
/1 construct proper keypair fromenckey and aut hkey
try {
PrivateKey aPrivKey
Privat eKey ePrivKey
Il finally, set the
this.enckey =
this. aut hkey =

RSA. gener at ePri vat e( aut hkey) ;
RSA. gener at ePri vat e( enckey) ;
keys if valid
enckey;

aut hkey;

}
catch(! nval i dkeySpecException e) {
throw new |11 egal Argunent Excepti on(
"Invalid public/private key");

}

Il construct buffers
if(this.role Rol e. I NI TI ATOR && this. cecEncryption) {
this. encodedMet aPdu = new String[3];

else if(this.role Rol e. I NI TI ATOR && !t his. cecEncryption) {
this. encodedMet aPdu = new String[1];

}
}
I *x
* Constructs an SmsftpSession for pairing
*/
private SnsftpSession(Connection connection,
super (connection, UU D.randonUl X)) ;
this.role = role;
this.sessionlntent =

Role role) {

nul | ;

if(role == Role. INITIATOR) {
this.sessionlntent = Sessionlntent.PAIR;

}

protected final Atom cBool ean processingStarted = new At oni cBool ean(fal se);
[ *x

/1 only applicable to PAIRI NG intent
public KeyPair |ocal EncKeypair = null;
public KeyPair |ocal AuthKeypair = null;
public byte[] peerEnckey = null;

public byte[] peerAuthkey = null;

protected final
protected final

[ **
*

*
*
*
*
*
*

/

private SmsftpSession(Connection connection,

String[] encodedKeyPdu = new String[5];
Segnent Manager identitySegments =

Constructs an SnsftpSession for sending data

@ar am enckey private RSA key to be used in AES key decryption

@ar am aut hkey private RSA key to be used in creating the auth signature* @aram authkey public RSA key to be used in creating the auth signature

@hrows Nul | Poi nt er Excepti on
@hrows |11 egal Argunent Exception

Rol e role,
byte[] dataBytes, byte[] enckey, byte[] authkey)
throws Nul | Poi nter Exception, |l egal Argunent Exception {

super (connection, UUID.randonU IX());

bool ean cecEncrypti on;
if(enckey == null && authkey == null) { // unencrypted
cecEncryption = fal se;

else if(enckey != null && authkey != null) { // encrypted
cecEncryption = true;

else { // one of the keys is missing!
throw new ||| egal Argunent Excepti on("enckey and aut hkey nust
"be either both non-null or both null");

-
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new Segnent Manager (5) ;

String filenane,

* Constructs an SmsftpSession for receiving
*/
private SnsftpSession(Connection connection) {
super (connection, null);

this.role = Rol e. RESPONDER;
this.sessionlntent = null;

[ **

*

* @aram enckey public RSA key to be used in AES key decryption

* @hrows Nul |l Poi nter Exception
* @hrows |1l egal Argunent Exception
*/
public static SnsftpSession generateSender Dat aSessi on(
Connection connection, String filename, byte[]
byte[] enckey, byte[] authkey) {
return new SmsftpSessi on(connection,
dat aBytes, enckey, authkey);

dat aByt es,
Rol e. I NI TIATOR, filenane,

}

I *x
*
*/
public static SnsftpSession generatelnitiatorPairSession(
Connection connection) {

return new SmsftpSessi on(connection, Role.lN TIATOR);



* }

*/
public static SmsftpSession generateRecei ver Sessi on( Connection connection) {
return new SnsftpSessi on(connection); public SessionState getSessionState() {
} return this.sessionStateRef.get();
}
public Role getRole() {
return this.role; public void setSessionState(SessionState sessionState) {
} thi s. get AndSet Sessi onSt at e(sessi onState);
}
publ i c bool ean get EncryptionFlag() {
return this.cecEncryption; public SessionState get AndSet Sessi onSt at e( SessionState sessionState) {
} if(sessionState == null)
t hrow new Nul | Poi nt er Excepti on("Sessi on state cannot be null");
public Sessionlntent getSessionlntent() {
return this.sessionlntent; return this. sessionStateRef.get AndSet (sessionState);
} }
}
public int getDataSegCount() {
return this. dataSegments. get ().segCount;
}
public int getLastDataSegNunReceived() { e oo
return this. dataSegments. get (). getLast Segment Recei ved(); Fi | enane:
} src/ mai n/ javal/ conf transni sns/ snsft p/ prot ocol / Smsf t pText BasedPduDecoder . j ava
public int getSkippedSegNunmsLength() {
return this. dataSegnments. get (). get Ski ppedSegNuns(). | engt h; package com transm sns. snsftp. protocol ;
}
inport comtransni sns. core. protocol . Cor ePDUType;
public int getDataSize() { inport comtransmisns. core. protocol . PDU;
return this. dataPdu. size(); inport comtransni sns. core. protocol . PDUType;
} inport comtransm sms. core. protocol . Text BasedPDUDecoder ;
inport comtransmi sns. core. protocol . PDUMal f or nedExcept i on;
/* old nmethods bel ow */ inport comtransm sns. snsftp. protocol . Smsft pFacade;
public String getFilenane() { inport java.util.Arraylist;
return this.filenane; inport java.util.List;
} inport java.util.regex. Pattern;

public void generatePairingldentity() {
Byt eArrayQut put Stream privBaos = new Byt eArrayQut put Strean();
Byt eArrayQut put St r eam pubBaos = new Byt eArrayQut put Streant);

try { public class SmsftpText BasedPduDecoder extends Text BasedPDUDecoder {
/'l generate encryption key pair private static final Pattern FI LENAME PATTERN =
RSA. gener at eKeys( pri vBaos, pubBaos); Pattern.conpile("[a-zA-Z0-9. \\-#$%& ()+, i=@]+");
privBaos. flush();
pubBaos. fl ush(); private static SnsftpText BasedPduDecoder thislnstance;
PrivateKey privKey = RSA generatePrivate(privBaos.toByteArray()); static {
Publ i cKey pubKey = RSA. generat ePublic(pubBaos. toByteArray()); String[] strArray = { "snsftp" };
this.local EncKeypair = new KeyPair (pubKey, privKey); Snsf t pText BasedPduDecoder . t hi sl nstance =
new Snsft pText BasedPduDecoder (strArray);
/'l generate authentication key pair }
privBaos = new Byt eArrayQut put Strean();
pubBaos = new Byt eArrayQut put Streant); protected SnsftpText BasedPduDecoder (String[] knownProtocols) {
RSA. gener at eKeys( pri vBaos, pubBaos); super (knownPr ot ocol s) ;
privBaos. flush(); }
pubBaos. fl ush();
privKey = RSA. generatePrivate(privBaos.toByteArray()); public static SmsftpText BasedPduDecoder getlnstance() {
pubKey = RSA. generat ePubl i c(pubBaos. toByteArray()); return SnsftpText BasedPduDecoder . t hi sl nst ance;
this.local AuthKeypair = new KeyPai r(pubKey, privKey); }
}
cat ch(lnval i dkeySpecException e) { @verride
assert false; // code should never reach here protected Object[] decodePayl oadSubparts(PDUType pduType,
return; String[] payl oadSubparts, String encoded)
} throws PDUMal f or nedException {
cat ch(l CException e) { Li st<Cbj ect> returnData = new ArrayLi st <Cbj ect>();
assert false; // code should never reach here Cor ePDUType cor ePduType = ( Cor ePDUType) pduType;
return; swi tch(corePduType) {
} case CORE_CONNECTI ON_REQUEST: {
} i f(payl oadSubparts.length < 2 || payl oadSubparts.length > 3) {
t hrow new PDUMal f or nedException("Payl oad parts for " +
public void setFilename(String filenane) { corePduType.toString() + " too long or too short",
this.filenane = fil enane; encoded) ;
} }
/** Il get Receiver MSISDN'MN
* Does nothing if this is an I NITIATOR session. String receiverMsisdnM n = payl oadSubparts[0];
* Il validate msisdn/mn
public void setCecEncryption(bool ean cecEncryption) { bool ean val i dMsi sdnM n = true;
if(this.getRole() == Rol e. RESPONDER) { if((receiverMsisdnMn.charAt(0) !="+ &&
this.cecEncryption = cecEncryption; ! Character.isDigit(receiverMisdnMn.charAt(0))) ||
} !'recei ver Msi sdnM n. substring(1).chars()
} .all Match(x -> Character.isDigit(x))) {
t hrow new PDUMal f or nedExcept i on(
| ** "Invalid MSISDN M N for " +
* Does nothing if sessionintent is already set corePduType.toString() + ": " + receiverMsisdnMn,
*/ encoded) ;
public void setSessionlntent(Sessionlntent sessionlntent) {
if(this.sessionlntent == null) { returnDat a. add(recei ver Msi sdnM n) ;
this.sessionlntent = sessionlntent; /1 get Intent
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String intent = payl oadSubparts[1];

}
if(lintent.equal s("send") && !intent.equal s("pair")) { Il finally, return the data

throw new PDUMal f or nedException("Invalid Intent for " + return returnData.toArray();
corePduType.toString() + ": " + intent, encoded); }
} }
returnData. add(intent);
/1l get Filenane if send
if(intent.equal s("send")) {
i f (payl oadSubparts.length !'= 3) {
throw new PDUMal f or medException(  ceeeeme oo
"Payl oad parts for " + Fi | ename:
corePduType.toString() + src/ mai n/ javal/ conf transni sns/ snsftp/tenputil/SmsftpLogger Presenter. java
" too long or too short", encoded); = @ -----------oooooooo oo

package comtransm sns. snsftp. tenputil;
String filenane = payl oadSubparts[2];
/1 validate filename
i f (! FI LENAME_PATTERN. mat cher (fil ename). matches()) {
t hrow new PDUMal f or mnedExcept i on(
“lInvalid Filename for " +
corePduType.toString() +
encoded) ;

i nport
i nport

com transni sns. core. protocol . Present er. MessageType;
com transmi sns. snsft p. protocol . Smsft pPresenter;

inport java.util.Cbservable;

+ filenane,

inport org.apache. | oggi ng. | og4j . Logger;

returnbData. add(fil ename);

public class SmsftpLoggerPresenter extends SnsftpPresenter {

else { private final Logger snsftplLogger;
i f (payl oadSubparts.length !'= 2) {
t hrow new PDUMal f or nedExcept i on( @verride
"Payl oad parts for " + public void receive() {} // disabled
corePduType.toString() + @verride
" too long or too short", encoded); public void insecureSendFile() {} // disabled
@verride
} public void secureSendFile() {} // disabled
@verride
br eak; public void pair() {} // disabled

}
case CORE_HEAD: {
i f (payl oadSubparts.length !'= 1) {
t hrow new PDUMal f or medExcepti on(" Payl oad parts for " +
corePduType.toString() + " too long or too short",}
encoded) ;

public SnsftpLoggerPresenter(Logger snsftplLogger) {
super(null); // we don't need the actual SnsftpFacade object here
this.smsftpLogger = snsftplLogger;

@verride

}
/1 get Encryption Mde protected void onLogMessage(MessageType nessageType, String | ogMessage)

-~

String encMde = payl oadSubparts[0]; /1 finally, log into the respective |ogger
i f (enchMode. equal s("enc") || encMde. equal s("noenc")) { swi tch(messageType) {
returnDat a. add( enchode) ; case FATAL:
this.snmsftpLogger. fatal (I ogMessage) ;
else { break;
t hrow new PDUMal f or nedExcept i on( }
"Invalid Encryption Mde: " + encMde, case ERROR
encoded) ; this.snsftplLogger.error (|l ogMessage);
} break;
br eak; }
} case WARN: {
case CORE_CONNECTI ON_RESPONSE: this.smsftplLogger. warn(l ogMessage) ;
case CORE_LAST_ACK: { break;
/1 get Status Code }
String statusCode = ""; case INFO {
i f (payl oadSubparts.length == 1 || payl oadSubparts.length == 2) { this.smsftpLogger.info(logMessage);
stat usCode = payl oadSubparts[0]; break;
returnDat a. add( st at usCode) ; }
case DEBUG
else { this.snsftplLogger. debug(l ogMessage) ;
t hrow new PDUMal f or medExcepti on(" Payl oad parts for " + br eak;
corePduType.toString() + " too long or too short", }
encoded) ; case TRACE:

this.snsftpLogger.

/1 validate status code break;
i f (Snsf t pFacade. get St at usMessage( st at usCode) }
== null) { default: {

t hrow new PDUMal f or nedExcept i on( /1 do nothing
"lInvalid status code from" + break;
corePduType.toString() + ": " + statusCode, }
encoded) ; }

} }
}

i f (payl oadSubparts. | ength
returnData. add(nul ) ;

1) { // without status nessage

trace(l ogMessage) ;

}

el se if(payl oadSubparts.length == 2) { // with status nmessage
/1 add Status Message Fi | enane:
returnDat a. add( payl oadSubparts[1]);

src/ mai n/ javal/ conf transm sms/ ui / j avaf x/ Conf i gManager . j ava

br eak; package com transm sns. ui.javafx;
}
defaul t: {

/'l code shoul d NEVER reach here

throw new AssertionError("Uncaught PDU Type:

inport org.yanl.snakeyani. Dunper Opti ons;
inport org.yani.snakeyani. Yan ;
+ corePduTyipg)ort org. apache. | oggi ng. | og4j . Logger ;
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inport java.io.File; new Fil el nput Strean{f)));

inport java.io.FilelnputStream }
inport java.io.FileWiter; cat ch( Fi | eNot FoundException e) {
inport java.io.lnputStream
inport java.util.HashMap; Il refresh configRoot since we used a new config
inport java.util.Mp; Obj ect cf RObj = config. get(ConfigManager. ROOT_KEY) ;
inport java.util.Set; if(cfROj null) {
confi gExi sts = fal se;
inport java.io.lOException; }
inport java.io.FileNot FoundExcepti on; else {
configRoot = (Map<String, Object>)(cfRMj);
}
public final class ConfigManager { }
public final static String ROOT_KEY = "appconfig"; else { // load fromdefault yaml if not yet existing
public final static String DOANLQADLOC KEY = "downl oad-1 ocation"; /1 we have | oaded defaultConfig as config previously
public final static String RETRY_ON ERRORS KEY = "retry-on-errors"; /1 so we won't do anything here
public final static String COUNTRYCODE KEY = "country-code"; }
public final static String BACKENDTYPE_KEY = "backend-type";
public final static String BACKENDSETTI NGS_KEY = "backend-settings"; Il fixes for sonme default val ues

/1 fix blank downl oad | ocation to system specific Downl oads fol der

public final static String BACKEND DUMW_VALUE = "dumy"; i f(configRoot. get (Confi gManager. DOMNLOADLOC KEY) == null) {

public final static String BACKEND GAMMUPSQL_VALUE = "ganmmu-psql"; confi gRoot . put ( Conf i gManager . DOANLOADLCOC_KEY,
public final static String BACKEND _ANDRO D_VALUE = "android"; System get Property("user. hone") + File.separator +
" Downl oads" + File.separator);
public final static String BACKEND_DUMW_KEY = "backend-dumy"; }
public final static String BACKEND_GAMMUPSQL_KEY = "backend- gamu- psql ";
public final static String BACKEND_ANDRO D _KEY = "backend-android"; /Il write new config/fixes for config
FileWiter fw= null;

public final static String BACKEND_DUMW_HOST_KEY = "host"; try {
public final static String BACKEND_DUMW_PORT_KEY = "port"; fw = new FileWiter(f);
public final static String BACKEND_DUMW_LOCALM N_KEY = "l ocal -mi n"; Confi gManager. yanl . dunp(config, fw);
public final static String BACKEND_DUMW_ROLE KEY = “rol e"; fw flush();
public final static String BACKEND_GAMMUPSQL_HOST_KEY = "dat abase- host";
public final static String BACKEND_GAMMUPSQL_PORT_KEY = "dat abase-port"; catch(1 OException e) {
public final static String BACKEND_GAMMUPSQL_NAME_KEY = "dat abase- nane"; e.printStackTrace();
public final static String BACKEND_GAMMUPSQL_USER KEY = "dat abase-user"; }
public final static String BACKEND_GAMMUPSQL_PASS_KEY = finally {

" dat abase- password"; try {
public final static String BACKEND_GAMMUPSQL_LOCALM N_KEY = fw close();

"l ocal -mn"; }
public final static String BACKEND _ANDRO D HOST_KEY = "host"; catch(1 OException e) {
public final static String BACKEND _ANDRO D_PORT_KEY = "port"; e.printStackTrace();

}

private final static String CONFI G FILE NAME = "transm sms. yam "; }
private static Yam yani; return confi gRoot;
private static Map<Cbject, Cbject> defaultConfig; }

public static Map<String, GCbject> defaultConfigRoot;
public static bool ean writeConfig(Mp<String, Object> configRoot) {

static { Map<String, Cbject> config = new HashMap<>();
Dunper Opti ons options = new Dunper Options(); confi g. put (Confi gManager . ROOT_KEY, new HashMap<>( confi gRoot));
options. set Def aul t Fl owSt yl e( Dunper Opt i ons. Fl owSt yl e. BLOCK) ;
Conf i gManager.yani = new Yaml (options); bool ean isSuccessful = true;
FileWiter fw= null;
Conf i gManager . defaul t Config = try {
(Map<Cbj ect, Obj ect>) (Confi gManager. yani .| oad( File f = new File(new File("conf"),
Conf i gManager . yani . get G ass() . get O assLoader () Conf i gManager . CONFI G_FI LE_NAME) ;
. get Resour ceAsStrean("transm sns-j avafx. yani"))); fw = new FileWiter(f);
Confi gManager. yanl . dunp(config, fw);
Conf i gManager . def aul t Confi gRoot = fw flush();
(Map<String, Object>)(ConfigManager. defaultConfig. get( }
Conf i gManager . ROOT_KEY) ) ; catch(1 OException e) {
} i sSuccessful = fal se;
}
finally {
public static Map<String, Object> initAndReadConfig(Logger |ogger) { if(fw!=null) {
/1l verify config directory's and config's existence try {
File dir = new File("conf"); fw close();
bool ean dirExists = !dir.nkdir();
bool ean confi gExists = fal se; catch(1 OException e) {
File f = new File(dir, ConfigManager. CONFI G_FI LE_NAME) ; i sSuccessful = fal se;
try { )
configExists = If.createNewFile(); }
| ogger . debug(confi gExi sts ? "Reading config file..." : }
"Creating new config file...");
} return isSuccessful;
cat ch(l CException e) { }
| ogger.trace("got |CException!!!");
e.printStackTrace(); public static<K, V> Map<K, V> mapDiff(Map<? extends K, ? extends V> |,
} Map<? extends K, ? extends V> r) {
Map<K, V> diff = new HashMap<>();
Map<(bj ect, bject> config = diff.putAl(l);
new HashMap<>( Confi gManager . def aul t Confi g); diff.putAll(r);
Map<String, Object> configRoot =
(Map<String, Object>)(config.get(ConfigManager.ROOT_KEY)); diff.entrySet().renoveAl | (l.size() <= r.size() ?

|.entrySet() : r.entrySet());
if(configExists) {
/1l read config fromfile return diff;
try { )
config = (Map<bj ect, Object>)(ConfigManager.yani .| oad(
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public static Map mapDeepCopy(Map src) { this.pairButton. setDi sabl e(currentEntry == null);

return Confi gManager. mapDeepCopy(src, new HashMap<Cbject, Chject>()); this.inportButton.setDisable(currentEntry == null);
} this.saveButton. set Text((currentEntry != null) ?
"Save" : "Add Contact");
public static Map mapDeepCopy(Map src, Map dest) { /1 bind related buttons
Set <Map. Entry> entrySet = src.entrySet(); this. saveButton. di sabl eProperty(). bi nd(
for(Map.Entry entry : entrySet) { this.contact Nunber.textProperty().isEmty());
dest. put (entry. get Key(), this.contactEdi t Error Text. vi si bl eProperty(). bi nd(
(entry. getVal ue() instanceof Map) ? this.contact Nunber.textProperty().isEmpty());
nmapDeepCopy( (Map<?, ?>)(entry.getValue())) : Bool eanBi ndi ng entryl sPaired = new Bool eanBi ndi ng() {
entry. getVal ue()); { // this is an instance initializer
super . bi nd(Cont act Edi t Control l er.this.currentEntry);
return dest; }
}
} @verride
protected bool ean conputeVal ue() {
return ContactEditController.this.currentEntry.containsKey(
Cont act Manager . KEYS_KEY) &&
Cont act Edi t Control | er.this.currentEntry. get(
-------------------------------------------------------------- Cont act Manager . KEYS_KEY) != nul | ;
Fi | enane: src/main/javal/ conitransmi sms/ ui/javafx/ Contact Edit Control |l er.java }
-------------------------------------------------------------- 1
this.unpairButton. di sabl eProperty().bind(entrylsPaired.not());
package comtransm sns. ui.javafx; this. exportButton. di sabl eProperty().bind(entrylsPaired.not());
inport javaf x. beans. bi ndi ng. Bi ndi ngs; Il reset fields/load current entry
inport javaf x. beans. bi ndi ng. Bool eanBi ndi ng; if(currentEntry !'= null) {
inport javaf x. beans. property. Si npl eMapProperty; this.contact Nunber. set Text ((String)(currentEntry. get(
inport javafx.collections. FXCol | ecti ons; Cont act Manager . MSI SDN_KEY)) ) ;
inport javafx.event.ActionEvent; this.contact Nane. set Text ((String) (currentEntry. get(
inport javafx.fxm.FXM; Cont act Manager . NAVE_KEY) ) ) ;
inport javafx.scene.control.Button; }
inport javafx.scene.control. Label; else {
inport javafx.scene.control. TextField; this.contact Nane. set Text ("");
inport javafx.stage. WndowEvent ; this.contact Nunber. set Text ("");
inport javafx. stage. Stage; }
this.contact Edi t St age. showAndWai t () ;
inport java.util.HashMap; }
inport java.util.List;
inport java.util.Mp; @XM

public void handl eSaveButtonActi on(Acti onEvent event) {
this.contact Nunber.commit Val ue();
this.contact Nane. conmi t Val ue();
public class ContactEditController {

@XM /1 try to normalize contactNunber first

private TextField contactNunber; this.contact Nunber. set Text (Utils. nornalizeMsi sdn(

@XM this.contact Nunber. get Text (), "63"));

private TextField contact Nane;

@XM if(this.entryMap == null) {

private Label contactEditErrorText; /1 add to contact |ist

@XM this.contactOLi st.add(this.currentEntry);

private Label contactExistsErrorText; this.entryMap = this.currentEntry;

@XM }

private Button saveButton;

@XM Il set properties

private Button pairButton; this.entryMap. put (

@XM Cont act Manager . MSI SDN_KEY, this. contact Nunber. get Text());
private Button unpairButton; this.entryMap. put (

@XM Cont act Manager . NAVE_KEY, this. contact Name. get Text());
private Button inportButton; /1 and sort contact |ist again by nane

@XM Cont act Manager . sort Cont act Li st ByName(t hi s. contact OLi st);

private Button exportButton;
/'l enabl e/ di sabl e controls as needed

private Stage contact Edit St age; this.contact Nunber. set Di sabl e(true);
this. pairButton. setDi sabl e(fal se);
private Mai nW ndowController prinmaryController = null; this.inmportButton. setDisable(fal se);
this.saveButton. set Text ("Save");
private List<Map<String, Cbject>> contactCOList = null;
private Sinpl eMapProperty<String, Cbject> currentEntry = null; Il save on file ASAP
private Map<String, Object> entryMap = null; Cont act Manager . wri t eConf i g( Cont act Manager . convert ToCont act Map(
this.contactQList));
}
public void initialize(Stage contactEdit Stage, @XM
Mai nW ndowControl | er primryController) { public void handl ePai rButtonActi on(Acti onEvent event) {
/'l set properties /1 mark proper activeContact
this.contactEdit Stage = contact Edi t St age; String peer = (String)this.currentEntry.get(ContactManager. MSI SDN_KEY) ;
this.primaryController = primaryController; this.primaryController.activeContact. set(peer);
this.contactOList = primaryController.contactOList; this.contactEditStage.close(); // cleanup
} /1 then pass this to the Mai nWndowController

this.primryController.handl eExternal Pai rButtonActi on(event);
protected void prepareAndShowsSt age( Map<String, Cbject> currentEntry) { }
this.entryMap = currentEntry;

this.currentEntry = new Si npl eMapProperty<>( @XM
FXCol | ecti ons. obser vabl eHashMap() ) ; public void handl eUnpai r But t onActi on( Acti onEvent event) {
if(currentEntry !'= null) { this.entryMap. renove( Cont act Manager . KEYS_KEY) ;
this.currentEntry. putAll (currentEntry); /1 force sort contacts to apply changes
} Cont act Manager . sort Cont act Li st ByName(t hi s. contact OLi st);
Il save on file ASAP
/1 enabl e/ di sabl e controls as needed Cont act Manager . wri t eConf i g( Cont act Manager . convert ToCont act Map(
this. contactNunber. set Di sabl e(currentEntry !'= null); this.contactQList));
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/'l enabl e/ di sabl e controls as needed
}
@XM
public void handl eOnd oseRequest (W ndowEvent event) {
/1 unbind button properties first
this. unpai rButton. di sabl eProperty(). unbind();
this. exportButton. di sabl eProperty(). unbind();
this. saveButton. di sabl eProperty(). unbind();
this. contactEditErrorText. visibl eProperty().unbind();
this. contact Exi stsError Text. visi bl eProperty(). unbind();
/1 then reset our entry markers
this.currentEntry = null;
this.entryMap = null;
}
}
Fi | enane: src/ main/javal conitransmi sims/ ui/javaf x/ Cont act Manager . j ava
package comtransm sns. ui.javafx;
inport org.yanl.snakeyani . Dunper Opti ons;
inport org.yanl.snakeyam . Yan ;
inport org.apache. | oggi ng. | og4j . Logger;
inport java.io.File;
inport java.io.FilelnputStream
inport java.io.FileWiter;
inport java.io.!lnputStream
inport java.util.Arraylist;
inport java.util.Collections;
inport java.util.HashMap;
inport java.util.List;
inport java.util.Mp;
inport java.io.lOException;
inport java.io.FileNot FoundExcepti on;

public final

publ
publ
publ
publ
publ
publ
publ
publ
publ
publ

private final

class Contact Manager {

ic final static String ROOT_KEY = "keystore";

ic final static String MSI SDN_KEY = "nunber";

ic final static String NAME_KEY = "nane";

ic final static String KEYS_KEY = "keys";

ic final static String HOST_PUB_ENC KEY = "host - pub-enc";

ic final static String HOST_PRIV_ENC KEY = "host-priv-enc

ic final static String HOST_PUB_AUTH KEY = "host - pub-auth

ic final static String HOST_PRIV_AUTH KEY = "host-priv-auth";
ic final static String PEER PUB_ENC KEY = "peer-pub-enc";

ic final static String PEER PUB_AUTH KEY = "peer-pub-auth";

static String CONFI G FI LE_NAME = "contacts.yanl";

private static Yam yani;
private static Map<String, Cbject> defaultConfig;

publ

ic static Map<String, Mp<String, Object>> defaultConfigRoot;

static {

publ

Dunper Opti ons options = new Dunper Options();
options. set Def aul t Fl owSt yl e( Dunper Opt i ons. Fl owSt yl e. BLOCK) ;
Cont act Manager . yaml = new Yani (options);

Cont act Manager . def aul t Config =
(Map<String, Object>)(ContactMnager.yani.| oad(
Cont act Manager . yarl . get O ass() . get O assLoader ()

. get Resour ceAsStrean("transni sns-j avaf x- keystore.yanl ")));

Cont act Manager . def aul t Confi gRoot =
(Map<String, Map<String, Object>>)
( Cont act Manager . def aul t Confi g. get (
Cont act Manager . ROOT_KEY) ) ;

ic static Map<String, Mp<String, Object>> initAndReadContacts(
Logger |ogger) {
/1 verify config directory's and config's existence
File dir = new File("conf");
bool ean dirExists = !dir.nkdir();
bool ean confi gExists = fal se;
File f = new File(dir, ContactManager.CONFI G _FI LE_NAME);
try {
configExists = If.createNewFile();
| ogger . debug(confi gExi sts ? "Reading contacts file..."
"Creating new contacts file...");
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}

catch(1 OException e) {
| ogger.trace("got | OException!!!");
e.printStackTrace();

}

Map<String, Object> config =
new HashMap<>( Cont act Manager . def aul t Confi g) ;
Map<String, Map<String, Object>> configRoot = null;

i f (Cont act Manager . def aul t Confi gRoot != null)

confi gRoot = new HashMap<>( Cont act Manager . def aul t Confi gRoot ) ;
}
else {

configRoot = new HashMap<>();
}

if(configExists) {
/1l read config fromfile

try {
config = (Map<String, Object>)(ContactManager.yamn .| oad(
new Fil el nput Strean{f)));

}
cat ch( Fi | eNot FoundException e) {
}

/1 refresh configRoot since we used a new config

Obj ect cf RObj = config. get(Contact Manager. ROOT_KEY) ;
if(cfROj == null) {
confi gExi sts = fal se;
}
else {
configRoot = (Map<String, Map<String, Object>>)(cfR0bj);
}
}
else { // load fromdefault yanl if not yet existing

/1 we have | oaded defaul tConfig as config previously
/1 so we won't do anything here

}

/1 write new config/fixes for contacts
FileWiter fw= null;
try {
fw = new FileWiter(f);
Cont act Manager . yam . dunp(confi g,
fw flush();

fw;

}
catch(1 OException e) {
e.printStackTrace();

}
finally {
try {
fw close();

}
catch(1 OException e) {
e.printStackTrace();
}
}

return confi gRoot;

ic static boolean witeConfig(
Map<String, Map<String, Object>> configRoot) {
Map<String, Cbject> config = new HashMap<>();
confi g. put (Cont act Manager. ROOT_KEY, new HashMap<>(confi gRoot));

bool ean i sSuccessful
FileWiter fw= null;
try {

File f = new File(new File("conf"),

Cont act Manager . CONFI G_FI LE_NAME) ;

fw=new FileWiter(f);

Cont act Manager . yam . dunp(confi g,

fw flush();

= true;

fw;

}
catch(1 OException e) {

i sSuccessful = fal se;
}
finally {
if(fw!l=null) {
try {
fw close();

}
catch(1 OException e) {
i sSuccessful = fal se;

}



}

return isSuccessful;

/111 utility functions here
public static void sortContactListByName(

Li st <Map<String, Object>> ) {
Col l ections.sort(l, (ml, n2) -> {
return ((String)(nl.get(
Cont act Manager . NAVE_KEY) ) ) . conpar eTol gnor eCase(
((String)(nR.get(Contact Manager. NAVE_KEY))));
1

public static List<Map<String, Object>> convertToContactList(

publ

Fi | ename:

Map<String, Map<String, Object>> m {
Li st <Map<String, Cbject>> | = new ArrayList<>();
m forEach((k, v) -> {

Map<String, bject> n = new HashMap<>();

n. put (Cont act Manager . M5l SDN_KEY, k) ;

n. put (Cont act Manager . NAVME_KEY, (String)(v.get(NAMVE_KEY)));

n. put (Cont act Manager . KEYS_KEY, v. get (KEYS_KEY));
I . add(n);

1)

/1 sort created list first

Cont act Manager . sor t Cont act Li st ByNarme(| ) ;

return |;

Li st <Map<String, Object>> 1) {
Map<String, Map<String, Object>> m= new HashMap<>();
/1 loop for each el ement and reconstruct the nap
for(Map<String, Qbject>item: I) {
bj ect nunber = item get(Contact Manager. MSI SDN_KEY) ;
oj ect nane = item get (Contact Manager. NAVE_KEY) ;

/'l check for validity and skip if invalid

ic static Map<String, Mp<String, Object>> convertToContact Map(

if(!(name instanceof String &% number instanceof String)) {

conti nue;

}

Map<String, bject> n = new HashMap<>();
n. put (Cont act Manager . NAME_KEY, (String)nane);

n. put (Cont act Manager . KEYS_KEY, item get (Cont act Manager. KEYS_KEY)por t

m put ((String)nunber, n);

return m

package comtransm sns. ui.javafx;

i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport

i nport

i nport

j avaf x. scene. Parent ;

j avaf x. scene. control . Butt onType;
j avaf x. scene. control . Di al og;

j avaf x. scene. control . Label ;

j avaf x. scene. i mage. | nage;

j avaf x. scene. i mage. | nageVi ew,

j avaf x. scene. text. Text;

j avaf x. stage. StageStyl e;

javaf x. fxm . FXM_Loader ;

java.io.| OException;

public class FingerprintDial og extends Dial og<ButtonType> {
private final Label primaryLabel;
private final Text secondaryLabel;
private final Text enphasisLabel;

public FingerprintDialog(String primaryText,

I'mage ing) {
/1 prepare and set the header
FXM.Loader di al ogTenpl at eLoader = new FXM.Loader (

Mai nW ndowCont rol | er. cl ass. get O assLoader ()

. get Resource("di al og-fingerprint-tenplate. fxnm"));
Parent header = null;
try {

header = (Parent) (dial ogTenpl at eLoader.|oad());

src/ mai n/javal conf transm sns/ ui/j avaf x/ Fi ngerpri nt Di al og. j ava

String secondaryText,
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}

}
catch(1 OException e) {
System out. println(

" Ca

ught | OException when | oading dial og header tenplates");

e.printStackTrace();

/1l set css for the parent

header. get St yl esheet s(). add("di al og. css");
Il set
I mageView i v = (I nageVi ew) header . | ookup(". di al ogl con");
iv.setlmage(ing);

Il set necessary text properties

this.primrylLabel = (Label)header.|ookup(".dial ogPrimaryLabel");
this.secondaryLabel = (Text)header.|ookup(".dial ogSecondaryLabel");
this. enphasi sLabel = (Text)header. | ookup(".dial ogEnphasi sLabel ");
primaryLabel . set Text (pri maryText);

secondar yLabel . set Text (secondar yText) ;

/1 add the header to dial og pane

this. getD al ogPane() . set Header ( header) ;

icon

for dialog

/1 msc nodifications for the dialog
this.initStyl e(StageStyle. UTILITY);

public void setEnphasisText(String text) {
this. enphasi sLabel . set Text (text);

}

package com transm sns. ui.javafx;

inport javafx.
inport javafx.
inport javafx.
inport javafx.

javaf x.

inport javafx.
inport javafx.
inport javafx.
inport javafx.

appl i
appl i
fxm .

scene.
scene.
stage.
stage.
stage.

stage

cation. Application;
cation.Platform
FXM_Loader ;

Par ent ;

Scene;

Mbdal i ty;

St age;

St ageStyl e;

. W ndowEvent ;

inport org.apache. | oggi ng. | og4j . LogManager ;
inport org.apache. | oggi ng. | og4j . Logger;

inport java.lang.reflect.Mthod;
inport java.util.Mp;

inport java.io.lCException;

public class Main extends Application {
/1 initialize |ogging
private final Li
private final Li
LogManager . get Logger (" com transm sns. snsf t p. protocol ") ;

ogger nai nLogger = LogManager . get Logger ("com transm sns");
ogger protocol Logger =

public class JavaFXUpdat eMet hodCont ai ner {

publ

Met hod
Met hod
Met hod

Met hod

publ i

this.
this.
this.
this.

Cc

upda
upda

t eMessage;
teTitle;

updat eLongPr ogr ess;
updat eDoubl eProgr ess;

Javal
Met
Met

FXUpdat eMet hodCont ai ner ( Met hod updat eMessage,
hod updateTitle, Method updatelLongProgress,
hod updat eDoubl eProgress) {

updat eMessage = updat eMessage;

updateTitle = updateTitle;

updat eLongPr ogress = updat eLongPr ogr ess;
updat eDoubl eProgress = updat eDoubl eProgr ess;

ic interface Transmi snsLogger {

publ i
publ i
publ i
publ i
publ i
publ i

Cc

Cc
Cc
Cc
Cc
Cc

void
void
void
void
void
void

debug( Char Sequence nessage) ;
error (Char Sequence nessage);
fatal (Char Sequence nessage);
i nf o( Char Sequence nessage);
trace( Char Sequence nessage);
war n( Char Sequence nessage) ;



pref sSt age. set Scene(new Scene(pref sParent, 640, 520));
prefsStage.initOaner(primryStage);
prefsStage.initMdality(Mdality. APPLI CATI ON_MODAL) ;

public static void main(String[] args) { contact Edi t Stage. set Titl e("Contact Details");
Application. launch(args); cont act Edi t St age. set Scene(new Scene(cont act Edi t Parent, 480, 300));
} cont act Edi t St age. i ni t Oaner (pri marySt age) ;

cont act Edi t St age. i ni t Modal i ty(Mdal ity. APPLI CATI ON_MODAL) ;
primaryStage. setTitle(" Transm SM5");
pri marySt age. set Scene(new Scene(pri naryParent, 640, 480));

/1 1ooking for public static void main()? here it is: primrysStage.show(); // finally, show the stage
@verride
public void start(Stage prinaryStage) { this. mai nLogger. trace(

"Reached end of pseudo main(), JavaFX probably has taken over");
this. mai nLogger.info("Starting transm sms-javafx v0.7..."); }

/1 load and initialize yam files on startup
Map<String, Object> configRoot =

Conf i gManager . i ni t AndReadConfi g(t hi s. mai nLogger); @verride
Map<String, Map<String, Object>> contactsRoot = public void stop() {
Cont act Manager . i ni t AndReadCont act s( t hi s. mai nLogger) ; this. mai nLogger.trace("Exiting application...");
}
this. mainLogger.trace("Entered U Session |oop"); }

/1 set stylesheet
set User Agent St yl esheet ( STYLESHEET_MODENA) ;

/1 initialize other stages
Stage prefsStage = new Stage(StageStyle. UTILITY); commoom oo oo oo oo
St age contact Edi t Stage = new St age(StageStyle. UTILITY); Fil ename: src/ main/javal/ con transm sns/ ui/javaf x/ Mai nW ndowControl | er.java

/1 get primaryLoader for JavaFx
FXM.Loader primaryLoader = new FXM.Loader (get C ass(). get O assLoadepdgkage com transm sns. ui.j avaf x;
get Resource("fxm -main. fxm"));
FXM.Loader prefsLoader = new FXM.Loader (get Cl ass().get O assLoader (i)mport com transmni sns. core. prot ocol . Connecti on;

get Resour ce( " prefs-w ndow. fxm")); inport comtransmi sns. core. protocol . PDUType;
FXM.Loader contact Edi t Loader = inport comtransm sns. core. protocol . Connecti on. Connecti onStat e;
new FXM.Loader (get O ass(). get Cl assLoader (). inport comtransm sns.core.util.crypto.BionetricFingerprint;
get Resour ce("contact -edi t-w ndow. fxnml ")) ; inport comtransm sns. snsftp. protocol . Smsft pFacade;
Parent primaryParent = null; inport comtransm sns. snsftp. protocol . Smsft pPDUType;
Parent prefsParent = null; inport comtransm sms. snsftp. protocol . SnsftpPresenter;
Parent contact EditParent = null; inport comtransm sns. snsftp. protocol . Smsft pSessi on;
try { inport comtransm sns. snsftp. protocol . Snsft pSessi on. Rol e;
prinmaryParent = primarylLoader.|oad(); inport comtransmi sns. snsftp. protocol . Smsft pSessi on. Sessi onl ntent;
prefsParent = prefsLoader.|oad(); inport comtransm sns. snsftp. protocol . Smsft pSessi on. Sessi onSt at e;
cont act Edi t Parent = cont act Edi t Loader. | oad(); inport comtransm sns. snsftp.tenputil.SnsftplLogger Presenter;
inport comtransm sns. ui.javafx. smsservi ce. Andr oi dSnsSer vi ce;
cat ch(1 CException e) { inport comtransmi sns. ui.javafx. snsservi ce. Ext endedSnsSer vi ce;
this. mai nLogger . error(e. get Message()); inport comtransm sns. ui.javafx. snsservi ce. Ext endedSnsSer vi ce. Ext endedReason;
e.printStackTrace(); inport comtransm sns. ui.javafx. snsservi ce. DunmySnsSer vi ce;
Platformexit(); // exit ASAP inport comtransmi sns. ui.javafx. smeservi ce. GanmuSnsSer vi ce;

}
inport org.apache. | oggi ng. | og4j . Logger;
/1 set css for the parents
primaryParent. get Styl esheet s().add("main. css"); inport javafx.application.Platform
pref sParent. get Styl esheets(). add(" main.css"); inport javafx.concurrent. Task;
pref sParent. get Styl esheets().add("prefs-w ndow. css"); inport javafx.event.ActionEvent;
cont act Edi t Parent . get Styl esheets(). add(" mai n. css"); inport javafx.fxml.FXWM;
cont act Edi t Parent . get Styl esheet s(). add("contact - edi t-w ndow. css") ;i nport javafx.fxm .FXM.Loader;
inport javafx.geometry. Side;

).
).

/1 get controllers and initialize them inport javafx.scene. Node;

PrefsControl | er prefsController = inport javafx.scene. Parent;
(PrefsController)prefsLoader. getController(); inport javafx.scene.control.Button;

Cont act Edi t Control | er contactEditController = inport javafx.scene.control.ButtonBar. ButtonDat a;
(Contact Edi t Control | er)contact Edi t Loader. get Control l er(); inport javafx.scene.control.ButtonType;

Mai nW ndowControl | er primaryController = inport javafx.scene. control.ContextMenu;
(Mai nW ndowControl | er) pri maryLoader. get Control |l er(); inport javafx.scene.control. D al og;

primaryControl ler.initialize(configRoot, contactsRoot, prefsStage,inport javafx.scene.control.Label;
contact Edi t Control | er, this.nainLogger, this.protocol Loggernpport javafx.scene.control.ListCell;

prefsController.initialize(configRoot, primaryController); inport javafx.scene.control.ListView,
contact Edi t Control l er.initialize(contactEditStage, inport javafx.scene.control.Menultem
primaryController); inport javafx.scene.control.ProgressBar;
inport javafx.scene.control.TextArea;

/1 set close handler inport javafx.scene.inage. | mge;
primarySt age. set OnCl oseRequest ((e) -> { inport javafx.scene.inage. | mgeVi ew,

mai nLogger. trace("Mai n Wndow cl osed"); inport javafx.scene.|ayout. HBox;

primaryControl | er.shutdown(); inport javafx.scene.|ayout. VBox;
138 inport javafx.scene.text. Text;
pref sSt age. set OnCl oseRequest ((e) -> { inport javafx.stage. Fi| eChooser;

prefsControl | er. handl eOnC oseRequest (e) ; inport javafx.stage. Stage;
1) inport javafx.stage. StageStyle;
cont act Edi t St age. set OnCl oseRequest ((e) -> {

cont act Edi t Control | er. handl eOnd oseRequest (e) ; inport javafx. beans. bi ndi ng. Bi ndi ngs;
1) inport javafx. beans. bi ndi ng. Bool eanBi ndi ng;

inport javafx. beans. property. Si npl eBool eanProperty;

/1l set static sizes inport javafx. beans. property. Si npl eDoubl eProperty;
primarySt age. set M nW dt h(300) ; inport javafx. beans. property. Si npl eStringProperty;
pri marySt age. set M nHei ght (200) ; inport javafx.collections.FXCollections;
pref sSt age. set M nW dt h(300) ; inport javafx.collections. Gbservabl eLi st;

pref sSt age. set M nHei ght (200) ;

inport java.io.File;
/1 set stage U inport java.io.FilenaneFilter;
prefsStage.setTitle("Preferences"); inport java.nio.file. Files;
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i nport
i nport
i nport
i nport
i mport
i mport
i mport
i mport
i mport

i mport
i mport

i mport

java.nio.file.Paths;
java.util.Arrays;

java. util.HashMap;

java.util.List;

java.util.Mp;

java. util.concurrent. Count DownlLat ch;
java.util.concurrent. Executors;

java. util.concurrent. Executor Servi ce;
java.util.function. Consuner;

com transm sms. core. protocol . SnsSer vi ceExcepti on;
java.io.| OException;

java.util.concurrent. Executi onException;

public class Mai nWndowController {
protected static class ContactListCell

}

extends ListCel | <Map<String, Object>> {
private Node root Graphic;
private final MinWndowController mac;

public ContactlListCell (MinWndowController mwc) {
this.mec = mac;

}

@verride
public void updateltenm(Map<String, Cbject> item boolean enpty) {
super. updatelten(item enpty);
if(lenpty & item!= null) {
try {
FXM.Loader | cLoader = new FXM.Loader (get C ass()
. get O assLoader ()
. get Resource("contact-listcell-tenplate. fxni"));
| cLoader. set Control l er(this. mc);
this.rootGaphic = (VBox)(lcLoader.!load());

}
cat ch(l CException e) {
System out. printl n(

" Caught | CException when loading list cell tenplates");

e.printStackTrace();
}

/111 configure menbers' properties
String nsisdn (String) (item get(ContactManager. M5l SDN_KEY) ) ;

Label cname = (Label)(this.rootG aphic.|ookup(".contactNanme"));

cnane. set Text ((String) (item get(Contact Manager. NAVE_KEY)));
Label cnum = (Label) (this.rootG aphic.|ookup(".contactNunt));
cnum set Text (nsi sdn) ;
Label s = (Label)(this.rootG aphic.|ookup(
".contactStatus"));
ProgressBar p = (ProgressBar)(this.rootG aphic.|ookup(
".operationProgress"));
Button b = (Button)(this.rootG aphic.|ookup(
".cancel OperationButton"));
/1 set id bindings
s.idProperty().bind(Bindings. concat (nsi sdn, "StatusLabel"));
p.idProperty().bind(Bindings. concat (nsi sdn, "ProgressBar"));
b. i dProperty().bind(Bindi ngs. concat (nsi sdn, "Cancel Button"));
/1 set other bindings
s.text Property().bind(this.mc.connectionStatus);
p. progressProperty().bind(this. mc. connectionProgress);

/1 finally, set graphic
this.set Graphic(this.rootGaphic);

else {
/1l clear contents on enpty
this.setText(null);
this.setGaphic(null);

private static class PresenterBase extends SnsftpPresenter {

final private Mai nWndowController mc;
final protected SmsftpFacade snsftpFacade;
private String statusCode = null;

private String statusMessage = null;

public PresenterBase(SnsftpFacade snsftpFacade,
Mai nW ndowControl I er mac) {
super ( snsf t pFacade) ;
this.mec = mac;
this.snsftpFacade = snsftpFacade;

}
@verride
public void onStatusUpdat e( StatusType sType, SessionState sState,

oj ect args) {
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if(sType == StatusType. STATE_CHANGED) {
if(args == null || args.length <1 ||
I'(args[0] instanceof SessionState)) {
return; // exit ASAP
}
SessionState newState = (SessionState)(args[0]);
if(sState. equal s(newstate)) {
return; // exit on nothing changed condition

}
switch(newState) {
case CONNECTED: {
PlatformrunLater(() -> {
this. mec. connectionProgress. set (-1);
this. mec. connectionStat us. set (
"Connected to peer");
1)

break;

}
case | NI T_RECEl VED:
case | NI T_SENT: {
PlatformrunLater(() ->
this. mc. connectionStat us. set (
this.smsftpFacade
. snef t pSessi on. get Encrypti onFl ag() ?
" Exchangi ng connection and security details"
"Exchangi ng connection details"));
break;

}
case SENDI NG _DATA: {
PlatformrunLater(() ->
this. mc. connectionStat us. set (
"Sending data"));
break;

}
case RECEI VI NG DATA: {
PlatformrunLater(() ->
this. mc. connectionStat us. set (
"Receiving data"));
break;

}
case I|NITIATOR VAIT: {
PlatformrunLater(() ->
this. mc. connectionStat us. set (
"Waiting for peer to respond"));
break;

}
case | NI TI ATOR_KEY_EXCHANGE:
case RESPONDER_KEY_EXCHANGE: {
PlatformrunLater(() ->
this. mc. connectionStat us. set (
"Exchangi ng keys with peer"));
break;

}
case COWPLETED: {
PlatformrunLater(() ->
this. mc. connectionStat us. set (
"Verified. Finalizing transfer"));
break;

}
case COWPLETE WAIT: {
PlatformrunLater(() -> {
this. mc. connectionProgress. set (-1);
this. mc. connectionStat us. set (
"Sending data; waiting for verification");
1)

break;

}
case TERM NATING {
PlatformrunLater(() -> {
this. mc. connectionProgress. set (-1);
this. mec. connectionStat us. set (
" Di sconnecting");
1)

break;

}
default: {
return; // exit ASAP
}
}

}
else if(sType == StatusType. NOTI CE) {
i f(this.mc. current Facade. snsf t pSessi on
. get Sessi onl ntent (). equal s(
Sessionlntent. PAIR)) {
i f(sState. equal s(Sessi onSt ate. COWLETED) | |
sStat e. equal s(Sessi onState. COWPLETE_WAIT)) {
final SnsftpSession session =
this. mec. current Facade. snsft pSessi on;
Il extracted keys from session
final byte[] hostPubEnc =
sessi on. | ocal EncKeypai r. get Publ i c(). get Encoded();



final byte[] hostPrivEnc = Cont act Manager . conver t ToCont act Map(

sessi on. | ocal EncKeypai r. get Private(). get Encoded(); this.mwec. contact OList));
final byte[] hostPubAuth = this.mwe. refreshContactLi st = true;
sessi on. | ocal Aut hKeypai r. get Publ i c(). get Encoded(); 1)
final byte[] hostPrivAuth = }
sessi on. | ocal Aut hKeypai r. get Private().get Encoded(); }
final byte[] peerPubEnc = session. peer Enckey; }
final byte[] peerPubAuth = session. peer Aut hkey; }
@verride
/1 compute fingerprint public void onStatusUpdate(StatusType sType, ConnectionState ol dState,
final byte[] |ocal PubKeys = Object ... args) {
new byt e[ host PubEnc. | engt h+host PubAut h. | engt h] ; if(args == null || args.length < 1) {
System arraycopy( host PubEnc, 0, |ocal PubKeys, return; // exit ASAP
0, host PubEnc. | ength); }
System arraycopy( host PubAuth, 0, | ocal PubKeys, if(sType == StatusType. STATE_CHANGED &&
host PubEnc. | engt h, host PubAut h. | engt h) ; args[ 0] instanceof ConnectionState)
final byte[] peerPubKeys = ConnectionState newState = (ConnectionState)(args[0]);
new byt e[ peer PubEnc. | engt h+peer PubAut h. | engt h] ; if(oldState == null || newState == null |[]
System arraycopy( peer PubEnc, 0, peerPubKeys, ol dSt at e. equal s(newState)) {
0, peerPubEnc.|ength); return; // exit ASAP
System arraycopy( peer PubAut h, 0, peer PubKeys, }
peer PubEnc. | engt h, peer PubAut h. | ength); switch(newState) {
final byte[] partl = case CLOSED:
session. get Rol (). equal s(Rol e. | NI TIATOR) ? PlatformrunLater(() -> {
| ocal PubKeys : peer PubKeys; this. mc. connectionStatus. set ("Di sconnected");
final byte[] part2 = 1)
sessi on. get Rol (). equal s(Rol e. | NI TIATOR) ? /1 then clean up afterwards
peer PubKeys : | ocal PubKeys; this. mc. cl eanupTransm ssion();
final byte[] combined = Il force refresh by "sorting contact |ist"
new byte[partl.length+part2.|ength]; PlatformrunLater(() -> {
System arraycopy(partl, 0, conbined, if(this.mwc.refreshContactlList) {
0, partl.length); Cont act Manager . sort Cont act Li st ByName(
System arraycopy(part2, 0, conbined, this. mwc. contact CLi st);
partl.length, part2.length); this.me. refreshContactList = fal se;
final String bfp = }
Bi onetri cFingerprint. getBi onetricFingerprint( 1)
conbi ned) ; break;
}
/1 pronpt user for fingerprint verification/if keys case ESTABLI SHED: {
/1 shoul d be saved PlatformrunLater(() ->
PlatformrunLater(() -> { this. mc. connectionStat us. set (
String aContact = this.mw. activeContact. get(); "Connection established"));
Si npl eBool eanProperty saveKeys = break;
new Si npl eBool eanProperty(false); }
this. mxc. fpConfirmation. set Enphasi sText ( bf p); case LISTENING {
this. m. fpConfirmation. showAndWai t () PlatformrunLater(() -> {
.filter(response -> response == this. mxc. connecti onProgress. set(-1);
Mai nW ndowCont rol | er. di al ogSavekeysBut t on) this. mc. connectionStat us. set (
.ifPresent(response -> { "Waiting for connection requests");
saveKeys. set (true); 1)
) break;
/1 return asap on cancel }
if(!saveKeys.get()) { case REQUEST_RECEI VED: {
return; PlatformrunLater(() ->
} this. mc. connectionStat us. set (
"Recei ved connection request"));
/1 get the correspondi ng keymap for activeContact break;
Map<String, byte[]> keyMap = null; }
for(Map<String, Cbject> m: this.mc.contactOList) { case REQUEST_SENT:
oj ect currentM nO = case REQUEST_SENT_2:
m get (Cont act Manager . M5I SDN_KEY) ; case REQUEST_SENT_3: {
if(currentMnO!= null & PlatformrunLater(() -> {
current M nO i nstanceof String &% this. mc. connectionProgress. set(-1);
aCont act . equal s( this. mc. connectionStat us. set (
currentMnQ)) { "Waiting for connection response");
keyMap = (Map<String, byte[]>) 1
m get ( Cont act Manager . KEYS_KEY) ; break;
/1 create keyMap if not yet existing }
if(keyMap == null) { case CLOSE_ WAIT: {
keyMap = new HashMap<>(); PlatformrunLater(() -> {
m put (Cont act Manager . KEYS_KEY, keyMap) ; this. mc. connectionProgress. set(-1);
} this. mc. connectionStat us. set (
break; // exit the | oop ASAP " Di sconnecting");
} /1 handl e non-success status codes for snsftp
} if(this.statusCode != null &&
/1 fill up map with the necessary keys I'this.statusCode.startsWth("0")) {
keyMap. put ( Cont act Manager . HOST_PUB_ENC_KEY, Il set proper text via status code and nsg
host PubEnc) ; this. mc. peer Di sconnect Noti fication
keyMap. put ( Cont act Manager . HOST_PRI V_ENC_KEY, . set Secondar yText (
host Pri vEnc) ; "Peer disconnected the connection " +
keyMap. put ( Cont act Manager . HOST_PUB_AUTH_KEY, "with the reason: " +
host PubAut h) ; this.statusCode + " " +
keyMap. put (Cont act Manager . HOST_PRI V_AUTH_KEY, this.statusMessage);
host Pri vAut h) ; this. mc. peer Di sconnect Noti fication.show();
keyMap. put (Cont act Manager . PEER_PUB_ENC_KEY, }
peer PubEnc) ; 1)
keyMap. put ( Cont act Manager . PEER_PUB_AUTH_KEY, break;
peer PubAut h) ; }
/'l save on file ASAP case FIN WAIT:
Cont act Manager . wri t eConf i g( case CLOSING 1:
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}

case CLOSING 2: {
PlatformrunLater(() -> {
this. mxc. connecti onProgress. set(-1);
this. mxc. connecti onSt at us. set (
"Requesting di sconnection");
1

br eak;

}
case TIME_WAIT:
PlatformrunLater(() -> {
this. mxc. connecti onProgress. set(-1);
this. mxc. connecti onSt at us. set (
"Finalizing disconnection");
1

br eak;

}
defaul t: {
return; // exit ASAP

}

}
el se if(sType == StatusType. NOTI CE)

if(args.length >= 2 && args[ 0]

}
@verride

protected void onUser Pronpt ( Pronpt Type pType,

instanceof String &&
args[1] instanceof String) {
switch(ol dState) {
case CLOSE_WAIT: {
/1 popul ate status code and nessage
if(this.statusCode == null) {
this.statusCode = (String)args[0];
this.statusMessage = (String)args[1];

br eak;

}
defaul t: {
return; // exit ASAP

}

String message) {

switch(pType) {
case CONNECTI ON_REQUEST: {

br eak;

}
case SMB_SERVI CE_ERROR {

PlatformrunLater(() -> {
this.mxc. errorNotification
. set Pri maryText (nmessage) ;
this.mwc. errorNotification
. set Secondar yText (message) ;
/1 set as not ready (error state)
this. mwc. smeServi cel sReady. set (fal se);
1)
br eak;

}
case TI MEQUT:
case PEER ERROR EXCEEDED_LIM T: {

PlatformrunLater(() -> {
i f (pType. equal s(Pronpt Type. TI MEQUT)) {
this. mxc. connecti onErrorNotification
.setPrimaryText (" Connection Tined Qut");
this. mac. connecti onErrorNotification
. set Secondar yText (

"Peer has not responded for a while. " +
"Do you want to retry connecting?");
}
el se if(pType. equal s(
Pr onpt Type. PEER_ERROR_EXCEEDED LIM T)) {
this. mxc. connecti onErrorNotification
.setPrimaryText ("Error Linmit Exceeded");
this. mxc. connecti onErrorNotification
. set Secondar yText (
"The application has noticed erratic " +

"behavior frompeer. This mght be an " +
"indication of a problematic network " +
"or a tanpered connection. " +

"Do you still want to retry connecting?");
else {
assert false; // this should never happen
return; // exit ASAP
}

/1 don't pronpt if just listening; just
if(this. mwc. current Facade. snsft pSessi on
. get Sessi onStat e() . equal s(
Sessi onSt at e. CONNECTED) &&
this. mxc. current Facade. snsf t pSessi on

retry
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}

. get Rol e() . equal s(Rol e. RESPONDER) ) {
this. mxc. current Facade
.conti nueCperati onAfterPronpt();
return;

/1 then pronpt user afterwards
this. mwc. connectionErrorNotification. showAndWai t ()
.ifPresent(response -> {
if(response ==
Mai nW ndowCont rol | er. di al ogRet ryButton) {
this. mc. current Facade
.conti nueCperati onAfterPronpt();

el se if(response ==
Mai nW ndowCont rol | er. di al ogCancel Button) {
this. mxc. current Facade
.cancel Operati onAfterPronpt();

}
else { // NOTE: code should never reach here
assert false;

}
1)
1)
break;
}
default: {
return; // just do nothing and return ASAP

}

/1 we won't override onLogMessage since we already del egated the task
/1 to the LoggerPresenters

}

private static class ReceiverPresenter extends PresenterBase {

final

private M nW ndowController mac;

publi c Recei verPresenter(SnsftpFacade snsftpFacade,
Mai nW ndowControl | er mac) {

super (snsf t pFacade,
this. mc

}

@verride
protected void onUser Pronpt ( Pronpt Type pType,

mic) ;
= mac;

String nmessage) {

switch(pType) {
case CONNECTI ON_REQUEST: {

I/ DATA_TRANSFER-speci fic variabl es
bool ean i sEncrypted = fal se;

byte[] encKey = null;

byte[] authKey = null;

Il PAIR-specific variables

/1 try to get sender info fromcontacts map
Il tenporary container for keys, if needed
Map<String, byte[]> itenKeys = null;
final Map<String, Map<String, Object>> tenpMap =
Cont act Manager . conver t ToCont act Map(
this. mwc. contact OLi st);
/1l extract contact, if existing fromthe contacts nap

final String peer = Uils.normalizeMsisdn(

this. mc. smsServi ce. get Peer (),

this. mec. confi gRoot . get (

Conf i gManager . COUNTRYCODE_KEY) . toString());
final Map<String, Object> tenpltem = tenpMap. get(peer);
final boolean contactExists = (tenpltem!= null);

if(contact Exists) {
Il check if keys are available
itemKeys = (Map<String, byte[]>)(tenpltem get(
Cont act Manager . KEYS_KEY) ) ;
final boolean paired = (itenKeys != null &&
i tenKeys. cont ai nsKey(
Cont act Manager . PEER_PUB_ENC_KEY) &&
i tenKeys. cont ai nsKey(
Cont act Manager . PEER_PUB_AUTH_KEY) ) ;

/1 check intent and do appropriate actions needed
if(this.snsftpFacade. snsftpSessi on
. get Sessi onl ntent (). equal s(
Sessi onl nt ent . DATA_TRANSFER) ) {
i sEncrypted = this.snsftpFacade
. snef t pSessi on. get Encrypti onFl ag() ;
/1 do some sanity checks and autoreject on failure
if(isEncrypted && !paired) {
}
/1 then set the proper keys, if any

encKey = (isEncrypted && paired) ?
i tenKeys. get (



Cont act Manager . PEER_PUB_ENC_KEY)
nul | ;

authKey = (isEncrypted &% paired) ?
i tenKeys. get (
Cont act Manager . PEER_PUB_AUTH_KEY)
nul | ;

el se if(this.snsftpFacade. snsftpSessi on
. get Sessi onl ntent (). equal s(
Sessionl ntent. PAIR)) {
/1 do nothing; not applicable

else {
assert false; // should never happen
throw new ||| egal St at eExcepti on(
"Invalid sessionlntent on request: " +
this. snsftpFacade. snsft pSessi on
.getSessionintent());

}
/1 final variables to conply with | anbda restrictions
final boolean flsEncrypted = isEncrypted;

final byte[] fEncKey = encKey;
final byte[] fAuthKey = authKey;

PlatformrunLater(() -> { // run on EDT
/1 custom ze accept Confirmation before displaying
/1 custom ze with contact
this. mc. accept Confirnmation. set Secondar yText (
(contact Exi sts ?
(String)(tenpltem get(
Cont act Manager . NAVE_KEY) )
peer));
/1 custom ze according to intent
if(this.snsftpFacade. snsftpSession
. get Sessi onl ntent (). equal s(
Sessi onl nt ent . DATA_TRANSFER) ) {
this. mac. accept Confirmation. set Pri maryText (
"Accept file transfer request?");
this. mc. accept Confirnmati on. appendSecondar yText (
" is trying to send you a file naned \"" +

this. snsftpFacade. snsft pSessi on. get Fi | enane() +
AT
(this.snmsftpFacade
. smsf t pSessi on. get Encrypti onFl ag() ?
"This will be transmitted over a " +
"secure connection. " :
"This will be transmitted over an" +
" UNSECURE connection. ") +
"Do you want to accept the request?");

}
else { // Sessionlntent.PA R
this. mwc. accept Confirnmation. set Pri maryText (
"Accept pairing request?");
this. mwc. accept Confirnati on. appendSecondar yText (
(paired ?
" is trying to renew their pairing " +
"with you. Please nmake sure to verify " +
“"their identity and their intent to " +
"redo the pairing procedure. "
" is trying to pair with you. " +
"This method is not as secure as " +
"manual | y exchanging keys off-air, " +
"however. ") +
"Do you want to accept the request?");

}

/1 finally show accept Confirnation dial og
this. mc. accept Confirnmation. showAndWai t ()
.ifPresent(response -> {
/1 if user accepted the request
if(response ==
Mai nW ndowCont rol | er. di al ogAccept Button) {
/1 auto add contact if user accepts request
if(!contactExists & !flsEncrypted) {
/1 add 'unknown' contact first
Map<String, Qbject> n =
new HashMap<>();
n. put (Cont act Manager . M5I SDN_KEY, peer);
/1 add a 'unique' "Unknown" entry
String[] names = new String[
this. mxc. contact OLi st.size()];
for(int i =0; i < nanes.length; i++) {
names[i] = (String)
(this. me. contact OLi st
.get(i).get(
Cont act Manager . NAVE_KEY) ) ;

}
n. put (Cont act Manager . NAVE_KEY,
Mai nW ndowCont rol | er. ret ur nUni que(
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"Unknown", nanes));
n. put (Cont act Manager . KEYS_KEY, null);
/1l add to map
this. mwec. contact OLi st. add(n);
/1 then save changes to file
Cont act Manager . wri t eConf i g( Cont act Manager
.convert ToCont act Map(
this. mwe. contact OList));
}
this. mwc. i sReceiving. set(true);
this. mc. acti veCont act . set (peer);

/1 show connection controls later after
11 initialization of other conponents
PlatformrunLater(() ->

this. mec. showAct i veConnecti onControl s()
)i

Il finally, accept the request
i f(this.snsftpFacade. snsftpSessi on
. get Sessi onl ntent (). equal s(
Sessi onl nt ent . DATA_TRANSFER)) {
this. snsftpFacade. accept Request Af t er Pronpt (
f EncKey, fAuthKey);

}
else {
this. snsftpFacade. accept Request Af t er Pronpt (
null, null);
}

el se if(response ==
Mai nW ndowCont rol | er. di al ogRej ect Button) {
Il stop facade asap
this. me. current Facade. di sconnect (*1003");

else { // NOTE: code should never reach here
assert false;
return;
}
1)
1)

break;

}
case TI MEQUT:
case SM5_SERVI CE_ERROR:
case PEER ERROR EXCEEDED_LIM T:
default: {

super . onUser Pronpt (pType, message);
}

}

@verride
public void onStatusUpdate(StatusType sType, SessionState sState,
Obj ect args) {
Il check if event is still valid
/1 also prevents 'dead' connections from sending status updates
if(this.mwc. current Facade == null ||
I'this. mxc. current Facade. snsf t pSessi on. connecti on
. get ConnectionState(). equal s(
Connect i onSt at e. ESTABLI SHED) ) {
return;

}

/1 apply supernethod first
super . onSt at usUpdat e(sType, sState, args);
/1 apply our own changes, overriding previous changes, if any
if(sType == StatusType. NOTI CE) {
Il for receiving DATA
if(sState. equal s(Sessi onSt at e. COWLETED) &&
this. me. current Facade. snsf t pSessi on. get Sessi onl ntent ()
. equal s(Sessi onl ntent. DATA_TRANSFER) ) {
if(args !'= null &% args.length >= 1) {
if(args[0] == null) { // failure
PlatformrunLater(() ->
this.mwe. ftpFailureNotification. show());

else if(args[0] instanceof byte[]) { // success
try {

String downl oadPath =
(String)this. mc. confi gRoot. get (
Conf i gManager . DOWMNLOADLOC_KEY) ;

Files.wite(
Pat hs. get (downl oadPat h +
File.separator +
/1 returnUnique for autonmatic renam ng
/1 of duplicates
Mai nW ndowCont rol | er. ret ur nUni que(
this. mc. current Facade
. snef t pSessi on. get Fi | enane(),
new Fi | e(downl oadPath))),



(byte[])args[0]); switch(newState) {
case TERM NATING {

cat ch(l CException e) { i f(this.mw. current Facade. snsf t pSessi on
} . get Sessi onl ntent (). equal s(
/1 finally, alert user Sessi onl nt ent . DATA_TRANSFER) ) {
PlatformrunLater(() -> PlatformrunLater(() ->
this. mw. ft pRecvSuccessNotification.show()); this. mwe. ftpSent SuccessNotification.show());
} break;
} }
} }
el se if(sState. equal s(Sessi onSt at e. RECEI VI NG_DATA)) { defaul t: {
/1 no need to check args, we'll conpute progress here /1 do not hi ng
}
/1 get skipped segnums, max, and current }
doubl e segCount = this.mc. current Facade. snsft pSessi on }
. get Dat aSegCount () ; }
doubl e last Seg = this. mw. current Facade. snsft pSessi on
. get Last Dat aSegNunRecei ved() ; @verride
doubl e mi ssingNos = this. mc. current Facade. snsf t pSessi on public void onStatusUpdate(StatusType sType, ConnectionState ol dState,
. get Ski ppedSegNunsLengt h() ; Object ... args) {
/'l lastSeg+2 to acconpdate 0-based array and possibly super . onSt at usUpdat e(sType, ol dState, args);
/1 non-executed |ast call if(sType == StatusType. NOTI CE) {
doubl e progress = (lastSeg+2 - missingNos)/segCount; SessionState sState =
this. mec. current Facade. snsf t pSessi on. get Sessi onState();
/1 compare old value to new value to prevent if(sState. equal s(Sessi onSt at e. SENDI NG_DATA) | |
/1 unnecessary updates sStat e. equal s(Sessi onState. COWPLETE_WAIT)) {
doubl e curProgress = this. mc. connectionProgress. get(); Il extract segnent for retransm ssion and
if(progress != curProgress) { /1 update |astSegnent Req when necessary
PlatformrunLater(() -> { PDUType t;
this. mxc. connecti onProgress. set (progress); int n;
/1 override cases where > 100 percent nisses doubl e mssingNos = 0; // we'll leave this as zero for now
int progressPercent = (int)(progress*100); if(args.length == 2 && args[0] instanceof PDUType &&
progressPercent = (progressPercent > 100) ? args[1] instanceof Integer &&
100 : progressPercent; args[0] != null &% args[1] != null) {
/1 set status with percentage t = (PDUType)(args[0]);
this. mxc. connecti onSt at us. set ( n = (Integer)(args[1]);
"Receiving data - " + n = (n > this.|astSegnmentReq) ?
progressPercent + "%); n : this.|astSegment Req;
138 this.|astSegnentReq = n;
} }
} el se {
} return; // exit ASAP on failure
el se if(sType == StatusType. STATE_CHANGED) { }
} if(t.equal s(SnsftpPDUType. SMSFTP_DATA)) {
} /1 conpute estimated progress, etc.
doubl e segCount = this. mc. current Facade
@verride . snef t pSessi on. get Dat aSi ze() ;
public void onStatusUpdat e( St atusType sType, ConnectionState ol dState, /Il this is just an estimte anyway
oject ... args) { final double progress = (n - m ssingNos)/segCount;
super . onSt at usUpdat e(sType, ol dState, args); /1 then nodify related ui conmponents
} PlatformrunLater(() -> {
} this. mc. connecti onProgress. set (progress);
/1 override cases where > 100 percent misses
private static class SenderPresenter extends PresenterBase { int progressPercent = (int)(progress*100);
final private Mai nWndowController mac; progressPercent = (progressPercent > 100) ?
private int |astSegmentReq = -1; 100 : progressPercent;
/1 set status with percentage
publ i ¢ Sender Present er (Snsft pFacade snsft pFacade, this. mc. connectionStat us. set (
Mai nW ndowControl I er mac) { "Sending data - " +
super ( snsf t pFacade, mac) ; progressPercent + "%);
this.mec = mac; 1)
} }
}
@verride }
protected void onUser Pronpt (Pronpt Type pType, String nessage) { }
swi tch(pType) { )

case CONNECTI ON_REQUEST:
return; // do nothing; this should never happen

}
case TI MEQUT: /1 tool bar buttons
case SMS_SERVI CE_ERROR @XM
case PEER_ERROR _EXCEEDED LIM T: private Button addContactButton;
defaul t: { @XM
super . onUser Pronpt (pType, nessage); private Button editContactButton;
} @XM
} private Button renmpveContact Button;
} @XM
private Button sendFil eButton;
@verride @XM
public void onStatusUpdat e( StatusType sType, SessionState sState, private Button sendFil el nsecurel yButton;
oject ... args) { @XM
super . onSt at usUpdat e(sType, sState, args); private Button appMenuButton;
if(sType == StatusType. STATE_CHANGED) { /1 infobars
if(args == null || args.length < 1 || @XM
I'(args[0] instanceof SessionState)) { private Parent accept Connl nf obar;
return; // exit ASAP @XM
} private Button toggl eAcceptButton;
SessionState newState = (SessionState)(args[0]); @XM
if(sState.equal s(newState)) { private Parent errorlnfobar;
return; // exit on nothing changed condition /1 panes
} @XM
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private HBox wel conePane;
@XM

private ListView contactList;
/1 misc defined properties
@XM

private String startRcvLbl Str;
@XM

private String stopRcvLbl Str;
@XM

private String startRcvBtnStr;
@XM

private String stopRcvBtnStr;
/1 log-related controls

@XM

private Button showH deButton;
@XM

private TextArea |ogTarget;

final private ContextMenu appMenuCM = new Cont ext Menu() ;
private Stage prefsStage;
private ContactEditController contactEditController;
private StandardDi al og renpveContact Confirmation = null;
private StandardDi al og peer Di sconnect Notification = null;
private StandardDi al og connectionErrorNotification = null;
private StandardDi al og errorNotification = null;
private StandardDi al og accept Confirmation = null;
private StandardDi al og di sconnect Confirnmation = null;
private StandardDi al og ftpRecvSuccessNotification = null;
private StandardDi al og ftpSent SuccessNotification = null;
private StandardDi al og ftpFailureNotification = null;
private FingerprintDialog fpConfirmation = null;
private static final ButtonType dial ogH deButton =

new ButtonType("H de", ButtonData.LEFT);
private static final ButtonType dial ogCancel Button =

new ButtonType("Di sconnect”, ButtonData.NO);
private static final ButtonType dial ogRetryButton =

new ButtonType("Retry", ButtonData.YES);
private static final ButtonType dial ogDel eteButton =

new ButtonType("Del ete", ButtonData. OK_DONE);
private static final ButtonType dial ogAcceptButton =

new ButtonType("Accept", ButtonData. YES);
private static final ButtonType dial ogRejectButton =

new ButtonType("Reject", ButtonData.NO;
private static final ButtonType dial ogSavekeysButton =

new ButtonType("Save keys", ButtonData. YES);
private static final ButtonType dial ogDi sconnectButton =

new ButtonType("Di sconnect”, ButtonData. OK_DONE);
private final FileChooser sendFileChooser = new Fil eChooser();

final private SinpleDoubl eProperty connectionProgress =
new Si npl eDoubl eProperty(-1);

final private SinpleStringProperty connectionStatus =
new Si npl eStringProperty("");

final private SinpleBool eanProperty isReceiving =
new Si npl eBool eanProperty(false);

final private SinpleBool eanProperty isAccepting =
new Si npl eBool eanProperty(true);

final private SinpleBool eanProperty isPostponi ngAccepting =
new Si npl eBool eanProperty(false);

final private SinpleBool eanProperty snmsServicel sReady =

new Si npl eBool eanProperty(false);

protected Map<String, Cbject> configRoot;
@XM
protected Cbservabl eLi st <Map<String, Cbject>> contactCList;
final protected SinpleStringProperty activeContact =
new Si npl eStringProperty(null);

private ExtendedSnsService snmsService = null;
private String localMn = null;
private SmsftpFacade current Facade = nul | ;

private volatile CountDownLatch acCDL = null;
private volatile bool ean refreshContactList = fal se;

private ExecutorService pool

private Logger nainLogger;
private Logger protocol Logger;

| **

* Initializes the controller for objects that are needed from

* external sources as well

*
*/
public void initialize(Map<String, Object> configRoot,
Map<String, Map<String, Object>> contactsRoot,
St age prefsStage,
Logger mai nLogger, Logger protocol Logger) {
this. configRoot = ConfigManager. mapDeepCopy( confi gRoot);

as the properties of its nmembers

= Execut or s. newCachedThr eadPool () ;

Cont act Edi t Control | er contact EditController,
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S.

.prefsStage = prefsStage;
.contactEditController = contactEditController;
. mai nLogger = mai nLogger;

. protocol Logger = protocol Logger;

et properties for contactList
.contact OLi st. addAl | (

Cont act Manager . convert ToCont act Li st (cont act sRoot) ) ;
.contactList.setltens(this.contactCList);
.contactList.setCellFactory((lview -> {
ContactListCell Icell =

new ContactListCell(this);
return lcell;

et bi ndings
. accept Connl nf obar . vi si bl eProperty(). bi nd(
this.smsServicel sReady. and(this. activeContact.isNull()));
accept Connl nf obar . managedPr operty() . bi nd(
this.smsServicel sReady. and(this. activeContact.isNull()));
.errorlnfobar.visibleProperty(). bind(
this.smsServicel sReady. not());
.errorlnfobar. managedProperty(). bi nd(
this.smsServicel sReady. not());

. wel comePane. vi si bl eProperty(). bi nd(

Bi ndi ngs. i sEnpty(contact OList));
.contactLi st.visibleProperty().bind(

Bi ndi ngs. i sNot Enpt y(contact OLi st));

Observabl eLi st <Map<String, Object>> selectedltens =

Bool eanBi ndi ng noCont act Sel ecti on = Bi ndi ngs. i sEnpty(sel ectedl tens);

this.contactList.getSel ecti onvodel (). get Sel ectedltens();

Bool eanBi ndi ng current!tenNot Acti veContact =

new Bool eanBi ndi ng() {
{ // this is an instance initializer
super . bi nd(sel ectedl t ens,
Mai nW ndowCont rol | er. this. activeContact);
}

@verride

protected bool ean conputeVal ue() {
Il check for enpty cases first
return selectedltens.isEmpty() ||

(Mai nW ndowControl | er. this.activeContact. get()

= null &&
/'l then check if selectedltem == activeContact

Mai nW ndowCont rol | er. this. activeContact. get()

. equal s(sel ectedl tens. get (0).get (
Cont act Manager . MSI SDN_KEY)) ) ;
}

1
this. editContactButton. di sabl eProperty(). bi nd(

noCont act Sel ection. or(current!|temNot Acti veContact));

this.renoveCont act But t on. di sabl eProperty(). bi nd(

noCont act Sel ection. or(current!|temNot ActiveContact));

this.sendFil el nsecurel yButton. di sabl eProperty(). bi nd(

noCont act Sel ecti on. or (
this.activeContact.isNotNull().or(
this.smsServicel sReady. not (). or (

Bi ndi ngs. i sNot Nul | (this.activeContact)))));

this. sendFil eButton. di sabl eProperty(). bi nd(

1
this. peerDi sconnect Notification =

noCont act Sel ecti on. or (
this.activeContact.isNotNull().or(
this.smsServicel sReady. not (). or (
Bi ndi ngs. i sNot Nul | (thi s. activeContact)). or(
new Bool eanBi ndi ng() {
{ // this is an instance initializer
super . bi nd(sel ectedl tens);

}

@verride
protected bool ean conputeVal ue() {
return selectedltens.isEmpty() ||
(null == sel ectedltens. get(0).get(
Cont act Manager . KEYS_KEY) ) ;

}
N
initialize D al ogs

new St andar dDi al og(
"Peer Di sconnected",

"", Il populated with custom status code and nessages from

/1 CLOSE_WAI'T NOTI CE
new | mage(
this.getC ass().getd assLoader (). get Resour ceAsStrean(
"icons/di al og-information.png"))

this.errorNotification =

new St andar dDi al og(



/1 NOTE: this is populated with custom messages fromerrors
11 thrown by SnsService

new | mage(
this.getd ass().getd assLoader (). get Resour ceAsSt rean(
"icons/dial og-error.png"))

this.connectionErrorNotification =
new St andar dDi al og(
/1 NOTE: this is populated with custom messages fromerrors
11 thrown by SnsftpFacades

new | mage(
this.getd ass().getd assLoader (). get Resour ceAsSt rean(
"icons/dial og-error.png"))

this.renpveContact Confirmation = new Standar dDi al og(
"Delete this contact?",
"Deleting this contact will also delete the associated " +
"pairing keys, if any. This action cannot be undone.",
new | mage(
this.getd ass().getd assLoader (). get Resour ceAsSt rean(
"icons/di al og-war ni ng. png"))

this.accept Confirmation = new St andar dDi al og(
"Accept file transfer request?",
"", Il NOTE: text here is generated dynanmically
new | mage(
this.getd ass().getd assLoader (). get Resour ceAsSt rean(
"icons/dial og-information.png"))

this. di sconnect Confirnmation = new Standar dDi al og(
"Stop file transfer?",

"You will lose all your progress for this session and the "
"connection will be term nated.",
new | mage(

this.getd ass().getd assLoader (). get Resour ceAsStrean(
"icons/di al og-war ni ng. png"))

this.ftpRecvSuccessNotification = new StandardDi al og(
"File has been successfully received",
"The file transfer has been conpleted and the received " +
"data has been verified.",
new | mage(
this.getd ass().getd assLoader (). get Resour ceAsStrean(
"icons/dial og-information.png"))

this.ftpSentSuccessNotification = new StandardDi al og(
"File has been successfully sent",
"The receiver has successfuly received the file and " +
"verified the data.",
new | mage(
this.getd ass().getd assLoader (). get Resour ceAsStrean(
"icons/dial og-information.png"))

this.ftpFailureNotification = new StandardDi al og(
"File transfer failed",
"The file transfer failed verification. This could " +
"be caused by a faulty network connection " +
"or a possible MTM attack froma third-party. Please
"check your connection and try again.",
new | mage(
this.getd ass().getd assLoader (). get Resour ceAsStrean(
"icons/di al og-war ni ng. png"))

-

=

is.fpConfirmation = new FingerprintDial og(
"Key exchange verification",
"Use this to further verify that the keys exchanged " +
"are identical. This step is optional.\n\n" +
"Make sure that the words shown on the peer matches " +
"the ones bel ow \n\n\n",
new | mage(
this.getd ass().getd assLoader (). get Resour ceAsStrean(
"icons/di al og- password. png")));
/1 add buttons to dial ogs
this. peer Di sconnect Not i fi cation. get Di al ogPane() . get ButtonTypes()
. add(ButtonType. OK) ;
this.errorNotification.getDial ogPane(). get ButtonTypes()
. add( Mai nW ndowCont rol | er. di al ogHi deBut ton);
this.errorNotification.getDial ogPane(). get ButtonTypes()
. add( Mai nW ndowCont rol | er. di al ogCancel Button);
this.errorNotification.getDial ogPane(). get ButtonTypes()
. add( Mai nW ndowCont rol | er. di al ogRetryButton);
this.connectionErrorNotification.getDial ogPane(). get ButtonTypes()
. add( Mai nW ndowCont rol | er. di al ogCancel Button);
this.connectionErrorNotification.getDial ogPane(). get ButtonTypes()
. add( Mai nW ndowCont rol | er. di al ogRet ryButton);
this. renmpveCont act Confirmation. get Di al ogPane(). get ButtonTypes()
. add( Mai nW ndowCont rol | er. di al ogDel et eBut ton);
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this.renoveContact Confirmation. getD al ogPane(). get ButtonTypes()
. add( But t onType. CANCEL) ;
this.accept Confirmation. getDi al ogPane(). get ButtonTypes()
. add( Mai nW ndowCont rol | er. di al ogAccept Button);
this.accept Confirmation. getDi al ogPane(). get ButtonTypes()
. add( Mai nW ndowCont rol | er. di al ogRej ect Button);
this. di sconnect Confirmation. get Di al ogPane(). get Butt onTypes()
. add( Mai nW ndowCont rol | er. di al ogDi sconnect But ton);
this. di sconnect Confirmation. get Di al ogPane(). get Butt onTypes()
. add( But t onType. CANCEL) ;
this.ftpRecvSuccessNotification. get D al ogPane(). getButtonTypes()
.add( But t onType. K) ;
this.ftpSentSuccessNotification. getDi al ogPane(). getButtonTypes()
.add( But t onType. K) ;
this.ftpFailureNotification.getDial ogPane(). get ButtonTypes()
.add( But t onType. K) ;
this. fpConfirmation. get D al ogPane(). getButtonTypes()
. add( Mai nW ndowCont rol | er. di al ogSavekeysBut t on) ;
this. fpConfirmation. getDi al ogPane(). getButtonTypes()
. add( But t onType. CANCEL) ;

/1 initialize FileChoosers
this.sendFil eChooser.setTitle("Select file to be sent");

/1 task for tailing TextArea |ogTarget
this. pool.subm t (new Task<Voi d>() {
@verride
protected Void call () throws Exception {
bool ean | ogLoop = true;
whi | e(l ogLoop) {
String logText = "";
try { // try to retrieve log text
| ogText = QueueAppender. pop();

}
catch(l nterruptedException e) {
| ogLoop = false; // stop |ooping
/1 and greedily consune all remaining nessages
StringBuffer buff = new StringBuffer(logText);
String message = QueueAppender. poll();
whil e(message !'= null) {
buf f . append( message) ;
message = QueueAppender. poll();

}
| ogText = buff.toString();

}
finally {
String | ogText Copy = new String(logText);
logText = ""; // try to flush for sudden interruptions

PlatformrunLater(() -> { // append and scroll to bottom

| ogTar get . appendText (| ogText Copy) ;
| ogTar get . set Scrol | Top( Doubl e. MAX_VALUE) ;
1)
}

return null; // for the sake that we return a "Void"
}
1)

/1 initialize ContextMenu for AppMenu
Menul tem pref erencesltem = new Menul ten("Preferences..);
Menul t em about | tem = new Menul t en( " About ") ;
preferencesltem set OnAction((e) -> {

Mai nW ndowCont rol | er. t hi s. prefsStage. show() ;

1)

about | tem set OnAction((e) -> {

1)

this. appMenuCM get | t ens() . add( pref erenceslten);
this. appMenuCM get | tens() . add(about I tem;

/1 initialize current SnsService

this.initializeSmsService();

/1l start accepting connections

if(this.snsServicel sReady.get()) {
this.startAcceptingConnections();

}

* Shuts down sns service, and executor service

public void shutdown() {

Il try to stop existing and any attenpt to accept new connections
if(this.isReceiving.get() || this.isAccepting.get()) {
this.isReceiving.set(false);
this.isAccepting.set(false);
this.stopAcceptingConnections();
}
/1 try to stop running smsServices
if(this.smsService !'= null) {
this.smsService.stop();



}
/1 finally stop all

ot her threads

this. pool . shut downNow() ;

}
@xm

protected void handl eSendFi | eButton(Acti onEvent event) {

final

thi s. handl eSendActi on(event,

1)
}

@XM

Li st <Map<String, Object>> selectedltens =
this.contactList.getSel ecti onvbdel (). get Sel ectedltens();

(sendFile) -> {

String recvMsisdn = Utils.getlntFormat(this.activeContact.get(),
this. confi gRoot. get (
Conf i gManager . COUNTRYCODE_KEY) . toString());

byte[] dataBytes = null;
try {
dataBytes = Files.readAl | Bytes(sendFile.toPath());

}

cat ch(l CException e) {
/1 this covers SecurityException,
/1 | CException
e.printStackTrace();

Qut O MenoryError, and

}

/1 initialize core objects
Connection sConn = Connection. createlnitiatorConnection(
Mai nW ndowControl l er.this.local Mn, recvMsisdn);
Snsft pSessi on sSession =
Snsf t pSessi on. gener at eSender Dat aSessi on(
sConn, sendFile.getNane(), dataBytes,
((Map<String, byte[]>)(selectedltems.get(0)
. get (Cont act Manager . KEYS_KEY) ) )
. get (Cont act Manager . HOST_PRI V_ENC_KEY) ,
((Map<String, byte[]>)(selectedltens.get(0)
. get (Cont act Manager . KEYS_KEY) ) )
. get (Cont act Manager . HOST_PRI V_AUTH_KEY) ) ;
this.current Facade = new Snsft pFacade(sSessi on,
this.snsService);
/1 add presenters
this. current Facade. addCbser ver (
new Sender Presenter(this.currentFacade,
this. current Facade. addGbser ver (
new Snsft pLogger Presenter (this. protocol Logger));

this));

/1 start the transm ssion

this. pool . subm t (new Task<Voi d>() {
@verride
protected Void call() {

Mai nW ndowCont rol | er. t his. current Facade. secureSendFi | e();

return null; // for the sake that we return a "Void"

1)

protected voi d handl eSendFi | el nsecur el yButton(Acti onEvent event) {
/'l copied from handl eSendFi | eButton

final

thi s. handl eSendActi on(event,

Li st <Map<String, Object>> selectedltens =
this.contactList.getSel ecti onvbdel (). get Sel ectedltenms();

(sendFile) -> {

String recvMsisdn = Utils. getlntFormat(this.activeContact.get(),
this. confi gRoot. get (
Conf i gManager . COUNTRYCODE_KEY) . toString());

byte[] dataBytes = null;
try {
dataBytes = Files.readAl | Bytes(sendFile.toPath());

}

cat ch(l CException e) {
/1 this covers SecurityException,
/1 | CException
e.printStackTrace();

Qut O MenoryError, and

}

/1 initialize core objects
Connection sConn = Connection. createlnitiatorConnection(
Mai nW ndowControl l er. this.local Mn, recvMsisdn);
Snsft pSessi on sSession =
Snsf t pSessi on. gener at eSender Dat aSessi on(
sConn, sendFile.getNane(), dataBytes,
null, null);
this.current Facade = new Snsft pFacade(sSessi on,
this.snsService);
/1 add presenters
this. current Facade. addCbser ver (
new Sender Presenter(this.currentFacade,
this. current Facade. addCbser ver (
new Snsft pLogger Presenter (this. protocol Logger));

this));

/1 start the transm ssion
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}

private void handl eSendActi on(Acti onEvent event,

this. pool.submt(new Task<Voi d>() {
@verride
protected Void call () {

Mai nW ndowCont rol | er. thi s. current Facade. i nsecur eSendFi | e() ;

return null; // for the sake that we return a "Void"

Consurer <Fil e> c¢) {

File sendFile = this.sendFileChooser. showOpenDi al og(

((Node) event . get Target () ). get Scene() . get Wndow() ) ;

Li st <Map<String, Cbject>> selectedltens =

if(sendFile !'= null

}
@xm

this.contactList.getSel ecti onvodel (). get Sel ectedltens();

&& !'sel ectedltens.isEnpty()) {

Map<String, Cbject> item= selectedltens.get(0);

if(item get(ContactManager. MSI SDN_KEY) == null) {
return;

}

this.refreshServi ceAndFacade( ()
if(this.acCOL !'= null) {
try {
this.acCDL. await();
this.acCDL = null;

>

}
catch(I nterruptedException e) {
return;
}
}
Il setup necessary U elenents
Mai nW ndowCont rol | er. thi s. acti veContact . set (
(String)(item get(ContactManager. MS| SDN_KEY)));
Mai nW ndowCont rol | er. t hi s. showActi veConnecti onControl s();

Mai nW ndowCont rol | er. t hi s. snsServi ce. set Peer (
Utils. getlntFormat(
Mai nW ndowControl | er. this. activeContact. get(),
Mai nW ndowCont rol | er. t hi s. confi gRoot . get (
Conf i gManager . COUNTRYCODE_KEY) . toString()));
c. accept (sendFil e);

protected void handl eCancel ButtonActi on(Acti onEvent event) {
Il prompt for user when cancelling first
this. di sconnect Confirmation. showAndWai t ()

s

}
@xm

.filter(response -> response ==
Mai nW ndowCont rol | er. di al ogDi sconnect But t on)
.ifPresent(response -> {

this. current Facade. di sconnect ("1002"); // stop facade asap

protected void handl eToggl eAccept But t onActi on( ActionEvent event) {
/1 disable toggleAcceptButton first
this.toggl eAccept Button. set Di sabl e(true);
if(this.isAccepting.get()) { // true -> false

/1 stop accepting connections first

this.stopAcceptingConnections();

this.isAccepting.set(false);

if(!this.isAccepting.get()) { // change if only successful
this. accept Connl nf obar. get Styl ed ass().renove("infol nfobar");
((Label ) (this. accept Connl nf obar . | ookup(

".infobarLabel"))).set Text(this.startRcvLbl Str);

this.toggl eAccept Button. set Text (this.startRcvBtnStr);

}

else { // false -> true

this.isAccepting.set(this.startAcceptingConnections());
if(this.isAccepting.get()) { // change if only successful
this. accept Connl nf obar. get Styl ed ass(). add("i nfol nfobar");
((Label ) (this. accept Connl nf obar . | ookup(
".infobarLabel"))).set Text(this.stopRevLbl Str);
this.toggl eAccept Button. set Text (this.stopRevBtnStr);

}
}
Il finally, reenable toggl eAcceptButton
this.toggl eAccept Button. set Di sabl e(fal se);
}
@XM

protected void handl eShowEr ror Det ai | sButt onActi on(Acti onEvent event) {
this.errorNotification. showAndWait().filter(

response -> response == Mai nWndowControl | er. di al ogRet ryButton)

/1 or dialogCancel Button or dial ogHi deButton



.ifPresent(response -> {
19
}

@XM

protected void handl eAddCont act But t onActi on( Acti onEvent event) {
this.contactEditController.prepareAndShowst age(nul |);

}

@XM
protected void handl eEdi t Cont act Butt onActi on(Acti onEvent event) {
/1 we assume that selectedltenms is always not enpty
Li st <Map<String, Object>> selectedltens =
this.contactList.getSel ecti onvbdel (). get Sel ectedltenms();

this.contact EditControl | er. prepareAndShowst age(sel ectedl tens. get (0));
}

@XM
protected void handl eRenpveCont act But t onActi on( Acti onEvent event) {
Li st <Map<String, Object>> selectedltens =
this.contactList.getSel ecti onvbdel (). get Sel ectedltenms();
if(!selectedltens.isEmpty()) {
this. renmpveCont act Confirmati on. showAndWai t ()
.filter(response -> response
Mai nW ndowCont rol | er. di al ogDel et eBut t on)
.ifPresent(response -> {
/1 renmove contact fromlist
this.contactOLi st.renmove(sel ectedl tens. get(0));
/'l save on file ASAP
Cont act Manager . wri t eConf i g(
Cont act Manager . convert ToCont act Map(
this.contactOList));

1)
}

protected voi d handl eExt er nal Pai r But t onActi on( Acti onEvent event) {
/1 store activeContact tenporarily to prevent resets caused
/1 by stopAcceptingConnections()
String tempAC = this.activeContact.get();
String recvMsisdn = Utils.getlntFormat(this.activeContact.get(),
this. confi gRoot. get (
Conf i gManager . COUNTRYCODE_KEY) . toString());

this.refreshServi ceAndFacade(() -> {
if(this.acCDL !'= null) {
try {
this.acCDL. awai t ();
this.acCDL = null;

}

catch(lnterruptedException e) {
return;

}

}

/1 restore activeContact value we have stored earlier
this.activeContact. set (tenpAC);
Mai nW ndowCont rol | er. t his. snsServi ce. set Peer (recvMsi sdn) ;

/1 initialize core objects
Connection sConn = Connecti on. createlnitiatorConnection(
Mai nW ndowControl l er.this.local Mn, recvMsisdn);
Snsft pSessi on sSession =
Snsft pSessi on. generat el ni ti at or Pai r Sessi on(sConn) ;
Mai nW ndowControl | er. this. current Facade =
new Snsft pFacade(sSession,
Mai nW ndowControl | er. t his. snsService);
nW ndowControl | er.this.currentFacade. addCbser ver (
new Sender Present er (
Mai nW ndowControl | er. this.currentFacade,
Mai nW ndowControl ler.this));
nW ndowControl | er.this.currentFacade. addCbser ver (
new Snsft pLogger Presenter (
Mai nW ndowCont rol | er. t his. protocol Logger));

5

5

/1 show connection controls later after initialization of
/'l other conponents
Mai nW ndowCont rol | er. t hi s. showActi veConnecti onControl s();
/1l start pairing
Mai nW ndowCont rol | er. t his. pool . subni t (new Task<Voi d>() {
@verride
protected Void call () {
Mai nW ndowControl | er. this. current Facade. pair();
return null; // for the sake that we return a "Void"
}
1

1)
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@XM
protected void handl eAppMenuBut t onActi on(Acti onEvent event) {
thi s. appMenuCM show( appMenuBut t on, Si de. LEFT,
appMenuBut t on. get Wdth(), 0);
}
@XM

protected void handl eShowH deBut t onActi on(Acti onEvent event) {
if(logTarget.isVisible()) {
| ogTar get . get M nHei ght () ;
| ogTar get . set M nHei ght (- 10000) ;
| ogTar get . set MaxHei ght (- 10000) ;
showHi deBut t on. set Text (" Show | ogs") ;
}
el se {
| ogTar get . set M nHei ght (100) ;
| ogTar get . set MaxHei ght (Long. MAX_VALUE) ;
showHi deBut t on. set Text ("Hi de | ogs");

}
| ogTarget . set Vi si bl e(!l ogTarget.isVisible());

/111 utility functions

[ **

* Initializes or reinitializes this controller's SmsService. This also

* stops the existing SmsService, if any, and starts the newy initialized
* service.
*/

protected void initializeSmsService() {
/1 stop current SnsService first
if(this.snsService !'= null) {
this.smsService.stop();

}

/1 determine which type of SmsService should be initialized
String backendType = (String)(this.configRoot. get(
Conf i gManager . BACKENDTYPE_KEY) ) ;
Map<String, Cbject> backendConfigRoot =
(Map<String, Object>)((Map<String, Object>)
this. configRoot. get (Confi gManager. BACKENDSETTI NGS_KEY) ) . get (
"backend-" + backendType);

swi tch(backendType) { // initialize corresponding SmsService
case ConfigManager. BACKEND DUMW_VALUE: {
String host = (String)(backendConfigRoot. get (
Conf i gManager . BACKEND_DUMWY_HCOST_KEY) ) ;
int port = (Integer)backendConfi gRoot. get (
Conf i gManager . BACKEND_DUMWY_PORT_KEY) ;
this.localMn = (String)(backendConfi gRoot. get (
Conf i gManager . BACKEND_DUMW_LQOCALM N_KEY) ) ;
bool ean i sSender = "sender". equal s(backendConfi gRoot . get (
Conf i gManager . BACKEND_DUMWY_ROLE_KEY) ) ;
this.smsService = new DummySnsServi ce( host, port,
i sSender) ;

| ocal M n,
break;

}
case ConfigManager. BACKEND GAMMUPSQL_VALUE: {
String host = (String)(backendConfigRoot. get (
Conf i gManager . BACKEND_GAMMUPSQL_HOST_KEY) ) ;
int port = (Integer)backendConfi gRoot. get (
Conf i gManager . BACKEND_GAMMUPSQL_PORT_KEY) ;
String name = (String)(backendConfi gRoot. get (
Conf i gManager . BACKEND_GAMMUPSQL_NANVE_KEY) ) ;
String user = (String)(backendConfigRoot. get (
Conf i gManager . BACKEND_GAMMUPSQL_USER_KEY) ) ;
String pw = (String)(backendConfi gRoot . get (
Conf i gManager . BACKEND_GAMMUPSQL_PASS_KEY) ) ;
this.localMn = (String)(backendConfi gRoot . get (
Conf i gManager . BACKEND_GAMVUPSQL_LOCALM N_KEY) ) ;
this.smsService = new GanmuSnsSer vi ce(
host, port, name, user, pw, this.localMn);
break;

}
case Confi gManager. BACKEND_ANDRO D_VALUE: {
String host = (String)(backendConfi gRoot. get (
Conf i gManager . BACKEND_ANDRO D_HOST_KEY) ) ;
int port = (Integer)backendConfi gRoot. get (
Conf i gManager . BACKEND_ANDRO D_PORT_KEY) ;

this.smsService = new Androi dSmsServi ce(host, port);
break;
}
defaul t:
assert false;
return; // do nothing and return ASAP

/1l set country code first
this.smsService. set Count ryCode(

this. configRoot. get (Confi gManager . COUNTRYCODE_KEY) . toString());
/Il finally, start SnsService



try {
this.snsServicel sReady. set (this.snsService.start());
/1 set localMn via service if not yet configured on
/1 this app's' preferences
if(this.localMn == null) {
this.localMn = this.snmsService. getLocal Mn();

}

}

cat ch( SmsServi ceException e) {
/1 er nust always be type of ExtendedReason
Ext endedReason er = (Ext endedReason)e. get Reason();
/1 update error dialog box with details fromthe exception's
/1 reason's properties
this.errorNotification.setPrimaryText(er.getMessage());
this.errorNotification.setSecondaryText(er.getDetails());
this.snsServicel sReady. set(false); // set as not ready

}

protected bool ean startAcceptingConnections() {
if(!(this.smsServicelsReady.get()) || currentFacade !'= null) {
return fal se;
}

/1 initialize smsftp connection and session objects
Connection recvConn =

Connect i on. cr eat eResponder Connecti on(this.|ocal M n);
Snsft pSessi on recvSession =

Snsf t pSessi on. gener at eRecei ver Sessi on(recvConn) ;
this. current Facade = new Snsft pFacade(recvSession,

this.snsService);
/1 add presenters
this. current Facade. addGbser ver (

new Recei ver Presenter(this.currentFacade, this));
this. current Facade. addCbser ver (

new Snsft pLogger Presenter (this. protocol Logger));

/1 run the receive nethod in the background
this. pool . subm t (new Task<Voi d>() {
@verride
protected Void call() {
Mai nW ndowCont rol | er. t his. current Facade. recei ve();
return null; // for the sake that we return a "Void"
}
1

return true;

}

prot ected bool ean stopAccepti ngConnections() {
if(this.currentFacade != null) {
/1 NOTE: 1002 - Cancel | ed by user
this. current Facade. di sconnect ("1002"); // stop facade asap
return true; // finally just return true

return false; // return false on further attenpts

}

private void refreshServi ceAndFacade( Runnabl e newAction) {
/'l preenptive checks
if(!(this.currentFacade == null ~ this.isAccepting.get())) {
return;

if(this.smsService = null) {
this.acCDL = new Count DownLat ch(1);
/1 stop accepting connections and interrupt any inconplete
/1 receiving procedures in progress, if any
if(this.smsService.isRunning()) {
if(this.isAccepting.get()) {
this. stopAcceptingConnections();
this. i sPostponi ngAccepting. set (true);
}

else {

newAction.run(); // run the new action (i.e. send file, pair)
else {
return; // we cannot do anything with broken sms services
}
}

protected synchroni zed voi d showActi veConnecti onControls() {
if(this.activeContact.get() '= null) {

String prefix = "#" + this.activeContact.get();

this.contactlList.|ookup(prefix+"StatusLabel ")
.setVisible(true);

this.contactList.|ookup(prefix+"ProgressBar")
.setVisible(true);

this.contactList.|ookup(prefix+"Cancel Button")
.setVisible(true);
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}

protected synchroni zed voi d hi deActiveConnectionControls() {
if(this.activeContact.get() != null) {
String prefix = "#" + this.activeContact.get();
this.contactList.|ookup(prefix+"StatusLabel").setVisible(false);
this.contactList.|ookup(prefix+"ProgressBar").setVisible(false);
this.contactList.|ookup(prefix+"Cancel Button").setVisible(false);

}
}
protected void cl eanupTransm ssion() {
if(this.currentFacade != null) {
this.currentFacade = null; // "destroy" currentFacade

this. hi deActiveConnectionControls(); // finally, some U cleanups

this.activeContact.set(null); // reset activeContact to null

if(this.snmsService !'=null) { // reset peer to null, if applicable
this.smsService. set Peer(null);

}

if(this.acCDL !'= null) {
this. acCDL. count Down() ;
}

Il listen again if set to accept connections automatically
i f(this.isPostponingAccepting.get()) {

Il reset flag for use next tine

this.isPostponi ngAccepting. set (fal se);

else { // if not set to postpone accepting
if(this.isAccepting.get()) {
this. mai nLogger.info("Listening for connections again");
this.startAcceptingConnections();

}
}
}
}
public static String returnUnique(String u, String ... a) {
if(a==null) {
return u;
for(String s : a)
if(s.equals(u)) { // found a conflict
String[] parts = s.split(" ");
if(parts.length >= 2) {
Il check if last part is nuneric, and update i if needed
try {
int j = Integer.parselnt(parts[parts.length-1]);
/1 then make i the bigger nunber
parts[parts.length-1] = Integer.toString(j+1);
return String.join(" ", parts);
}
cat ch( Nurber For mat Exception e) {}
Il just recurse appending " 2"
return Mai nWndowControl | er.returnUni que(u+" 2", a);
}
return u;
}

public static String returnUnique(String u, File dir) {
Il we always assunme dir is non-null
String conflicts[] = dir.list(new FilenaneFilter() {
@verride
public bool ean accept(File dir, String name) {
if(u.equal s(name)) {
return true;

return fal se;
}
1)
if(conflicts.length >= 1) {
Il split filename into its extension and non-extension parts
String v = u;
String[] parts = u.split("\\.");
if(parts.length >= 2) {
v = String.join(".",
Arrays. copyCf (parts, parts.length-1));

/Il try to append 2, 3, etc. and recurse again
return returnUni que((returnUnique(v, v)) + (v.equals(u) ?
"t "."+parts[parts.length-1]), dir);

}

else {
return u;

}



Fi | ename:

package comtransm sns. ui.javafx;

inport javafx. beans. property. Si npl eCbj ect Property;
inport javafx.util.StringConverter;

inport java.util.Mp;

[ **

* StringConverter inplenmentation for custom mapped String val ues.
*/

public class MappedStringConverter extends StringConverter<String> {
Si npl eMoj ect Property<Map<String, String>> | ookupMap =

private final
new Si npl eCbj ect Property<>();

@verride
public String fronBtring(String value) {
return val ue;

}

@verride

public String toString(String object) {
Map<String, String> m= this.|ookupMap.get();
if(m==null) {

return "";
}
String str = mget(object);
if(str == null) {

return "";

return str;

}

public Map<String, String> getLookupMap() {
return this.|ookupMap. get();
}

public void set LookupMap(Map<String, String> | ookupMap) {
this. | ookupMap. set (| ookupMap) ;
}

Fi | ename:

package comtransm sns. ui.javafx;

inport javafx.util.converter.DefaultStringConverter;
inport javafx.util.converter.LongStringConverter;

%
* StringConverter inplementation for MSISDN val ues.
*/
public class MsisdnStringConverter extends Defaul tStringConverter {
private final LongStringConverter |sc =

@verride
public String fronString(String str) {
if(str == null) {
return "";

return this.nornalize(str);

}
@verride
public String toString(String value) {
if(value == null) {
return "";
return val ue;
}

private String normalize(String str) {

src/ mai n/javal conf transmi sns/ ui /j avaf x/ MappedSt ri ngConverter.java

new LongStringConverter();

101

if(str.length()
return "";
Il check for seemingly valid cases, but still need to fail
Il check for sole "+" cases
if((str.length() == 1 && str.charAt(0) == "+")
Il check for "++ .." cases
(str.length() > 1 &&
str.charAt (0) == str.charAt(1) &&
str.charAt (0) == '+"))
throw new |11 egal Argunent Exception();

}
Il check if it is a parseable number
Long | = this.lsc.fronString(str);
if(l == null ||
|.longValue() < 0) { // check for negative cases as well
throw new |11 egal Argunent Exception();
return str;
}
}
Fil ename: src/ main/javal con transm sns/ ui/javaf x/ NonenptyStringConverter.java

package comtransm sns. ui.javafx;

inport javafx.util.converter.DefaultStringConverter;

[ **

* StringConverter inplenentation for non-entpy String val ues.
*/

public class NonenptyStringConverter extends Defaul tStringConverter {

private String prevValue =

@verride
public String fronString(String value) {
return super.fronstring(val ue);

}

@verride
public String toString(String object) {
if(object !'= null && !(object.equals(""))) {
this.prevVval ue = object;
return super.toString(object);

return super.toString(this.prevVvalue);

src/ mai n/javal conf transnmi sns/ ui/j avaf x/ Msi sdnStri ngConverter.java

Fi | enane:

package comtransm sns. ui.javafx;

[ **

* StringConverter inplenentation for port number val ues.
*/

public class PortStringConverter extends PositivelntegerStringConverter {

private int prevValue = 0;

@verride
public Integer fronBtring(String value) {
return this.normalize(super.fronstring(value));

}
@verride
public String toString(lnteger value) {
if(value == null) {
return super.toString(this.nornalize(this.prevvalue));
return super.toString(this.nornalize(value));
}

private int normalize(int val) {

== 0) { // needed to acconodate bl ank strings

src/ mai n/ javal/ conf transm sms/ ui /j avaf x/ Port Stri ngConverter.java



if(val >= 0 & val < 65536) { @XM

this.prevVval ue = val; private ConboBox backendDummyRol e;
return val; @XM
} private TextField backendAndroi dHost ;
else { @XM
return this. prevVval ue; private TextField backendAndroi dPort;
} @XM
} private TextField backendGammuHost ;
} @XM
private TextField backendGammuPort ;
@XM
private TextField backendGammuNane;
@XM
private TextField backendGammuUser ;
-------------------------------------------------------------- @XM
Fi | ename: private TextField backendGanmuPasswor d;
src/ mai n/javal conftransm sns/ ui/j avaf x/ Posi ti vel ntegerStringConverter.java @XM

-------------------------------------------------------------- private TextFi el d backendGammuLocal mi n;
package comtransm sns. ui.javafx; private final DirectoryChooser downl oadLocationDirectoryChooser =
new DirectoryChooser();
inport javafx.util.converter.|ntegerStringConverter;
private M nWndowController primryController;
private Map<String, Object> prevConfig;

%
* StringConverter inplementation for positive Integer (and int primtive)
* val ues. public void initialize(Map<String, Object> configRoot,
*/ Mai nW ndowControl | er prinmaryController) {
public class PositivelntegerStringConverter extends |ntegerStringConverter { Il set properties
@verride this.primaryController = primaryController;
public Integer fronBtring(String value) {
return Math. abs(super.fronttring(value)); /1 load config
} this.|oadConfig(configRoot);
@verride /1 set listeners for controls
public String toString(lnteger value) {
return super.toString(Mth.abs(val ue)); /1l initialize msc properties
} thi s. downl oadLocat i onDi rect or yChooser. set Ti tl e(
} "Save received files to");
this. downl oadLocation.end(); // nove caret to end
/1l set directory chooser's initialDirectory
thi s. downl oadLocat i onDi rect or yChooser. setlnitial Directory(
new File((String)(configRoot. get(
Conf i gManager . DOWNLOADLCC KEY))));
-------------------------------------------------------------- this.refreshBackendSettingsLabel (null);
Fi | enane: src/main/javal/conm transm snms/ ui/javafx/ PrefsController.java }
public void | oadConfig(Map<String, Cbject> configRoot) {
package comtransm sns. ui.javafx; this.prevConfig = new HashMap<>(confi gRoot);
/1 NOTE: this assumes configRoot is conplete and properly checked
inport javafx.collections. bservabl eMap; 11 bef or ehand
inport javafx.event.ActionEvent;
inport javafx.fxm.FXM; Il root preferences
inport javaf x. scene. Node; thi s. downl oadLocat i on. set Text (
inport javafx. scene. control.ConboBox; (String)(configRoot. get (ConfigManager. DOMLOADLCC KEY)));
inport javafx.scene.control. Label; this.retryOnErrors. set Val ue(
inport javafx.scene.control. TextField; (String)(configRoot. get(ConfigManager. RETRY_ON_ERRORS_KEY)));
inport javafx.stage. Di rectoryChooser; this. countryCode. set Text (
inport javafx. stage. Stage; (String)(configRoot. get (Confi gManager. COUNTRYCODE_KEY))) ;
inport javafx.stage. WndowEvent ; thi s. backendType. set Val ue(

(String)(configRoot. get (ConfigManager. BACKENDTYPE_KEY)));
inport java.io.File;

inport java.util.HashMap; Map<String, Object> backendPrefsRoot =

inport java.util.Mp; (Map<String, Object>)(configRoot.get(
Conf i gManager . BACKENDSETTI NGS_KEY) ) ;

inport java.io.lOException; Map<String, Cbject> backendDummyPref sRoot =

(Map<String, Object>)(backendPrefsRoot. get(
Conf i gManager . BACKEND_DUMWY_KEY) ) ;
Map<String, Cbject> backendGammuPref sRoot =

public class PrefsController { (Map<String, Object>)(backendPrefsRoot. get(
@XM Conf i gManager . BACKEND_GAMMUPSQL_KEY) ) ;
private Cbservabl eMap<String, String> backendTypeConverter Map; Map<String, Object> backendAndroi dPrefsRoot =
(Map<String, Object>)(backendPrefsRoot. get(
@XM Conf i gManager . BACKEND_ANDRO D_KEY) ) ;
private TextFi el d downl oadLocati on;
@XM /1 dummy backend settings
private ConboBox retryOnErrors; thi s. backendDunmyHost . set Text (
@XM (String) (backendDummyPr ef sRoot . get (
private TextField countryCode; Conf i gManager . BACKEND_DUMW_HGOST_KEY) ) ) ;
@XM this. backendDummyPor t . set Text (
private ConboBox backendType; (String) (backendDummyPr ef sRoot . get (
@XM Conf i gManager . BACKEND_DUMW_PORT_KEY) ). toString());
private Label backendSettingsLabel ; thi s. backendDunmyLocal mi n. set Text (
(String) (backendDummyPr ef sRoot . get (
@XM Conf i gManager . BACKEND_DUMW_LQCALM N_KEY))) ;
private TextFiel d backendDunmyHost ; thi s. backendDummyRol e. set Val ue(
@XM (String) (backendDummyPr ef sRoot . get (
private TextFiel d backendDummyPort; Conf i gManager . BACKEND_DUMW_ROLE_KEY)));
@XM
private TextFiel d backendDummyLocal mi n; /1 gammu backend settings
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publ

}

Il
thi

thi

ic
Fil

i s. backendGammuHost . set Text (

(String) (backendGanmuPr ef sRoot . get (
Conf i gManager . BACKEND_GAMMUPSQL_HOST_KEY) ) ) ;

i s. backendGammuPort . set Text (

((I'nteger) (backendGanmuPr ef sRoot . get (
Conf i gManager . BACKEND_GAMMUPSQL_PORT_KEY))).toString());

i s. backendGammuNane. set Text (

(String) (backendGanmmuPr ef sRoot . get (
Conf i gManager . BACKEND_GAMMUPSQL_NAMVE_KEY))) ;

i s. backendGammuUser . set Text (

(String) (backendGanmuPr ef sRoot . get (
Conf i gManager . BACKEND_GAMMUPSQL_USER KEY))) ;

i s. backendGammuPasswor d. set Text (

(String) (backendGanmuPr ef sRoot . get (
Conf i gManager . BACKEND_GAMMUPSQL_PASS_KEY) ) ) ;

i s. backendGammuLocal ni n. set Text (

(String) (backendGanmuPr ef sRoot . get (
Conf i gManager . BACKEND_GAMMUPSQL_LOCALM N_KEY) ) ) ;

androi d backend settings
s. backendAndr oi dHost . set Text (
(String) (backendAndr oi dPr ef sRoot . get (
Conf i gManager . BACKEND_ANDROI D_HOST_KEY) ) ) ;
s. backendAndr oi dPort . set Text (
((I'nteger) (backendAndr oi dPref sRoot . get (
Conf i gManager . BACKEND_ANDRO D_PORT_KEY))).toString());

voi d handl eDownl oadLocat i onSel ect or But t on( Acti onEvent event) {
e newDownl oadLocDir =

this. downl oadLocat i onDi r ect or yChooser . showDi al og(

((Node) event . get Target () ). get Scene() . get Wndow() ) ;

/*

this. downl oadLocat i onDi r ect or yChooser . showDi al og(

this. prefsStage);

*/
i f (newDownl oadLocDir !'= null)
/1 change downl oadLocation.text afterwards

try {
thi s. downl oadLocat i on. set Text (
newDownl oadLocDi r. get Canoni cal Path());
thi s. downl oadLocat i onDi rect oryChooser. setlnitial Directory(
null); // unset initialDirectory
this. downl oadLocation.end(); // nmove caret to end

}
cat ch(1 CException e) {
return; // exit ASAP on error

}

public void refreshBackendSettingsLabel (Acti onEvent event) {

}

thi

s. backendSet ti ngsLabel . set Text (
thi s. backendTypeConverter Map. get (t hi s. backendType. get Val ue()) +
" Backend Settings");

public void handl eOnd oseRequest (W ndowEvent event) {

{11

read changes and save back to config file
Map<String, bject> configRoot =
Confi gManager . mapDeepCopy(t hi s. prevConfig);
}
/111 read changes and conmit to confi gRoot
conf i gRoot . put ( Conf i gManager . DOWMNLOADLCOC_KEY,
sani ti zeAndGet Text (t hi s. downl oadLocation));
confi gRoot . put (Conf i gManager . RETRY_ON_ERRORS_KEY,
this.retryOnErrors. getVal ue());
conf i gRoot . put ( Conf i gManager . COUNTRYCODE_KEY, }
sani ti zeAndGet Text (t hi s. countryCode)); }
conf i gRoot . put ( Conf i gManager . BACKENDTYPE_KEY,
thi s. backendType. get Val ue());

Map<String, Object> backendPrefsRoot =
(Map<String, Object>)(configRoot.get(
Conf i gManager . BACKENDSETTI NGS_KEY) ) ;
Map<String, Object> backendDummyPrefsRoot =
(Map<String, Object>)(backendPrefsRoot.get (
Conf i gManager . BACKEND_DUMW_KEY) ) ;
Map<String, Object> backendGanmuPrefsRoot =
(Map<String, Object>)(backendPrefsRoot.get (

Conf i gManager . BACKEND_GAMMUPSQL_KEY) ) ; i nport
Map<String, Object> backendAndroi dPrefsRoot = i mport
(Map<String, Object>)(backendPrefsRoot.get ( i mport

Conf i gManager . BACKEND_ANDRO D_KEY) ) ; i nport

i nport

/1 dummy backend settings i nport

backendDumyPr ef sRoot . put ( Conf i gManager . BACKEND_DUMWY_HOST_KEY, npor t
sani ti zeAndGet Text (t hi s. backendDunmyHost)); i nport

backendDummyPr ef sRoot . put ( Conf i gManager . BACKEND_DUMWY_PORT_KEY, npor t
I nt eger. decode(sani ti zeAndGet Text (t hi s. backendDumy Poritiport

backendDumyPr ef sRoot . put ( Conf i gManager . BACKEND_DUMW_LOCALM N_KEY,

103

Fi | enane:

sani ti zeAndGet Text (t hi s. backendDunmyLocal mn));
backendDunmmyPr ef sRoot . put ( Conf i gManager . BACKEND_DUMWY_ROLE_KEY,
thi s. backendDummyRol e. get Val ue());

/1 gammu backend settings

backendGammuPr ef sRoot . put ( Conf i gManager . BACKEND_ GAMMUPSQL_HOST_KEY,
sani ti zeAndGet Text (t hi s. backendGanmmuHost ) ) ;

backendGammuPr ef sRoot . put ( Conf i gManager . BACKEND GAMMUPSQL_PORT_KEY,
I nt eger. decode(sani ti zeAndGet Text (t hi s. backendGanmuPort)));

backendGammuPr ef sRoot . put ( Conf i gManager . BACKEND GAMVUPSQL_NAME_KEY,
sani ti zeAndGet Text (t hi s. backendGanmuNane) ) ;

backendGammuPr ef sRoot . put ( Confi gManager . BACKEND GAMMUPSQL_USER_KEY,
sani ti zeAndGet Text (t hi s. backendGanmmuUser) ) ;

backendGammuPr ef sRoot . put ( Confi gManager . BACKEND_GAMMUPSQL_PASS_KEY,
sani ti zeAndGet Text (t hi s. backendGanmuPassword) ) ;

backendGammuPr ef sRoot . put (
Conf i gManager . BACKEND_GAMVUPSQL_LQCALM N_KEY,
sani ti zeAndGet Text (t hi s. backendGanmuLocal min));

/1 android backend settings

backendAndr oi dPr ef sRoot . put ( Conf i gManager . BACKEND_ANDRO D_HOST_KEY,
sani ti zeAndGet Text (t hi s. backendAndr oi dHost ) ) ;

backendAndr oi dPr ef sRoot . put ( Confi gManager . BACKEND_ANDRO D_PORT_KEY,
I nt eger . decode(
sani ti zeAndGet Text (t hi s. backendAndr oi dPort)));

/Il finally wite to file and save curConfig
Confi gManager. writeConfig(configRoot); // wite to file
/1 conpare changes and apply changes ASAP if needed
bool ean snsServi ceChanged = !this. prevConfig.get(
Conf i gManager . BACKENDTYPE_KEY) . equal s(
confi gRoot . get ( Conf i gManager . BACKENDTYPE_KEY) ) ;
if(!smsServi ceChanged) {
/1 check for changes in the currently selected
/1 SmsService's settings Map
String backendKey = "backend-" +
conf i gRoot . get ( Conf i gManager . BACKENDTYPE_KEY) ;
Map<String, Object> ol dConf =
(Map<String, Object>)(((Map<String,
this.prevConfig.get(
Conf i gManager . BACKENDSETTI NGS_KEY) ) .
Map<String, Object> newConf =
(Map<String, Object>)(((Map<String,
confi gRoot . get (
Conf i gManager . BACKENDSETTI NGS_KEY) ) .
Map<String, Object> diff =
Conf i gManager . mapDi f f (ol dConf,
snsServi ceChanged = (diff.size() > 0);

Obj ect >)

get (backendKey));
Obj ect >)

get (backendKey));
newConf) ;

}

/1 save everything to prevConfig

this.prevConfig = configRoot;

/1 finally, copy changes over primryController

this.primryController.configRoot = Confi gManager. napDeepCopy/(
configRoot, this.primryController.configRoot);

Il reinitialize and restart service if
i f (smsServi ceChanged) {
this.primaryController.initializeSnsService();

rel evant val ues are changed

}

/111 utility functions
private static String sanitizeAndGet Text(TextField t) {
t.conmmitValue(); //

reformat text first

return t.get Text();

package com transm sns. ui

org.
org.
org.
org.
org.
org.
org.
org.
org.
org.

src/ mai n/ javal/ conf transm sms/ ui / j avaf x/ QueueAppender . j ava

.javafx;

apache. | oggi
apache. | oggi
apache. | oggi
apache. | oggi
apache. | oggi
apache. | oggi
apache. | oggi
apache. | oggi
apache. | oggi
apache. | oggi

ng. | og4j .
ng. | og4j .
ng. | og4j .
ng. | og4j .
ng. | og4j .
ng. | og4j .
ng. | og4j .
ng. | og4j .
ng. | og4j .
ng. | og4j .

core.Filter;

core. Layout;

core. LogEvent;

cor e. appender . Abst ract Appender ;

cor e. appender . Appender Loggi ngExcept i on;
core. config. pl ugins. Pl ugin;

core. config.plugins.PluginAttribute;
core. config. pl ugi ns. Pl ugi nEl ement ;
core. config. pl ugins. Pl ugi nFactory;
core. | ayout. PatternLayout;



inport java.io.Serializable;

inport java.util.Queue;

inport java.util.concurrent. Bl ocki ngQueue;
inport java.util.concurrent. LinkedBl ocki ngQueue;
inport java.util.concurrent. TineUnit;

@l ugi n( nane=" QueueAppender ",
print Cbj ect=true)
public class QueueAppender extends Abstract Appender {

cat egory="Core", el ement Type="appender",

private static Bl ocki ngQueue<String> queue =
new Li nkedBl ocki ngQueue<String>();

public static String pop() throws InterruptedException {
return QueueAppender. queue. t ake();
}

public static String poll () throws InterruptedException {
return QueueAppender. queue. pol | (0l , Ti meUnit. M LLI SECONDS);
}

private QueueAppender(String name, Filter filter,
Layout <? extends Serializabl e> | ayout,

com googl e. gson. Gson;
org. zerony. ZMY

org. zerony. ZMQ Cont ext ;
org. zerony. ZMQ Pol | er;
org. zerony. ZMQ Socket ;

i nport
i nport
i nport
i nport
i nport

inport java.util.Date;
inport java.util.Queue;
inport java.util.concurrent.
inport java.util.concurrent.
inport java.util.concurrent.
inport java.util.concurrent.
inport java.util.concurrent.
inport java.util.concurrent.

Bl ocki ngQueue;
Concur r ent Li nkedQueue;
Count DownLat ch;

Li nkedBl ocki ngQueue;
TinmeUnit;

at omi c. At omi cRef erence;

com transmi sns. core. protocol . SmsSer vi ceExcepti on;
zny. ZError;

i nport
i nport

public class Androi dSnsService extends ExtendedSmsService {
public enum Reason inpl ements SnsServi ceExcepti on. Reason<Reason>,
Ext endedSnsSer vi ce. Ext endedReason {
| OERROR (" Probl em connecting to device",
" Pl ease check device connectivity and try again."),

final bool ean ignoreExceptions) { NOPONG ("Device is not responding",
super (name, filter, |ayout, ignoreExceptions); "Pl ease check the device and try again.");
}
@verride
public void append(LogEvent event) { private final String nessage;
try { private final String details;
QueueAppender . queue. of f er (new String(this. getlLayout().toByteArray(
event)), 1000l, TimeUnit.M LLI SECONDS);
} /1 default access control since enuns are restricted
cat ch( I nterruptedException e) { Reason(String nessage, String details) {
return; // do nothing and exit ASAP this. nessage = nessage;
this.details = details;
cat ch(Exception ex) { }
if (!ignoreExceptions()) {
t hrow new Appender Loggi ngExcepti on(ex) ;
} @verride
} public Reason val ueOf () {
} return val ueO (this.name());

@l ugi nFactory
public static QueueAppender createAppender (
@l ugi nAttribute("nane") String nane,
@l uginElenent ("Filter") final Filter filter,

}

@verride
public final String getMessage() {
return this. message;

@l ugi nEl enent ("Layout") Layout<? extends Serializabl e> |ayout, }

@l ugi nAttribute("ignoreExceptions") bool ean ignoreExceptions,

@l uginAttribute("otherAttribute") String otherAttribute) {
/1 we basically do what other inplenentations of
/1 @l ugi nFactory createAppender () do:

/1 a normal factory method

if (name == null) {
LOGGER error ("No name provided for QueueAppender");
return null;

}

if (layout == null) {
| ayout = PatternLayout. createDefaul t Layout();

return new QueueAppender (nane,

filter, layout,

}

@l ugi nFactory
public static QueueAppender createAppender (
@l ugi nAttribute("nane") String nane,
@l uginElenent ("Filter") final Filter filter,

@l ugi nEl enent ("Layout") Layout<? extends Serializabl e> |ayout,

@l uginAttribute("otherAttribute") String otherAttribute) {
return QueueAppender. creat eAppender (narme, filter, layout, true,
otherAttribute);

Fi | ename:

src/ mai n/javal conf transmi sns/ ui/j avaf x/ snsser vi ce/ Andr oi dSnsSer vi ce. j ava

package comtransm sns. ui.javafx. snmsservi ce;

inport comtransm sns. core. protocol . SnsEntry;
inport comtransm sms. core. protocol . SnsServi ce;
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sone checks and behave as

i gnor eExceptions);

@verride
public final String getDetails() {
return this.details;

}

[ **

* Copi ed from <code>com transi nsnms. andr oi dconpani on. O i ent Acti on</ code>.
* This nust be always up to date to the Transni sns Android Conpanion's

* dientAction class.
*/
public static class CientAction {

final public String action;

Il send

final public String recipient;
final public String message;
Il ping

/'l msisdn

/1 NOTHI NG FOLLOWS

public dientAction() {
this.action = null;
this.recipient = null;
this.nessage = null;

}

Il send

public CientAction(String recipient, String nessage) {
this.action = "send";
this.recipient = recipient;
this. nessage = nessage;

}

/'l msisdn

public CientAction(String s) {

this.action = "nsisdn";
this.recipient = null;



this.message = null;

}
/'l ping
public CientAction(char c) {
this.action = "ping";
this.recipient = null;
this.message = null;
}
}
%

* Copi ed from <code>com transi msms. andr oi dconpani on. Ser ver Act i on</ code>.
* This nust be always up to date to the Transm sns Android Conpanion's

* ServerAction class.

*/

public static class ServerAction {
final public String action;

/'l recv

final public String sender;
final public String message;
final public Long timestanp;

/'l error
final public String code;
final public String[] alternativecodes; // optional

/'l pong
/1 NOTHI NG FOLLOWS

public ServerAction() {
this.action = null;

this.code = null;
this.alternativecodes = null;
this.sender = null;
this.message = null;
this.timestanp = null;

}

/'l recv

public ServerAction(String sender,
String message, |ong tinestanp) {

this.action = "recv";
t hi s. sender = sender;
this. message = message;
this.tinmestanp = tinestanp;
this.code = null;
this.alternativecodes = null;

}

/'l error

public ServerAction(String code, String[] alternativecodes) {
this.action = "error";
thi s.code = code;
this.alternativecodes = alternativecodes;
this.sender = null;
this.message = null;
this.timestanp = null;

}

/1 msisdn

public ServerAction(String nsisdn) {
this.action = "nsisdn";
this. message = nsisdn;
/1 no fields
this.code = null;
this.alternativecodes = null;
this.sender = null;
this.timestanp = null;

}

/'l pong

public ServerAction(char c) {
this.action = "pong";
/1 no fields
this.code = null;
this.alternativecodes = null;
this.sender = null;
this.message = null;
this.timestanp = null;

}

public final static int PING TIMEQUT = 1000;

private final Gson gson = new Gson();
private final String zngAddress;
private volatile boolean isStarted = fal se;
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private String peerMn = null;
private String localMn = null;

private final Queue<String> commandQueue =

new Concurrent Li nkedQueue<String>();
private final Queue<String> sendQueue =

new Concurrent Li nkedQueue<String>();
private final Bl ocki ngQueue<SmsEntry> recvQueue =

new Li nkedBl ocki ngQueue<SmsEntry>();

private final Atom cReference<SnsServi ceException> current Exception

new At om cRef erence<>(null);

private Count DownLatch cdl = new Count DownLat ch(1);

public Androi dSnsService(String host, int port) {
this.zngAddress = "tcp://" + host + ":" + port;

}

@verride
public String getLocal M n()
this. sendMsi sdnRequest ()
if(this.cd !=null) {
try {
this.cdl.await();

{

catch(I nterruptedException e) {} // do nothing on interruption

this.cdl = null;

return this.local Mn;

}

@verride

public void setPeer(String peerMn) {
super . set Peer (peerM n) ;
this.peerMn = peerMn;

}

@verride
public String getPeer() {
return this.peerMn;

}

@verride
protected void sendMessageToBackend(String nessage) {
if(this.isStarted & this.peerMn I'= null) {
this. sendQueue. of f er (message) ;
}
}

@verride

public SnsEntry pol | MessageFr onBackend(long timeout, TinmeUnit unit)
throws SmsServi ceException, |nterruptedException {

/1 throw exceptions generated fromour polling |oop,
SnsSer vi ceException e = this.current Exception.get();
if(et=null) {

this.current Exception.set(null); // clear exception

throw e;
}
/1 for normal cases
if(this.isStarted) {
return this.recvQueue. pol | (ti meout, unit);

return null;

}

@verride
public boolean start() throws SmsServiceException {
super.start();
if(!'this.isStarted) {
final CountDownLatch cdl = new Count DownLat ch(1);

At om cRef er ence<SnsSer vi ceExcepti on> ses = new Atom cRef erence<>();
Il start a separate thread to consume and produce entries

/1 this also includes the closing procedures
(new Thread() {
@verride
public void run() {
/1 setup necessary connections

final Context zngContext = ZMQ context(1);

final Socket zngSocket = zngContext.socket (ZMQ PAIR);

/1 set linger to stop connection ASAP
zngSocket . set Li nger (0) ;
/1 connect or bind depending on the role

zngSocket . connect (Andr oi dSmsSer vi ce. t hi s. zngAddress) ;

Androi dSnsService.this.isStarted = fal se;
/1 NOTE: all messages prior to 'starting'
I are DI SCARDED

/1 PING receiver and wait for PONG

this service



String jsonStr = Androi dSnsService. this. gson.toJson( sActi on. nessage,
new CientAction('p')); // PING dientAction new Dat e(sAction.timestanmp)));
zngSocket . send(j sonStr);
el se if(sAction.action.equal s("nmsisdn")) {

/1 attenpt getting a PONG response for LIMT tines Andr oi dSmsService.this.localMn =
int LIMT = 3; sActi on. nessage;
for(int i =0; i <LIMT, i++) { i f(AndroidSnsService.this.cdl != null) {
Pol l er plr = zmCont ext. pol ler(); Andr oi dSmsSer vi ce. t hi s. cdl . count Down() ;
plr.register(zmSocket, Poller.POLLIN); }
try { }
plr.pol I (PING TIMEQUT); // wait for PINGTIMEQUT ns el se if(sAction.action.equals("error")) {
} }
cat ch(ZError. | CException e) {
Systemout.println("got ZError.|COException " + plr.close();
"on connectivity test: " + e); }
ses. set (new SmsSer vi ceExcepti on(
Reason. | CERRCR) ) ; /1 finally, close everything afterwards
} try {
if(plr.pollin(0)) { if(zmgSocket !'= null) {
String s = znmSocket.recvStr(0); zngSocket . cl ose();
ServerAction sAction = }
Andr oi dSmsSer vi ce. t hi s. gson. fromJson(s, }
ServerAction. cl ass); catch(ZError. | OException e) {
if(sAction != null && sAction.action != null &% Systemout.println("got ZError.|CException on " +
sAction. action. equal s("pong")) { "closing zngSocket: " + e);
plr.close(); // preenptive close before exiting }
Andr oi dSmsService.this.isStarted = true; try {
break; // exit ASAP if(!zmContext.isTerm nated()) {
zngCont ext . term();
/1 otherw se, discard received data and try again }
else {
/1 tinfinite' retries/exhaustion of entries catch(ZError. | OException e) {
i--; Systemout.println("got ZError.|CException on " +
} "closing znContext: " + e);
plr.close(); // because we need nore close() Il set other variables as well
} Androi dSnsService.this.isStarted = fal se;
if(!AndroidSmsService.this.isStarted & }
ses.get() == null) { }).start();
ses. set (new SnsSer vi ceExcepti on( Reason. NOPONG) ) ; try {
cdl.awai t();
cdl . countDown(); // ready for examining our isStarted flag }
catch(!l nterruptedException e) {
/1 loop until isStarted flag is revoked return fal se;
whi | e(Andr oi dSnsService. this.isStarted) {
/1 send all queued commands if(!'this.isStarted) {
for(String nessage = /1 do cleanup and throw exception
Andr oi dSmsSer vi ce. t hi s. commandQueue. pol | (); this.sendQueue. clear();
nmessage != null; this.recvQueue.clear();
nmessage = throw ses. get();
Andr oi dSmsSer vi ce. t hi s. commandQueue. pol | ()) {
zngSocket . send( message) ; return this.isStarted;
/1 send all pending messages return fal se;
for(String nessage = }
Andr oi dSmsSer vi ce. t hi s. sendQueue. pol | ();
nmessage != null; nessage = @verride
Andr oi dSmsSer vi ce. t hi s. sendQueue. pol | ()) { public bool ean stop() {
CientAction cAction = new CientAction( super. stop();
Andr oi dSnsSer vi ce. thi s. peerM n, nmessage); if(this.isStarted) {
String str = Androi dSmsServi ce. t his. gson. toJson( this.isStarted = fal se;
cAction, dientAction.class); /1 clear sendQueue and recvQueue
zngSocket . send(str); this.sendQueue. clear();
} this.recvQueue.clear();
/1 poll for the tinme being
Pol l er plr = zmCont ext. pol l er(); return fal se;
plr.register(zmSocket, Poller.PCLLIN); }
try {
plr.poll(100); // poll for 100ns @verride
public bool ean isRunning() {
cat ch(ZError. | CException e) { return this.isStarted;
Systemout.println("got ZError.|CException: " + e)}
Andr oi dSmsServi ce. this.stop(); // stop ASAP
/1 then set currentException to be thrown on private void sendMsi sdnRequest () {
/1 pol | Message()/ pol | MessageFr onBackend() | ater if(this.localMn == null) {
Andr oi dSmsSer vi ce. t hi s. current Excepti on. set ( ClientAction cAction = new O ientAction("msisdn");
new SnsSer vi ceExcepti on( Reason. | CERRCR) ) ; String str = this.gson.toJson(cAction, CientAction.class);
br eak; this. commandQueue. of fer(str);
} }
if(plr.pollin(0)) { }
String str = zngSocket.recvStr(0); }

ServerAction sAction =
Andr oi dSmsSer vi ce. t hi s. gson. fromJson(str,
ServerAction. cl ass);
/'l check for errors first
if(sAction.action == null) { e
continue; // do nothing and | oop back Fi | enane:
src/ mai n/ javal/ conf transm sms/ ui / j avaf x/ snsservi ce/ Control PrioritySnsService.java
if(sAction.action.equal s("recv")) { = ceoememmmee oo
Andr oi dSmsSer vi ce. t hi s. recvQueue. of f er (
new SnsEntry(sAction. sender, package comtransm sns. ui.javaf x. smeservi ce;
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}

inport comtransm sns. core. protocol . SnsEntry;

inport comtransm sns. core. protocol . SnsServi ce; public Control PrioritySnsService() {
inport comtransm sns. core. protocol . SmsSer vi ceExcepti on; this.|oopTi meout = 5000;
inport comtransm sns. core. util.commons. Fl FOEntry; }

inport java.util.Queue;
inport java.util.concurrent. ConcurrentLi nkedQueue;
inport java.util.concurrent.PriorityBl ocki ngQueue; @verride
inport java.util.concurrent. TineUnit; public final void sendMessage(String nessage) {
if(this.isStarted) {
i f(StringWapper. get Wi ght (nmessage) > 10) {
this. pbq. of fer(new FI FCEntry(new Stri ngW apper (nmessage)));
public abstract class Control PrioritySmsService inplenents SnsService {

private static class StringWapper inplenents Conparabl e<StringW apper> { el se {
final public String value; this.|pg.of fer(nessage);
}
public StringWapper(String value) { }
this.value = val ue; }
}
@verride
@verride public synchroni zed bool ean start() throws SnsServiceException {
public int conpareTo(StringWapper o) { if(!'this.isStarted) {
/1 NOTE: this assunes that o will never be null this.isStarted = true;
return StringWapper. get i ght (0. val ue) - /1 send message on a |loop on a separate thread
Stri ngW apper. get Wi ght (t hi s. val ue); this.sendLoopThread = new Thread(() -> {
} while(this.isStarted) {
try {
@verride FI FCEnt ry<StringWapper> entry = this. pbg. pol | (
publ i ¢ bool ean equal s(Cbj ect o) { this.|oopTimeout, TimeUnit.M LLI SECONDS);
if(o ==null || !(o instanceof StringWapper)) { if(entry '=null) {
return fal se; String message = entry.getEntry().val ue;
} thi s. sendMessageToBackend( nessage) ;
else { for(int i =0; i < this. MAX_BUFFER SI ZE-1; i++) {
return 0 == this. conmpareTo((StringW apper)o); entry = this.pbg.poll();
} Il break when we run out of entries
} if(entry == null) {
break;
public static int getWight(String s) { }
/1 NOTE: this assumes that s will never be null message = entry.getEntry().val ue;
/1 NOTE: this is based on static initialization of PDU class thi s. sendMessageToBackend( nessage) ;
if(s.toLowerCase().startsWth("no")) { }
return 50; }
else {
else if(s.startsWth("?transm smsv")) { String message = this.|pg.poll();
return 40; if(message !'= null) {
} thi s. sendMessageToBackend( nessage) ;
else if(s.startsWth("f") || s.startsWth("F")) { }
return 40; }
else if(s.startsWth("r")) { catch(I nterruptedException e) {
return 30; break;
}
else if(s.startsWth("a") || s.startsWth("b") [] }
s.startsWth("c")) { 13N
return 20; this. sendLoopThr ead. set Daenon(true);
} this.sendLoopThread. start();
else if(s.startsWth("d") || s.startsWth("i") || return true;
s.startsWth("j") || s.startsWth("e") ||
s.startsWth("E")) { return fal se;
return 10; }
}
return O; @verride
} public synchroni zed bool ean stop() {
} if(this.isStarted) {

this.isStarted = fal se;
this.sendLoopThread.interrupt();
this.pbq.clear();

final private int MAX BUFFER S| ZE = 5; return true;

final private int |oopTinmeout; return fal se;

final private PriorityBl ocki ngQueue<Fl FOEntry<Stri ngW apper>> pbq = }

new PriorityBl ocki ngQueue<>();

final private Queue<String> | pg = new ConcurrentLi nkedQueue<>(); @verride

protected bool ean isStarted = fal se; public abstract SmsEntry pol | Message(long tinmeout, TinmeUnit unit)

private Thread sendLoopThread = null; throws SmsServi ceException, |nterruptedException;
@verride

public abstract bool ean i sRunning();
protected abstract void sendMessageToBackend(String nessage); }

public abstract String getLocal Mn();

public abstract void setPeer(String peerMn);

public abstract String getPeer(); Fil ename: src/ main/javal contransm sns/ ui/javaf x/ snmeservi ce/ DutmySnsSer vi ce. j ava

package com transm sns. ui.j avaf x. smeservi ce;

public Control PrioritySmsService(int |oopTinmeout) {
this. | oopTi neout = | oopTi meout ; inport comtransm sns. core. protocol . SnsEntry;
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i nport

i nport
i nport
i mport
i mport

i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport

i mport
i mport

com transm sms. cor e. protocol . SnsSer vi ce;

org. zerong. ZMY

org. zerong. ZMQ. Cont ext ;
org. zerong. ZMQ Pol | er;
org. zerong. ZMQ Socket ;

java.util.Date;
java. util. Queue;
java.util.concurrent. Bl ocki ngQueu

java.util.concurrent. ConcurrentLi nkedQueue;

java. util.concurrent. Count DownlLat
java.util.concurrent. Li nkedBl ocki
java.util.concurrent. TineUnit;

€;

ch;
ngQueue;

java.util.concurrent. atom c. At om cRef erence;

com transm sms. core. protocol . SnsSer vi ceExcepti on;

zny. ZError;

public class DunmySnsServi ce extends ExtendedSnsService {
public enum Reason inpl ements SnsServi ceExcepti on. Reason<Reason>,

Ext endedSnsSer vi ce. Ext endedRe

ason {

| CERROR (" Probl em connecting to Dummy device",
"Pl ease check device connectivity and try again."),

NOPONG (" Dunmmy device is not res

pondi ng",

"Pl ease check the device and try again.");

private final String message;
private final String details;

/1 default access control since enuns are restricted

Reason(String message, String de
this. message = message;
this.details = details;

@verride
public Reason val ueOf () {
return val ueOf (this. name());

}

@verride
public final String getMessage()
return this. nessage;

}

@verride

public final String getDetails()
return this.details;

}

public final static int PING TIMEQUT

private final String zngAddress;
private final bool ean isSender;
private volatile boolean isStarted =
private String peerMn = null;
private String localMn = null;

tails) {

{

{

= 1000;

fal se;

private final Queue<String> sendQueue =

new Concurrent Li nkedQueue<St

ring>();

private final Bl ocki ngQueue<SnsEntry> recvQueue =

new Li nkedBl ocki ngQueue<SnsE

ntry>();

private final Atom cReference<SnsServiceException> current Exception =

new At omi cRef erence<>(null);

publ i c DummySnsService(String host,

bool ean i sSender) {

int port,

super (100); // set |oopTimeout as 100ns

String local Mn,

this.zngAddress = "tcp://" + host + ":" + port;
this.localMn = local Mn;
this.isSender = isSender;

}

@verride

public String getLocal Mn() {

}

return this.local Mn;
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@verride

public void setPeer(String peerMn) {
super . set Peer (peerM n) ;
this.peerMn = peerMn;

}
@verride

public String getPeer() {
return this.peerMn;

}
@verride

protected void sendMessageToBackend(String nessage) {
if(this.isStarted & this.peerMn I'= null) {
this.sendQueue. of fer(this.getLocalMn() + ":" + nessage);

}
}

@verride

public SnsEntry pol | MessageFr onBackend(long timeout, TinmeUnit unit)

throws SmsServiceException,

I nterrupt edException {

Il throw exceptions generated fromour polling |oop, if any

SnsSer vi ceException e = this.current Exception.get();

if(et=null) {
this.current Exception.set(null);
throw e;

}

Il for normal

cases

if(this.isStarted) {
return this.recvQueue. pol | (ti meout, unit);

return null; //

}
@verride

/1 clear exception

return null if not yet started or on failures

public boolean start() throws SmsServiceException {
super.start();
if(!'this.isStarted) {

final

PI NG_TI MEQUT ns

exiting

agai n

Count DownLat ch cdl

= new Count DownLat ch(1);
At om cRef er ence<SnsSer vi ceExcepti on> ses = new At onmi cRef er ence<>(

new SmsSer vi ceExcepti on( Reason. NOPONG) ) ;

Il start a separate thread to consume and produce entries

/1 this also includes the closing procedures

(new Thread() {

@verride

public void run() {
/1 setup necessary connections
final Context zmmContext
final Socket zngSocket =

Il set

zngSocket . set Li nger (0) ;
/1 connect or bind depending on the role

i f(DumySnsService. this.isSender) {

zngSocket . connect (DummySnsSer vi ce. t hi s. zngAddr ess) ;

}

else {
zngSocket . bi nd( DurmySnsSer vi ce. t hi s. zngAddr ess) ;

}

= ZMQ context (1);
zngCont ext . socket (ZMQ PAIR);

linger to stop connection ASAP

DummySnsService.this.isStarted = fal se;
/1 NOTE: all nessages pri

I

are DI SCARDED

or to 'starting' this service

i f(DumySnsService. this.isSender) {

/'l PING receiver and

zngSocket . send(" PI NG'

/1 attenpt getting a
int LIMT 3;
for(int i 0; i <Ll

wait for PONG
)i

PONG response for LIMT times

MT, i++) {

Poller plr = znmContext. pol ler();
plr.register(zmSocket, Poller.POLLIN);

try {

plr.pol | (PING TIMEQUT); // wait for

}
catch(ZError. | OException e) {
Systemout. println("got ZError.|CException

"on connectivity test:

+e);

ses. set (new SnsServi ceExcepti on(
Reason. | CERROR) ) ;

}
if(plr.pollin(0)) {

String raw =

zngSocket . recvStr(0);

if(raw equal s("PONG')) {
plr.close(); // preenptive close before

DummySnsService.this.isStarted = true;
break; // exit ASAP

/1 otherw se,

di scard received data and try

+



@verride

plr.close(); // because we need nore close() public bool ean stop() {
} super. stop();
if(this.isStarted) {
cdl . countDown(); // ready for examining our isStarted flag this.isStarted = fal se;
/1 clear sendQueue and recvQueue
/1 loop until isStarted flag is revoked this.sendQueue. clear();
whi | e(DunmySnsService.this.isStarted) { this.recvQueue.clear();
/1 send all pending messages
for(String nessage = return fal se;
Dummy SnsSer vi ce. t hi s. sendQueue. pol | (); }
message != null; nessage =
DumySnsSer vi ce. t hi s. sendQueue. pol I ()) { @verride
zngSocket . send( message) ; public bool ean isRunning() {
} return this.isStarted;
/1 poll for the tinme being }
Pol l er plr = zmCont ext. pol ler(); }
plr.register(zmSocket, Poller.POLLIN);
try {

plr.poll(100); // poll for 100ns

}

catch(ZError. 1 OException €) { e oo
Systemout.println("got ZError.|CException: " Hilegnane:
DummySnsService.this.stop(); // stop ASAP src/ mai n/ javal/ conf transm sms/ ui / j avaf x/ snsser vi ce/ Ext endedSnsSer vi ce. j ava
/1 then set currentException to be thrown on ------------mmmmmmm
/1 pol | Message()/ pol | MessageFr onBackend() | ater

DummySnsSer vi ce. t hi s. current Excepti on. set ( package com transm sns. ui.j avaf x. smeservi ce;
new SnsSer vi ceExcepti on( Reason. | CERRCR) ) ;
br eak; inport comtransmi sns. core. protocol . SnsEntry;

} inport comtransm sms. ui.javafx. Uils;

if(plr.pollin(0)) {

/1 process PING PONG requests first inport java.util.concurrent.TineUnit;

String raw = zngSocket.recvStr(0);

if(raw equal s("PING')) { // reply with PONG inport comtransm sms. core. protocol . SnsServi ceExcepti on;
zngSocket . send(" PONG') ;

conti nue;

else if(raw equal s("PONG')) { public abstract class ExtendedSnsService extends Control PrioritySmsService {
/1 just ignore and try again public interface ExtendedReason {
conti nue; public String get Message();

} public String getDetails();

String[] parts = rawsplit(":", 2); }

String sender = parts[O0];

String meg = parts[1]; private String countryCode = null;

plr.close(); private String nornalizedPeer = null;

DumySnsSer vi ce. t hi s. recvQueue. of fer (
new SnsEntry(sender, msg, new Date()));

}
plr.close(); public ExtendedSmsService() {}
}
publi c ExtendedSmsService(int |oopTimeout) {
/1 finally, close everything afterwards super (| oopTi neout ) ;
try { }
if(zmSocket !'= null) {
zngSocket . cl ose();
}
public final SmsEntry poll Message(long timeout, TimeUnit unit)
cat ch(ZError. | CException e) { throws SmsServiceException, |nterruptedException {
Systemout.println("got ZError.|COException on " + SnsEntry entry = this. pol | MessageFronBackend(ti neout, unit);
"closing zngSocket: " + e); Il set as the peer if there's still no peer set previously
} if(entry '= null && this.getPeer() == null) {
try { if(this.countryCode == null) {
if(!zngContext.isTerm nated()) { this.setPeer(entry.getSender());
zngContext. tern(); }
} else {
} this.setPeer(Uils.getlntFormat(entry.getSender(),
cat ch(ZError. | CException e) { this.countryCode));
Systemout.println("got ZError.|COException on " + }
"closing zmyContext: " + e); }
if(entry '= null && this.getPeer() != null) {
/1 set other variables as well /1 return null on non-peer senders
DummySnsService.this.isStarted = fal se; if(lentry.getSender().endsWth(this.normalizedPeer)) {
} return null;
}).start(); )
try {
cdl.await(); return entry;
} }
catch(lnterruptedException e) {
return fal se; public abstract SmsEntry pol | MessageFronmBackend(| ong ti meout,
TineUnit unit)
if(!'this.isStarted) { throws SmsServi ceException, |nterruptedException;
/1 do cleanup and throw exception
this.sendQueue. clear(); public void set CountryCode(String countryCode) {
this.recvQueue.clear(); this.countryCode = countryCode;
throw ses. get(); }
return this.isStarted; public void setPeer(String peer) {
if(peer !'=null) {
return fal se; this.normalizedPeer = Wils. nornalizeMsisdn(peer,

this. countryCode);

109



else { "SELECT * FROM phones WHERE \"Ti neQut\" > " +

this.normalizedPeer = null; " (CURRENT_TI MESTAMP - | NTERVAL '2 M NUTE')";
} private static final String insertQueryStr =
} "1 NSERT | NTO out box (\"Text Decoded\", \"DestinationNurmber\", " +
} "\"CreatorID\", \"Priority\") VALUES (?, 2, ?, ?2)";

private static final String getCurtimestanmpQueryStr =
" SELECT CURRENT_TI MESTAMP AT TI ME ZONE current _setting(' Ti meZone')";
public final static int PING TIMEQUT = 3000;

-------------------------------------------------------------- private bool ean isStarted = fal se;

Fi | enane: src/main/javal/conitransm sms/ ui/javaf x/ smeservi ce/ GanmuSnsSer vi ce. j gwa vate Tinestanp startTi ne;

-------------------------------------------------------------- private String peerMn = null;
private int |astMessageld = -1;

package comtransm sns. ui.javafx. snmsservi ce; private final String dbHost;
private final int dbPort;
inport comtransm sns. core. protocol . SnsEntry; private final String dbNane;
inport comtransm sns. core. protocol . SnsServi ce; private final String dbUser;
private final String dbPassword;
inport java.sql.Connection; private final String |ocal Mn;
inport java.sql.Tinestanp;
inport java.sql.DriverMnager; private Connection dbConnection = null;
inport java.sql.PreparedStatenent; private PreparedStatenent messageQuery = null;
inport java.sql.ResultSet; private PreparedStatenent statusQuery = null;
inport java.sql.Statement; private PreparedStatenent insertQuery = null;
inport java.util.Queue; private PreparedStatenment getCurtinmestanpQuery = null;
inport java.util.concurrent. ConcurrentLi nkedQueue;
inport java.util.concurrent.Executors; private final Queue<SnsEntry> entryQueue = new ConcurrentLi nkedQueue<>();
inport java.util.concurrent. ExecutorService; private final ExecutorService executor =
inport java.util.concurrent. Future; Execut ors. newSi ngl eThr eadExecut or () ;
inport java.util.concurrent. TineUnit; private Future<?> queryFuture = null;

inport comtransm sns. core. protocol . SmsSer vi ceExcepti on;
inport java.sql.SQ.Exception;

inport java.util.concurrent. CancellationException; public GammuSnsService(String dbHost, int dbPort, String dbNane,
inport java.util.concurrent.ExecutionException; String dbUser, String dbPassword, String |ocal Mn) {
inport java.util.concurrent. Ti neout Exception; super (3000); // set |oopTimeout as 3000ns
t hi s. dbHost = dbHost;
this.dbPort = dbPort;
t hi s. dobNanme = dbNane;
public class GanmuSnsServi ce extends ExtendedSnsService { this.dbUser = dbUser;
public enum Reason inpl ements SnsServi ceExcepti on. Reason<Reason>, this.dbPassword = dbPassword;
Ext endedSnsSer vi ce. Ext endedReason { this.localMn = |local Mn;
NOCONN (" Probl em connecting to database backend", }

"Pl ease check database connectivity and try again."),
NCDEVI CE (" Device not found",
"Pl ease check the device and try again.");
public String getLocal Mn() {
return this.local Mn;
}

private final String message;
private final String details; @verride
public void setPeer(String peerMn) {
super . set Peer (peerM n) ;

/1 default access control since enuns are restricted this.peerMn = peerMn;
Reason(String nessage, String details) { try {
this. message = nmessage; if(peerMn != null) {
this.details = details; this. messageQuery = this.dbConnection. prepareSt at ement (
} GanmuSnsSer vi ce. messageQuer yFi | teredStr);
}
el se {
@verride this. messageQuery = this.dbConnection. prepareSt at ement (
public Reason val ueO () { GanmuSnsSer vi ce. messageQueryUnfilteredStr);
return val ueX (this. nane()); }
} }
cat ch( SQLException e) {
@verride e.printStackTrace();
public final String getMessage() { }
return this. nessage; }
}
@verride @verride
public final String getDetails() { public String getPeer() {
return this.details; return this.peerMn;
} }
}
@verride
protected synchroni zed voi d sendMessageToBackend(String nessage) {
if(this.isStarted & this.getPeer() != null) {
try {
private static final String nmessageQueryOrderStr = this.insertQuery.setString(l, message);
" ORDER BY \"UpdatedInDB\", \"ID\" ASC'; this.insertQuery.setString(2, this.getPeer());
/1 NOTE: This filtering only works on nobile-term nated nunbers /1 NOTE: 'default' is used only on single-nmpdem setups. This
11 (i.e. phones). This might be good on CPs with custom zed suffix 11 cannot be used on Gammu dat abases for use with
/1 nunbers, but not on the rest. 11 nmul ti pl e modens
private static final String nmessageQueryFilteredStr = this.insertQuery.setString(3, "default");
"SELECT * FROM inbox WHERE \"ID\" > ? AND " + this.insertQuery.setlnt(4,
"\"Updat edl nDB\" > ? AND \"Sender Nunber\" LIKE ?" + Control PrioritySnsService. StringW apper. get Wi ght (
nmessageQueryQOrder Str; nmessage) ) ;
private static final String nessageQueryUnfilteredStr = /1 we won't get the return value of the statement bel ow
"SELECT * FROM inbox WHERE \"ID\" > ? AND " + this.insertQuery. executeUpdate();
"\"Updatedl nDB\" > ?" + nessageQueryOrderStr; }
private static final String statusQueryStr = cat ch( SQLException e) {
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e.printStackTrace();
return;

}

@verride
public SnmsEntry pol | MessageFr onBackend(l ong tineout, TimeUnit unit)
throws SmsServi ceException, |nterruptedException {
if(this.isStarted) {
SnsEntry entry = null;
/1l try to get a pending entry first
entry = this.entryQueue.poll();
if(entry !'=null) {
return entry;

}

/1l create a separate task for querying
this.queryFuture = this.executor.submt(() -> {
whil e(! Thread. interrupted()) {

ResultSet rs = null;

bool ean hasResults = fal se;

String sender = null;

String message = nul | ;

Tinestanp tinestanp = null;

int messageld = -1;

try {
this. messageQuery. setlnt(1,
this. messageQuery. set Ti nest anp( 2,
if(this.getPeer() !'= null) {

this.|ast Messagel d);
this.startTine);

this. messageQuery.setString(3, "% +this.getPeer());

}

rs = this. nessageQuery. execut eQuery();

hasResults = rs.next();

if(hasResults) {
sender = rs.getString("Sender Nunber");
nmessage = rs.getString("TextDecoded");
tinmestanp = rs. get Ti mestanp(" Updat edl nDB") ;
nmessageld = rs.getInt("1D");
/1 update | ast Messageld for next queries
this.last Messagel d = nessagel d;

}

}

cat ch( SQLException e) {
e.printStackTrace();
break; // exit on errors

}
finally {
/1 clean up first
try {
if(rs !'=null) {
rs.close();
}

}

cat ch( SQLException e) {
e.printStackTrace();
break; // exit on errors

}

/1l return if there are results, |oop again otherw se

if(hasResults) {
/1 then return a single entry
this. entryQueue. of fer (new SmsEntry(
sender, message, tinestanp));
return null;

else {
try { // just sleep for a while and try again
Thread. sl eep(1000); // sleep for a second

cat ch( I nterruptedException e) {
break; // exit on break

}
}

return null; // just return null on timeout/failure

1)

try {
/1 execute and wait for results until timeout

this.queryFuture.get(tineout, unit);
entry = this.entryQueue.poll();

}
cat ch( Executi onException e) {
if(e !=null & e.getCause() != null) {

e. get Cause(). printStackTrace();
}

}
cat ch( Ti meout Exception e) {
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if(e!=null &% e.getCause() != null) {
e. get Cause().printStackTrace();
}

}
cat ch(Cancel | ati onException e) {
if(e!=null & e.getCause() != null) {
e. get Cause(). printStackTrace();
}

}
finally {
this.queryFuture = null;

return entry;

return null; // just return null otherw se (or on tineout/error)

}

@verride
public synchroni zed bool ean start() throws SnsServiceException {
super.start();
if(!'this.isStarted) {
Il start the connection
String jdbcUrl = "jdbc:postgresqgl://" + this.dbHost + ":"
+ this.dbPort + "/" + this.dbNane;
ResultSet rs = null;
try {
/1 prepare connection
this.dbConnection = DriverManager. get Connecti on(
jdbcUrl, this.dbUser, this.dbPassword);
Il prepare PreparedStatenents
this. nessageQuery = this. dbConnecti on. prepareSt at enent (
GammusSnsSer vi ce. nessageQueryUnfilteredStr);
this.statusQuery = this.dbConnection. prepareStatement (
GammusSnsSer vi ce. st at usQuerysStr);
this.insertQuery = this.dbConnection. prepareStatenment (
GammusSnsSer vi ce. i nsert QueryStr);

this.getCurtinmestampQuery = this.dbConnection. prepareStatenent (

GammusSnsSer vi ce. get Curt i mest anpQueryStr);

/1 get CURRENT_TI MESTAMP and use it for querying nessages
rs = this.getCurtinestanpQuery. executeQuery();
if(rs.next()) {

this.startTine = rs.get Ti mestanp(1);
}

/1 attenpt checking for connected 'phones' within the
Il last 2 minutes for LIMT times
int LIMT = 3;
for(int i =0; i <LIMT, i++) {
rs = this.statusQuery. executeQuery();
if(rs.next()) { // got a 'phone'
this.isStarted = true;
break;

Il sleep for a while before retrying
try {
Thr ead. sl eep( Pl NG_TI MEQUT) ;

catch(I nterruptedException e) {

break;
}
}
if(!'this.isStarted) {
this.stop(); // stop the service ASAP
throw new SmsSer vi ceExcept i on( Reason. NODEVI CE) ;
}
}
cat ch( SQLException e) {
this.stop(); // stop the service ASAP

throw new SnsSer vi ceExcepti on( Reason. NOCONN) ;

finally { // try to close everything

try {
if(rs !'=null) {
rs.close();

}

}

cat ch(SQLException e) {
e.printStackTrace();

}

Il finally, set the isStarted flag to true

return this.isStarted;

}
else {
return fal se;
}
}
@verride



public bool ean stop() {
super. stop();
if(this.isStarted) {
/1 stop the execution of current queries
if(this.queryFuture !'= null) {
this. queryFuture. cancel (true);

try { // close the connection and other related objects
if(this.dbConnection !'= null) {
this. dbConnecti on. cl ose();

}
if(this.nessageQuery != null) {
this. messageQuery. cl ose();

e.printStackTrace();

/1 set css for the parent
header. get St yl esheet s(). add("di al og. css");
/1 set icon for dialog

I mageView i v = (I nageVi ew) header . | ookup(". di al ogl con");

iv.setlmage(ing);
Il set necessary text properties

this.primrylLabel = (Label)header.|ookup(".dial ogPrimaryLabel");
this.secondaryLabel = (Text)header.|ookup(".dial ogSecondaryLabel");

primaryLabel . set Text (pri maryText);
secondar yLabel . set Text (secondar yText) ;
/1 add the header to dial og pane

thi s. get Di al ogPane() . set Header (header) ;
9 9

if(this.statusQuery !'= null) {

this.statusQuery.close(); /1 msc nodifications for the dialog

} this.initStyl e(StageStyle. UTILITY);
if(this.insertQuery !'= null) { }
this.insertQuery.close();
}
} public void setPrimryText(String text) {
catch(SQLException e) { this.primarylLabel . set Text (text);
e.printStackTrace(); }
}
finally { public void setSecondaryText(String text) {
/1 then let JVM GC the remants this.secondarylLabel . set Text (text);
t hi s. dbConnection = null; }
this. messageQuery = null;
this.statusQuery = null; public void appendSecondaryText(String text) {
this.insertQuery = null; this.secondarylabel . set Text (thi s. secondaryLabel . get Text () + text);
this.getCurtinmestanpQuery = null; }
/1 finally, set the isStarted flag to fal se }

this.isStarted = true;

return true;

else { e oo
return fal se; Fil ename: src/main/javal/comtransm sns/ui/javafx/Uils.java
} ______________________________________________________________
}
package comtransm sns. ui.javafx;
@verride

publ i c bool ean i sRunning() {
return this.isStarted;

} public class Uils {
} public static final int MN_MN_LENGTH = 10;
I *x

* Normalizes MSI SDN and other numbers into 10-digit MNs
*

-------------------------------------------------------------- * @aram nsi sdn nunber to be normalized into 10-digit MNs
Fi | enane: src/ main/javal/ conitransmi snms/ ui/javaf x/ St andardDi al og. j ava */
-------------------------------------------------------------- public static String normalizeMsisdn(String nsisdn, String countryCode) {
/1 if carrier-provided access code, return ASAP
package comtransm sns. ui.javafx; if(msisdn == null || nsisdn.length() < MN_MN_LENGTH {
return nsisdn;

inport javafx.scene. Parent; }
inport javafx.scene.control.ButtonType;
inport javafx.scene.control.Dial og; String min = nsisdn;
inport javafx.scene.control. Label; Il renove leading '+, if any
inport javafx.scene.image. | mage; if(mn.startsWth("+")) {
inport javafx.scene.image. | mgeVi ew, mn = min. substring(1);
inport javafx.scene.text. Text;
inport javafx.stage. StageStyle; /1 renove | eading zeroes
nin = mn.replaceFirst(""0+(?!'$)", "");
inport javafx.fxm .FXMLoader; if(mn.startsWth(countryCode))

mn = min.substring(countryCode. |l ength());
inport java.io.lOException;
return mn;

}
public class StandardDi al og extends Di al og<ButtonType> { I**
private final Label primarylLabel; * Converts nobile nunmbers into international formats
private final Text secondaryLabel; */

public static String getintFormat(String mn, String countryCode) {
/1 if carrier-provided access code, return ASAP

if(mn==null || minlength() < MNMNLENGTH) {
public StandardDi al og(String prinmaryText, String secondaryText, return mn;
I mage ing) { )
/1 prepare and set the header
FXM.Loader di al ogTenpl at eLoader = new FXM.Loader ( String intNumber = min;
Mai nW ndowCont rol | er. cl ass. get O assLoader () /1 try to normalize first
. get Resource("di al og-tenplate. fxni")); intNumber = Utils.normalizeMsisdn(min, countryCode);
Parent header = null; /1 then append the country code
try { i nt Number = "+"+countryCode+i nt Nunber ;
header = (Parent) (dial ogTenpl at eLoader.|oad());
} return intNunber;
cat ch(l CException e) { }
/I mai nLogger . error ( }

System out. printl n(
" Caught | CException when | oading dial og header tenplates");
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Fil ename: src/main/resources/contact-edit-w ndow. css

#cont act Edi t Err or Text ,
-fx-text-fill: red;

#cont act Exi st sError Text {

}

#pai ringSettingsLabel {
-fx-font-weight: bold;
}

src/ mai n/ resour ces/ cont act - edi t -wi ndow. f xml

Fi | ename:

<?xm version="1.0" encodi ng="UTF-8"?>
<?i mport comtransm sns. ui.javafx. Msi sdnStri ngConverter ?>

<?i mport java.net.*?>

<?i mport javafx.geonetry.*?>

<?i mport javafx.scene.control.*?>
<?i mport javafx.scene.|ayout.*?>

<HBox fx:controller="comtransm sns. ui.javafx. Contact Edi t Control | er"

xm ns: fx="http://javafx. conf fxm"
al i gnment =" CENTER" >
<paddi ng><I nsets top="12"

<VBox spaci ng="24">
<GidPane fx:id="contactEditGid" hgap="12" vgap="12">
<gridLi nesVi si bl e>f al se</ gri dLi nesVi si bl e>

text="Nane:"
Gri dPane. hal i gnment =" RI GHT"
Gi dPane. rowl ndex="0" Gi dPane.
<TextField fx:id="contactNane"
Gri dPane. col umSpan="1"
G i dPane. rowl ndex="0" Gi dPane.
text="NMbbile Nunmber:"
Gri dPane. hal i gnment =" Rl GHT"
Gi dPane. rowl ndex="1" Gi dPane.
<TextField fx:id="contactNunmber"
di sabl e="f al se"
Gri dPane. col umSpan="1"
Gi dPane. rowl ndex="1" Gi dPane.
<t ext For mat t er ><Text For matt er >
<val ueConverter>
<Msi sdnStringConverter />
</ val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label fx:id="contactExistsErrorText"
Gri dPane. col umSpan="2"
Gi dPane. rowl ndex="2" G i dPane.
vi si bl e="f al se"
text ="Mobi | e nunber already exi
fx:id="contact EditErrorText"
Gri dPane. col umSpan="2"
GridPane. rowl ndex="2" Gi dPane. col uml ndex="0"
vi si bl e="true"
text="Invalid/ Enmpty mobile nunmber" />
<Separ at or
Gri dPane. col umSpan="2"
GridPane. rowl ndex="3" Gi dPane. col uml ndex="0"
<Label fx:id="pairingSettingsLabel"
text ="Pairing"
Gri dPane. col umSpan="2"
GridPane. rowl ndex="4" Gi dPane. col uml ndex="0"
<HBox al i gnnent =" CENTER"
Gri dPane. col umSpan="2"
Gi dPane. r ow ndex="5"
<Button text="
onAct i on="+#handl ePai r But t onAct i on"
di sabl e="true" />
text="Unpair" fx:id="unpairButton"
onAct i on="#handl eUnpai r But t onAct i on"
di sabl e="true" />
text="Inport keys" fx:id="inportButton"
di sabl e="true" />

<Label

col uml ndex="0"

col uml ndex="1"

<Label

col uml ndex="0"

col uml ndex="0"

sts" />
<Label

<But ton

<But ton

<Button text="Export keys" fx:id="exportButton"
di sabl e="true" />
</ HBox>
<Separ at or

Gri dPane. col umSpan="2"

/>

/>

/>

col uml ndex="1">

Gi dPane. col urml ndex="0">
ai r/ Renew pairing" fx:id="pairButton"
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Gi dPane. r ow ndex="6"
<HBox al i gnnent =" CENTER"
Gri dPane. col umSpan="2"
Gi dPane. row ndex="7" Gi dPane. col uml ndex="0">
<Button text="Save" fx:id="saveButton"
onAct i on="#handl eSaveBut t onAct i on"

G i dPane. col uml ndex="0" />

/>
</ HBox>

</ Gi dPane>

</ VBox>
</ HBox>

<?xm versi

right="12" bottom"12" left="12" /></paddi ng>

<?inport ja
<?inport ja
<?inport ja
<?inport ja
<?inport ja
<?i nport or
<VBox xnins
<Bor der
<ce
</c
<ri
</r
</ Bor de
<Label
<Bor der
<ce
</c
<ri
</r
</ Bor de
</ VBox>
Filenane: s

<?xm versi

<?inport ja
<?inport ja
<?inport ja
<?inport ja
<?inport ja
<?inport ja

<Bor der Pane
max

xm

<paddi n

<left>

on="1.0" encodi ng="UTF-8"7?>

va. net.*?>
vaf x. geometry. *?>
vaf x. scene. control . *?>

vaf x. scene. | ayout . *?>
vaf x. scene. text. *?>
g. kordanp. i konli . javafx. Font | con?>
fx="http://javafx.com fxnm ">
Pane>
nter>
<Label styleC ass="contactNanme" nmaxWdth="Infinity"
text="" />
enter>
ght >
<Label styleCl ass="contact Status" maxHei ght="Infinity"
visi bl e="fal se"
text="" />
ight>
r Pane>
styl ed ass="contact Nunt text=""/>
Pane>
nter>
<ProgressBar styl eC ass="operationProgress" nmaxWdth="Infinity"
visi bl e="fal se"
progress="-1" />
enter>
ght >
<Button visible="fal se" styled ass="cancel Operati onButton"
onAct i on="#handl eCancel But t onActi on">
<gr aphi c>
<Fontlcon />
</ gr aphi c>
</ Button>
ight>
r Pane>

rc/ mai n/ resour ces/ di al og-fingerprint-tenplate. fxm

on="1.0" encodi ng="UTF-8"7?>

va. net.*?>

vaf x. geometry. *?>
vaf x. scene. control . *?>
vaf x. scene. i mage. *?>
vaf x. scene. | ayout . *?>
vaf x. scene. text.*?>

W dt h="480" pref W dt h="480"
ns: fx="http://javafx.com fxnl ">

g><Insets top="24" right="12" botton¥"0" |eft="12" /></paddi ng>

<l mageVi ew styl ed ass="di al ogl con">

</l
</left>

<Bor der Pane. mar gi n>
<lInsets top="0" right="12"
</ Bor der Pane. nar gi n>
mageVi ew>

bottone"0" left="0" />



<center>
<VBox>

<?i nport org. kordanp. i konli.javafx. StackedFont | con?>

<Label VBox.vgrow="ALWAYS" styl eCd ass="di al ogPri maryLabel " />

<Text styl ed ass="di al ogSecondaryLabel " wr appi ngW

<Text VBox.vgrow="ALWAYS" styl ed ass="di al ogEnphasi sLabel "

wr appi ngW dt h="420" />
</ VBox>
</ center>
</ Bor der Pane>

Fi | enane: src/ main/resources/dial og-tenpl ate. fxnl

<?xm version="1.0" encodi ng="UTF-8"?>

<?i mport java.net.*?>

<?i mport javafx.geonetry.*?>

<?i mport javafx.scene.control.*?>
<?i mport javafx. scene.imge. *?>
<?i mport javafx.scene.|ayout.*?>
<?i nport javafx.scene.text.*?>

<Bor der Pane
maxW dt h="360" pref W dt h="360"
xm ns: fx="http://javafx.conf fxm ">

<paddi ng><I nsets top="24" right="12" bottom="0" |eft="12"

<left>
<l mageVi ew styl ed ass="di al ogl con">
<Bor der Pane. mar gi n>
<lInsets top="0" right="12" bottom="0" |eft="0"
</ Bor der Pane. mar gi n>
</ | mageVi ew>
</left>
<center>
<VBox>

dt h="420" />

/ ></ paddi ng>

/>

<Label VBox.vgrow="ALWAYS" styl eCd ass="di al ogPri maryLabel " />

<Text styl e ass="di al ogSecondaryLabel " wr appi ngW
</ VBox>
</ center>
</ Bor der Pane>

Fi | enane: src/ main/resources/dial og. css

. di al ogPri maryLabel {
-fx-wap-text: true;
-fx-font-size: 14px;
-fx-font-weight: bold;
-fx-padding: 0 0 8px O;

}

. di al ogSecondaryLabel {
-fx-wap-text: true;
-fx-font-size: 12px;

}

. di al ogEnphasi sLabel {
-fx-wap-text: true;
-fx-font-size: 18px;
-fx-text-alignnent: center;

Fil ename: src/main/resources/fxm -main. fxm

<?xm version="1.0" encodi ng="UTF-8"?>

<?i mport java.net.*?>

<?i mport javafx.collections.*?>
<?i mport javafx.geonetry.*?>

<?i mport javafx.scene.control.*?>
<?i mport javafx.scene.|ayout.*?>
<?i nport javafx.scene.text.*?>

<?i mport org. kordanp. i konli.javafx. Font | con?>

dt h="300" />
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<Bor der Pane fx:controller="comtransm sns. ui.javaf x. Mai nW ndowControl | er"

xm ns: fx="http://javafx.coml fxm ">
<f x: defi ne>
<FXCol | ections fx:factory="observabl eArraylList"
fx:id="contactCQList" />
<java.lang.String fx:id="startRcvBtnStr"
fx:value="Start accepting" />
<java.lang. String fx:id="stopRcvBtnStr"
fx:val ue="Stop accepting" />
<java.lang. String fx:id="startRcvLbl Str"
fx:val ue="Not accepting connection requests" />
<java.lang. String fx:id="stopRcvLbl Str"
fx: val ue="Accepting new connections" />
</ fx: define>

<paddi ng><I nsets top="0" right="0" botton¥"0" |eft="0" /></padding>

<t op>
<VBox>
<Tool Bar >
<Button fx:id="addContactButton" styleC ass="first"
onAct i on="#handl eAddCont act But t onActi on">
<gr aphi c><Font | con /></ graphi c>
<tool ti p><Tool tip text="Add contact" /></tooltip>
</ Button>
<Button fx:id="editContactButton"
onAct i on="#handl eEdi t Cont act But t onActi on" >
<gr aphi c><Font | con /></ graphi c>
<tool ti p><Tooltip text="Edit contact" /></tooltip>
</ Button>
<Button fx:id="renoveContactButton"
onAct i on="#handl eRenoveCont act But t onAct i on">
<gr aphi c><Font | con /></ graphi c>
<tool ti p><Tooltip text="Del ete contact" /></tooltip>
</ Button>
<Separator orientation="vertical" />
<Button fx:id="sendFil eButton"
onAct i on="#handl eSendFi | eButt on" >
<gr aphi c><Font | con /></ graphi c>
<tool ti p><Tooltip text="Send file securely" /></tooltip>
</ Button>
<Button fx:id="sendFil el nsecurel yButton"
onAct i on="#handl eSendFi | el nsecur el yButton">
<gr aphi c><Font | con /></ graphi c>
<tool ti p><Tooltip text="Send file unsecurely" /></tooltip>
</ Button>
<Regi on HBox. hgr ow="ALWAYS" />
<Button fx:id="appMenuButton" styled ass="|ast"
onAct i on="#handl eAppMenuBut t onAct i on" >
<gr aphi c><Font | con /></ graphi c>
<tool ti p><Tooltip text="Mre..." /></tooltip>
</ Button>
</ Tool Bar >
<Bor der Pane fx:id="accept Connl nf obar"
styl ed ass="i nf obar, i nf ol nf obar"
vi si bl e="true" managed="true">
<center>
<Label styleC ass="infobarLabel " maxW dth="Infinity"
text ="Accepting new connections" />
</ center>
<right>
<HBox styl ed ass="i nf obutt onCont ai ner" >
<Button fx:id="toggl eAccept Button"
text="Stop accepting”
onAct i on="#handl eToggl eAccept But t onActi on" />
</ HBox>
</right>
</ Bor der Pane>
<Border Pane fx:id="errorlnfobar" styled ass="infobar"
vi si bl e="fal se" managed="f al se">
<center>
<Label styleC ass="infobarLabel " maxW dth="Infinity"
text ="Encountered problens with Snms Service" />
</ center>
<right>
<HBox styl ed ass="i nf obutt onCont ai ner" >
<Button fx:id="showErrorDetailsButton" text="Details"
onAct i on="#handl eShowEr r or Det ai | sBut t onActi on"
/>
</ HBox>
</right>
</ Bor der Pane>
</ VBox>
</top>
<center>

<SplitPane orientation="vertical ">



<St ackPane>

<fx:include fx:id="wel conePane" source="wel cone-screen.fxnl" />fx-background-color:

<ListView fx:id="contactList" />

</ St ackPane>

<Text Area fx:id="logTarget"
edi tabl e="f al se"

vi si bl e="f al se"
-Infinity"
-Infinity"

prefHei ght="-Infinity"
/>
</ Spli t Pane>
</ center>

<bot t o>
<HBox spaci ng="10" alignnent="center_right">
<Button fx:id="showH deButton" text="Show | ogs"
onAct i on="#handl eShowH deBut t onAction" />
</ HBox>
</ bot t on>
</ Bor der Pane>

Fi | enane: src/ main/resources/| og4j2. yam

Configuration:
status: warn
packages: "comtransni sms. ui.javafx"

Appender s:
Consol e:
name: Consol e
target: SYSTEM OUT
Patt er nLayout :
Pattern: "%l{yyyy-MMdd HH nm ss. SSS} % 5l evel
QueueAppender :
name: QueueAppender
Patt ernLayout :
Pattern: "%l{yyyy-MMdd HH nm ss. SSS} % 5l evel -

% ogger {36} -

%rsgY%m”

Loggers:
Root :
level : warn
Appender Ref :
- ref: Console
Logger :
name: “comtransm sns. snsftp. protocol "
level: info
Appender Ref :
- ref: QueueAppender

Fil ename: src/ main/resources/ main. css

.root {
/* custom col ors defined here */
war ni ng-yel |l ow. #ffel6b; /* elementary OS Banana 300 */
info-blue: #64baff; /* elementary OS Blueberry 300 */
error-red: #ed5353; /* elenentary OS Strawberry 300 */

text-black: #0cOcOd; /* Firefox Photon Grey 90 */
text-grey: #737373; /* Firefox Photon Gey 50 */
text - bl ack-90: #0cOcOde6; /* 90% Firefox Photon Gey 90 */
text-grey-90: #737373e6; /* 90% Firefox Photon Grey 50 */

but t on- bl ack: text-black;
but t on- border - bl ack: #999999;
button-pressed-bg: #eeeeee;

}

.l abel {
-fx-font-snoot hi ng-type: gray;
-fx-text-fill: text-black-90;
}

.list-view focused .cell:selected .label, .nmenu-itemfocused .| abel,
.cell:focused: sel ected . choice-box .|abel {

-fx-text-fill: white;
}

.tool -bar .button {

- fx- paddi ng: 5px;
transparent;

-fx-border-color: transparent;

-fx-border-radius: 3px;
}
.tool -bar .button:disabled > .graphic {
-fx-opacity: 0.25;
}
.tool -bar .button: hover {
- f x- background-col or: white;
- f x- backgr ound-radi us: 2px;
-fx-border-col or: button-border-bl ack;
}
.tool -bar .button:pressed {
- f x- backgr ound- col or: button-pressed-bg;
-fx-border-col or: button-border-bl ack;
}
.tool -bar .ikonli-font-icon {
-fx-icon-size: 24px;
-fx-icon-color: button-bl ack;
-fx-opacity: 0.7;
}

#addCont act Button .ikonli-font-icon {
-fx-icon-code: "ndi-account-plus";

}

#edi t Contact Button .ikonli-font-icon {
-fx-icon-code: "ndi-account-settings";

}

#renmoveCont act Button .ikonli-font-icon {
-fx-icon-code: "ndi-account-renove";

}

Y%rsgueendFi | eButton .ikonli-font-icon {
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-fx-icon-code: "ndi-file-send";

}

#sendFi | el nsecurel yButton .ikonli-font-icon {
-fx-icon-code: "gm -no-encryption”;

}

#appMenuButton .ikonli-font-icon {
-fx-icon-code: "ndi-nmenu";

}

#contactList .cell {
- fx- paddi ng: 6;
}

.contact Nane {
-fx-alignnent:
-fx-padding: 0

center-left;
00 6; /* set left padding to 6 */

}

.contact Num {
-fx-alignnment:
-fx-padding: 0

center-left;
00 6; /* set left padding to 6 */

}

.contactStatus {
-fx-alignnment:
-fx-padding: 0

center-right;
12 0 0; /* set right padding to 12 */

}

.contactNum .contactStatus {
-fx-font-size: 11;
-fx-opacity: 0.5;

}

.cell:selected .contact Num
-fx-opacity: 0.9;

.cell:selected .contactStatus {

}

.cancel OperationButton {
- fx- background-col or: transparent;

}

.cancel OperationButton .ikonli-font-icon {

-fx-icon-code: "gm -cancel";
-fx-icon-size: 16px;
-fx-icon-color: black;

-fx-opacity: 0.5;
}

.cancel OperationButton .ikonli-font-icon:hover {



-fx-opacity: 0.6;
}

.cancel OperationButton .ikonli-font-icon:pressed {
-fx-opacity: 0.8;
}

. progress-bar {

-fx-padding: 0 0 0 6; /* set left padding to 6 */

}

. progress-bar > .bar {

-fx-background-insets: 1 1 2 1;
- fx- paddi ng: 0.20em
}
#l ogTarget {
-fx-font-family: "Courier", nonospace;
}
.infobar {
-fx-padding: 6 12 6 12;
}
.infolnfobar {
- f x- background-col or: info-blue;

}

. i nfobarLabel {
-fx-alignnent: center-left;
-fx-padding: 0 0 0 6; /* set left padding to 6 */

}

. i nfobuttonContai ner {
-fx-alignnent: center-right;

}

.infobuttonContainer .button {
-fx-alignnent: center-right;

}

#errorlnfobar {
- fx-background-col or: error-red;

}

#wel conePaneRoot {
-fx-spacing: 20px;
}

#wel coneActions {
-fx-alignnent: center-left;

}

#wel coneTitl e, #welconeSubtitle {

-fx-alignnent: center;
}
#wel coneTitle {
-fx-font-size: 22px;

-fx-text-fill: text-black;

}

#wel coneSubtitle {
-fx-text-fill: text-grey;

}

#wel coneAddCont act But t on,
- fx- paddi ng: Opx;
- f x- backgr ound- col or:

#wel coneWai t Cont act Button {

transparent;

}

#wel comeAddCont act Button . i konli-font-icon,
.ikonli-font-icon {
-fx-icon-size: 36px;
-fx-icon-col or: button-bl ack;
-fx-opacity: 0.7;

#wel comeWai t Cont act Butt on

}

#wel comeAddCont act Button .ikonli-font-icon {
-fx-icon-code: "ndi-account-plus";

}

#wel comeWai t Contact Button .ikonli-font-icon {
-fx-icon-code: "gm -nore-horiz";

}

. wel coneAct i onCont ai ner {
-fx-alignnent: center-left;

}

. wel coneAction {
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-fx-text-fill: text-black;
}
. wel comeAct i onDesc {
-fx-text-fill: text-grey;
}
Fil ename: src/ main/resources/ prefs-w ndow. css

#prefsGid .label {

/*fx-alignment: right;*/
}
#backendSet ti ngsLabel {
/*-fx-font-size: 22px;*/
-fx-font-weight: bold;
}
#pref sError Text {
-fx-text-fill: red;
}
Fil ename: src/ main/resources/ prefs-w ndow. fxnl

<?xm version="1.0" encodi ng="UTF-8"?>

<?inport comtransmi sns. ui.javafx. NonenptyStringConverter?>
<?inport comtransmi sns. ui.javafx. MappedStringConverter?>
<?inport comtransm sns. ui.javafx. PortStringConverter?>

<?inport java.lang. String?>

<?inport java.net.*?>

<?inport javafx.collections.*?>
<?inport javafx.geonetry.*?>
<?inport javafx.scene.control.*?>
<?i nport javafx.scene.|ayout.*?>
<?inport javafx.scene.text.*?>

org. kordanp. i konli . javaf x. Font | con?>
org. kordanp. i konli . javaf x. StackedFont | con?>

<?i nport
<?i nport

<HBox fx:controller="comtransm sns. ui.javafx.PrefsController"
xm ns: fx="http://javafx. cont fxm "
al i gnment =" CENTER" >
<f x: defi ne>
<MappedStringConverter fx:id="backendTypeConverter">
<I ookupMap>
<FXCol | ections fx:factory="observabl eHashMap"
fx:i backendTypeConvert er Map"
dummy=" Dumy"
gamu- psql =" Gammu vi a Post greSQL"
andr oi d="Androi d Conpani on" />
</1 ookupMap>
</ MappedSt ri ngConverter >
<MappedsSt ringConverter fx:id="retryOnErrorsConverter">
<I ookupMap>
<FXCol | ections fx:factory="observabl eHashMap"
pronpt =" Pronpt "
al ways="Al ways"
never ="Never" />
</ ookupMap>
</ MappedSt ri ngConverter >
</ fx: define>

<paddi ng><I nsets top="12" right="12" botton¥"12"
<VBox spaci ng="24">
<GidpPane fx:id="prefsGid" hgap="12" vgap="12">
<gridLi nesVi si bl e>f al se</ gri dLi nesVi si bl e>

text="Save received files to:"
Gri dPane. hal i gnnent =" Rl GHT"
Gi dPane. row ndex="0" Gi dPane. col uml ndex="0"
<TextField fx:id="downl oadLocati on"
edi tabl e="f al se"
Gri dPane. col umSpan="1"
Gi dPane. row ndex="0" Gi dPane. col uml ndex="1"

<Label

left="12" /></paddi ng>

/>

/>



<Button text="." fx:id="downl oadLocationSel ect or Button"
onAct i on="#handl eDownl oadLocat i onSel ect or But t on"
Gri dPane. col umSpan="1"
Gri dPane. rowl ndex="0" Gi dPane. col uml ndex="2" />
<Label text="Retry on errors:"
Gri dPane. hal i gnment =" Rl GHT"
GridPane. rowl ndex="1" Gi dPane. col uml ndex="0" />
<ComboBox fx:id="retryOnErrors"
converter="$retryOnErrorsConverter"
val ue="pronpt"
Gri dPane. col umSpan="1"
Gi dPane. r owl ndex=" G i dPane. col urml ndex="1">
<itens>
<FXCol | ections fx:factory="observabl eArrayList">
<String fx:val ue="pronpt" />
<String fx:val ue="al ways" />
<String fx:val ue="never" />
</ FXCol | ecti ons>
</items>
</ ConboBox>
<Label text="Country Code:"
Gri dPane. hal i gnment =" Rl GHT"
GridPane. rowl ndex="2" Gi dPane. col uml ndex="0" />
<TextField fx:id="countryCode"
Gri dPane. col umSpan="1"
GridPane. rowl ndex="2" Gi dPane. col uml ndex="1">
<t ext For mat t er ><Text For matt er >
<val ueConverter><Port StringConverter /></val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label text="Sms Backend Used:"
Gri dPane. hal i gnment =" Rl GHT"
Gri dPane. rowl ndex="3" Gi dPane. col uiml ndex="0" />
<ComboBox fx:id="backendType"
convert er="$backendTypeConverter"
val ue="andr oi d"
onAct i on="#r ef reshBackendSet ti ngsLabel "
Gri dPane. col umSpan="1"
Gi dPane. rowl ndex="3" Gi dPane. col uml ndex="1">
<itens>
<FXCol | ections fx:factory="observabl eArrayList">
<String fx:val ue="dumy" />
<String fx:val ue="gamu-psql" />
<String fx:val ue="android" />
</ FXCol | ecti ons>
</items>
</ ConboBox>

<Separ at or
Gri dPane. col umSpan="3"
Gri dPane. rowl ndex="4" Gi dPane. col uiml ndex="0" />

<Label fx:id="backendSettingsLabel"
t ext =" Backend Settings"
Gri dPane. col umSpan="3"
GidPane. rowl ndex="5" Gi dPane. col utml ndex="0" />

<!-- dummy backend settings -->
<Label text="Host:"
vi si bl e="${backendType. val ue == 'dumy' }"
Gri dPane. hal i gnment =" Rl GHT"
Gi dPane. rowl ndex="6" G i dPane. col utml ndex="0" />
<TextField fx:id="backendDummyHost"
text="1ocal host"
pronpt Text =" Host nane or | P address"
vi si bl e="${backendType. val ue == 'dumy' }"
Gri dPane. col umSpan="1"
Gri dPane. rowl ndex="6" Gi dPane. col uml ndex="1">
<t ext For mat t er ><Text For matt er >
<val ueConverter>
<NonenptyStringConverter />
</ val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label text="Port:"
vi si bl e="${backendType. val ue == 'dumy' }"
Gri dPane. hal i gnment =" Rl GHT"
GridPane. rowl ndex="7" Gi dPane. col uml ndex="0" />
<TextField fx:id="backendDummyPort"
text ="8767"
vi si bl e="${backendType. val ue == 'dumy' }"
Gri dPane. col umSpan="1"
GridPane. rowl ndex="7" Gi dPane. col uml ndex="1">
<t ext For mat t er ><Text For matt er >
<val ueConverter><Port StringConverter /></val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label text="Local MN"
vi si bl e="${backendType. val ue == 'dumy' }"
Gri dPane. hal i gnment =" Rl GHT"
GridPane. rowl ndex="8" Gi dPane. col utml ndex="0" />
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<Text Fi el d fx:id="backendDummyLocal m n"
text="9121234567"
pronpt Text =" 10-di gi t nobil e nunber”
vi si bl e="${ backendType. val ue == ' dumy'}"
Gri dPane. col umSpan="1"
Gi dPane. rowl ndex="8" G i dPane. col uml ndex="1">
<t ext For mat t er ><Text For mat t er >
<val ueConverter>
<NonenptyStringConverter />
</ val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label text="Role:"
vi si bl e="${ backendType. val ue == ' dumy'}"
Gri dPane. hal i gnnent =" Rl GHT"
GidPane. row ndex="9" G i dPane. col uml ndex="0" />
<ConboBox fx: i d="backendDummyRol e"
vi si bl e="${ backendType. val ue == ' dumy'}"
val ue="sender"
Gri dPane. col umSpan="1"
Gi dPane. row ndex="9" G i dPane. col uml ndex="1">
<i tems>
<FXCol | ections fx:factory="observabl eArrayList">
<String fx:val ue="sender" />
<String fx:value="receiver" />
</ FXCol | ecti ons>
</items>
</ ComboBox>

<!-- gamu backend settings -->
<Label text="Database Host:"
vi si bl e="${ backendType. val ue == ' gamu- psql '}
Gri dPane. hal i gnnent =" Rl GHT"
GidPane. row ndex="6" G i dPane. col uml ndex="0" />
<TextField fx:id="backendGammuHost"
text="1ocal host"
pronpt Text =" Host nane or | P address"”
vi si bl e="${ backendType. val ue == ' gammu- psql '}
Gri dPane. col umSpan="1"
Gi dPane. row ndex="6" G i dPane. col uml ndex="1">
<t ext For mat t er ><Text For mat t er >
<val ueConverter>
<NonenptyStringConverter />
</ val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label text="Database Port:"
vi si bl e="${ backendType. val ue == ' gamu- psql '}
Gri dPane. hal i gnnent =" Rl GHT"
GidPane. row ndex="7" G i dPane. col uml ndex="0" />
<TextField fx:id="backendGammuPort"
text ="5432"
vi si bl e="${ backendType. val ue == ' gamu- psql '}
Gri dPane. col umSpan="1"
Gi dPane. row ndex="7" Gi dPane. col uml ndex="1">
<t ext For mat t er ><Text For mat t er >
<val ueConverter><Port StringConverter /></val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label text="Database Nane:"
vi si bl e="${ backendType. val ue == ' gammu- psql '}
Gri dPane. hal i gnnent =" Rl GHT"
GidPane. row ndex="8" G i dPane. col uml ndex="0" />
<TextField fx:id="backendGanmmuNane"
t ext =" gammu"
vi si bl e="${ backendType. val ue == ' gamu- psql '}
Gri dPane. col umSpan="1"
Gi dPane. rowl ndex="8" Gi dPane. col uml ndex="1">
<t ext For mat t er ><Text For mat t er >
<val ueConverter>
<NonenptyStringConverter />
</ val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label text="Database User:"
vi si bl e="${ backendType. val ue == ' gamu- psql '}
Gri dPane. hal i gnnent =" Rl GHT"
GidPane. row ndex="9" G i dPane. col uml ndex="0" />
<TextField fx:id="backendGammuUser"
t ext =" gammu"
vi si bl e="${ backendType. val ue == ' gammu- psql '}
Gri dPane. col umSpan="1"
Gi dPane. row ndex="9" G i dPane. col uml ndex="1">
<t ext For mat t er ><Text For mat t er >
<val ueConverter>
<NonenptyStringConverter />
</ val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label text="Database Password:"
vi si bl e="${ backendType. val ue == ' gamu- psql '}




Gri dPane. hal i gnment =" Rl GHT"

Gi dPane. row ndex="10" Gri dPane. col umml ndex="0"

<TextField fx:id="backendGanmuPasswor d"
t ext =" gammu"

vi si bl e="${ backendType. val ue == ' ganmu-psql '}

Gri dPane. col umSpan="1"

Gi dPane. rowl ndex="10" Gri dPane. col umnl ndex="1"

<Label text="Local MN"

vi si bl e="${ backendType. val ue == ' ganmu-psql '}

Gri dPane. hal i gnment =" Rl GHT"

Gi dPane. row ndex="11" Gri dPane. col umml ndex="0"

<TextField fx:id="backendGanmuLocal mi n"
text="9121234567"
pronpt Text ="10-di gi t mobil e nunber"

vi si bl e="${ backendType. val ue == ' ganmu-psql '}

Gri dPane. col umSpan="1"

/>

/>

/>

GridPane. row ndex="11" Gri dPane. col umml ndex="1">

<t ext For mat t er ><Text For matt er >
<val ueConverter>
<Nonenpt yStringConverter />
</ val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>

<!-- android backend settings -->
<Label text="Host:"

vi si bl e="${ backendType. val ue == "android'}"

Gri dPane. hal i gnment =" Rl GHT"

Gri dPane. rowl ndex="6" Gi dPane. col uiml ndex="0" />

<TextField fx:id="backendAndroi dHost"
text="192. 168. 254. 102"
pronpt Text =" Host nane or | P address"
vi si bl e="${ backendType. val ue == "android'}
Gri dPane. col umSpan="1"

GridPane. rowl ndex="6" Gi dPane. col uml ndex="1">

<t ext For mat t er ><Text For matt er >
<val ueConverter>
<NonenptyStringConverter />
</ val ueConverter>
</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>
<Label text="Port:"

vi si bl e="${ backendType. val ue == "android'}"

Gri dPane. hal i gnment =" Rl GHT"

GridPane. rowl ndex="7" Gi dPane. col uml ndex="0" />

<TextField fx:id="backendAndroi dPort"
text ="8767"

vi si bl e="${ backendType. val ue == "android'}"

Gri dPane. col umSpan="1"

GridPane. rowl ndex="7" Gi dPane. col uml ndex="1">

<t ext For mat t er ><Text For matt er >

<val ueConverter><Port StringConverter /></val ueConverter>

</ Text For mat t er ></ t ext For mat t er >
</ Text Fi el d>

</ Gri dPane>

<Label fx:id="prefsErrorText"
vi si bl e="f al se"
text="The fields marked red are invalid" />

</ VBox>
</ HBox>

Fi | enane: src/ main/resources/transm sns-j avaf x- keystore. yam

# NOTE: for insecure contacts, just |eave security info blank
keystore:
# sanpl e:
# 'contact-nsisdn': # nunmeric without |eading zeroes,
country code, etc.
nanme: 'contact-nane'
keys: # just null/enpty for insecure contacts
host - pub-enc : >-
al i gnedbase64encodedst ri ngt hat canbeconvert ed
tonati vebyt ear rayonj av
host-priv-enc : >-
host - pub-auth : >-
host-priv-auth: >-
peer-pub-enc : >-
peer-pub-auth : >-

HEH IR HR

Fi | enane: src/ main/resources/transni sns-j avaf x. yanl
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appconfig:
downl oad- 1 ocation :

retry-on-errors !lstr 'pronpt’
country-code Ilstr 63
backend-type tstr ' dumy'
backend- settings:
backend- dumy:
host: !!str 'local host'
port: !lint 8767
local -min: !lstr '9127654321"
role: !!str 'sender’

backend- gammu- psql :
dat abase- host
dat abase- port
dat abase- name
dat abase- user :
dat abase- password :
local -mn :
backend- andr oi d:
host: !!lstr 192.168. 254. 102
port: !lint 8767

!'str 'local host'
Ilint 5432

Ilstr ' gammu'

I'str ' gammu’
Ilstr ' gammu'

I'str '9127654321"

Fil enanme: src/main/resources/wel come-screen. fxm

<?xm version="1.0" encodi ng="UTF-8"?>

<?inport java.net.*?>

<?inport javafx.geonetry.*?>

<?i nport javafx.scene.control.*?>
<?i nport javafx.scene.|ayout.*?>
<?inport javafx.scene.text.*?>

<?i nport org. kordanp.ikonli.javafx. Font|con?>
<?i nport org. kordanp. i konli.javafx. StackedFont | con?>

<HBox al i gnnent =" CENTER' xm ns: fx="http://javafx. com fxni ">
<paddi ng>
<Insets top="36" right="12" botton¥"12" left="12" />
</ paddi ng>
<VBox fx:id="wel comePaneRoot ">
<VBox al i gnment =" CENTER" >
<Label fx:id="welconeTitle"
text="Add contacts" />
<Label fx:id="wel comeSubtitle"
text="You don't have any contacts yet." />

</ VBox>
<GidPane fx:id="wel coneActions"
hgap="10" vgap="10">
<gridLi nesVi si bl e>f al se</ gri dLi nesVi si bl e>

<Button fx:id="wel comeAddCont act Butt on"

Gi dPane. row ndex="0" Gi dPane. col uml ndex="0">

<gr aphi c><Font | con /></ graphi c>
</ Button>
<VBox styl ed ass="wel coneActi onCont ai ner"

Gi dPane. row ndex="0" Gi dPane. col uml ndex="1">

<Label styleC ass="wel comeAction"
text="Add" />

<Label styl eC ass="wel comeActi onDesc"
text="Manual | y add a new contact."

</ VBox>

<Button fx:id="wel comeVait Contact Button"

GidPane. row ndex="1" Gi dPane. col uml ndex="0">

<gr aphi c><Font | con /></ graphi c>
</ Button>
<VBox styl ed ass="wel coneActi onCont ai ner"

Gi dPane. row ndex="1" Gi dPane. col uml ndex="1">

<Label styleC ass="wel comeAction"
text="Wait" />
<Label styl eC ass="wel comeActi onDesc"

text="Wait for a pairing or file transfer request.

</ VBox>
</ Gi dPane>
</ VBox>
</ HBox>

# should be autodetected at startup if enpty
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Fi l enane: src/test/integration/javal/Adversarial ConnectionTest.java /1 initialize Core objects
-------------------------------------------------------------- Connecti on sendConn =
Connecti on. createl ni tiatorConnection(sendMn, recvMn);

/* Connection recvConn = Connecti on. cr eat eResponder Connecti on(recvM n);
/1 NOTE: just to be sure we have BouncyCastle as a provider Sessi on sendSessi on = Nul | Sessi on. gener at eSender Sessi on(sendConn) ;
/1 Securi ty. addProvi der (new BouncyCast | eProvi der()); Sessi on recvSession = Nul | Sessi on. gener at eRecei ver Sessi on(recvConn) ;
*/ Nul | Facade sendFacade =
package comtransm sns.test.integration; new Nul | Facade(sendSessi on, sendService);

Nul | Facade recvFacade =
inport comtransm sns. core. protocol . Connecti on; new Nul | Facade(recvSessi on, recvService);
inport comtransm sns. core. protocol . Sessi on; sendFacade. addObser ver (
inport comtransm sns. core. protocol . SnsEntry; new Snsft pLogger Present er (LogManager . get Logger (" PPT-send")));
inport comtransm sns. sneftp.tenmputil. SnsftplLoggerPresenter; recvFacade. addObser ver (

new Snsft pLogger Present er (LogManager . get Logger (" PPT-recv")));

inport org.apache. | oggi ng. | og4j . LogManager ; sendFacade. addbser ver (new Al | YesPresent er (sendFacade) ) ;

recvFacade. addbser ver (new Al | YesPresenter (recvFacade));

inport static org.testng.Assert.assertNot Equal s; /1l initialize, run, and join Runnables
inport static org.testng.AssertJUnit.assertEquals; Runnabl e sendRunnable = () -> {

inport static org.testng.AssertJUnit.assertTrue; sendFacade. connect () ;

inport static org.testng.AssertJUnit.assertFal se; }s

inport static org.testng.AssertJunit.fail; Runnabl e recvRunnable = () -> {

recvFacade. listen();
inport org.testng.annotations. Test; }s
Utils.runAndJoi n(sendRunnabl e, recvRunnabl e, 20000,
" previ ousSessi onPdusRecei vedTest ") ;

public class Adversarial ConnectionTest { asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
sendConn. get ConnectionState());

/111 final Cbject for repeated use across tests asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
private static final String sendMn = "09121234567"; recvConn. get ConnectionState());

private static final String recvMn = "09129876543";
/1 sleep for a while to "synchronize" stdout
Utils.sleepSilently(10);
LogManager . get Logger (" PPT") . i nf o(

@est "END of previousSessi onPdusRecei vedTest");
public void previousSessi onPdusRecei vedTest () { }
class ThrowbackSnsServi ce extends DunmySnsService {
final static String ol dMessage = "?transm snsv0.7.0\n" + }

"OSHNEW >W N L+GR4Yo)\ n" +
"last/null protocol /0001/ OK; Conpleted without error\n" +
"\t
"To stop receiving nessages, reply with NO';
final int limt = 1; Filename: src/test/integration/java/All YesPresenter.java
int count = 0; e oo

public ThrowbackSnsService(String local Mn) { package comtransm sns.test.integration;
super (| ocal M n);
} inport comtransnisns. core. protocol . CoreProt ocol Facade;

public ThrowbackSnsService(String |ocal Mn, DummySnsService peer) {
super (l ocal M n, peer);
} public class All YesPresenter extends Nul |l Presenter {
private CoreProtocol Facade coreProtocol Facade;

@verride
public void sendMessage(String message) { public All YesPresenter (CoreProtocol Facade coreProtocol Facade) {
/1 don't send any retransm ssion nessages for this test super (cor eProt ocol Facade) ;
if(nessage.charAt(0) == "r") { this.coreProtocol Facade = coreProtocol Facade;
return; }
}
@verride
bool ean shoul dResendd dMessage = this.count == 0; protected void onTi meout () {
/1 default: cancel immediately after tineout
i f (shoul dResendd dMessage) { this.coreProtocol Facade. conti nueQper ati onAfter Pronpt () ;
System out. println("Resending old message..."); }

this. peer.insertSmsEntry(
new SnsEntry(this.localMn, this.oldVessage));

this. peer.insertSmsEntry(
new SnsEntry(this.local Mn, nessage));

/1 comment out this block for filtering agai nst DATA PDUs:Fil ename: src/test/integration/java/All YesSnsftpPresenter.java
if(message.char At (0) = "d') { e oo

Systemout. println("Sendto "

+ this.localMn + ": " + nmessage); package comtransm sns.test.integration;
}
inport comtransmi sns. core. protocol . Presenter. Pronpt Type;

this. count ++; inport comtransm sns. snsftp. protocol . Smsft pFacade;
if(this.count >= this.limt) {

this.count = 0;

}
} public class Al YesSnsftpPresenter extends Nul | SmsftpPresenter {
} public All YesSnsftpPresenter (SnsftpFacade snsftpFacade, byte[] enckey,
byte[] authkey) {
/1 initialize sms services super (snsf t pFacade, enckey, authkey);
DummySnsSer vi ce sendServi ce = new Thr owbackSnsServi ce(sendM n) ; }
DummySnsServi ce recvService = new Thr owbackSnsSer vi ce(
recvM n, sendService); public All YesSnsft pPresenter (SnsftpFacade snsftpFacade) {
sendSer vi ce. set Peer (recvService); super (snsf t pFacade) ;

}
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recvM n, sendService);
sendServi ce. set Peer (recvService);

@verride /1 initialize Core objects
protected void onUser Pronpt (Pronpt Type pType, String nessage) { Connection sendConn =
if(pType == Pronpt Type. TI MEQUT) { Connecti on. createl ni tiator Connecti on(sendMn, recvMn);
this. snsftpFacade. conti nueQperati onAfterPronpt(); Connection recvConn = Connecti on. cr eat eResponder Connecti on(recvM n);
Sessi on sendSessi on = Nul | Sessi on. gener at eSender Sessi on(sendConn) ;
else { Sessi on recvSession = Nul | Sessi on. gener at eRecei ver Sessi on(recvConn) ;
super . onUser Pronpt (pType, nessage); Nul | Facade sendFacade =
} new Nul | Facade(sendSessi on, sendService);
} Nul | Facade recvFacade =
} new Nul | Facade(recvSessi on, recvService);

sendFacade. addObser ver (

new Snsft pLogger Present er (LogManager . get Logger (" CDT-send")));
recvFacade. addObser ver (

new Snsft pLogger Present er (LogManager . get Logger (" CDT-recv")));

Fi l enane: src/test/integration/javal Bl ackhol eQut goi ngSnsServi ce. j ava /1l initialize, run, and join Runnables
-------------------------------------------------------------- Runnabl e sendRunnable = () -> {
sendFacade. connect () ;

package comtransm sns.test.integration; H
Runnabl e recvRunnable = () -> {
inport comtransm sns. core. protocol . SmsSer vi ceExcepti on; recvFacade. listen();

}s
Utils.runAndJoi n(sendRunnabl e, recvRunnabl e, 10000,
"connect Di sconnect Test");
public class Bl ackhol eCut goi ngSnsServi ce extends DummySnsService {
asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,

publ i c Bl ackhol eQut goi ngSnsServi ce(String | ocal Mn) { sendConn. get ConnectionState());
super (| ocal M n); asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
} recvConn. get ConnectionState());
publ i c Bl ackhol eQut goi ngSnsServi ce(String | ocal Mn, DunmySnsService peer) { // sleep for a while to "synchronize" stdout
super (l ocal M n, peer); Utils.sleepSilently(10);
} LogManager . get Logger (" CDT") . i nfo("END of connect Di sconnect Test");
}
@verride
public void sendMessage(String message) { @est
/1 do nothing; discard all messages to be sent public void timeout Shoul dTri gger ReactionTest () {
/1 initialize sms services
/1 NOTE: you can conmment this out for debugging: DummySnsSer vi ce sendServi ce = new DunmySnsSer vi ce(sendM n) ;
/1Systemout.println("Nosend: " + this.localMn + ": " + nessage); DummySnsSer vi ce recvService =
/1 or this code block for filtering against DATA PDUs: new Bl ackhol eQut goi ngSnsSer vi ce(recvM n, sendService);
} sendServi ce. set Peer (recvService);

Il initialize Core objects
Connection sendConn =
Connecti on. createl ni tiator Connecti on(sendMn, recvMn);

Connection recvConn =
-------------------------------------------------------------- Connect i on. cr eat eResponder Connecti on(recvM n);
Fi |l enane: src/test/integration/javal/ConnectionTest.java Sessi on sendSessi on = Nul | Sessi on. gener at eSender Sessi on(sendConn) ;
-------------------------------------------------------------- Sessi on recvSessi on = Nul | Sessi on. gener at eRecei ver Sessi on(recvConn) ;

Nul | Facade sendFacade =

1* new Nul | Facade(sendSessi on, sendService);

/1 NOTE: just to be sure we have BouncyCastle as a provider Nul | Facade recvFacade =

/1 Securi ty. addProvi der (new BouncyCast | eProvi der()); new Nul | Facade(recvSessi on, recvService);

*/ sendFacade. addObser ver (

package comtransm sns.test.integration; new Snsft pLogger Present er (LogManager . get Logger (" TOT-send")));
recvFacade. addQbser ver (

inport comtransm sms. core. protocol . Connecti on; new Snsft pLogger Present er (LogManager . get Logger (" TOT-recv")));

inport comtransm sns. core. protocol . Sessi on; sendFacade. addGbser ver (new Nul | Present er (sendFacade)) ;

inport comtransm sns. core. protocol . SnsEntry; recvFacade. addGbser ver (new Nul | Presenter (recvFacade));

inport comtransm sns. sneftp.tenmputil. SnsftplLoggerPresenter;
/1l initialize, run, and join Runnables
inport org.apache. | oggi ng. | og4j . LogManager ; Runnabl e sendRunnable = () -> {
sendFacade. connect () ;

i
inport static org.testng.Assert.assertNot Equal s; Runnabl e recvRunnable = () -> {
inport static org.testng.AssertJUnit.assertEquals; recvFacade. listen();
inport static org.testng.AssertJUnit.assertTrue; }s
inport static org.testng.AssertJUnit.assertFal se; Utils.runAndJoi n(sendRunnabl e, recvRunnabl e, 8000,
inport static org.testng.AssertJUnit.fail; "ti meout Shoul dTri gger Reacti onTest");
inport org.testng.annotations. Test; asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,

recvConn. get ConnectionState());
asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
sendConn. get ConnectionState());
public class ConnectionTest {
/1 sleep for a while to "synchronize" stdout

/111 final Cbject for repeated use across tests Utils.sleepSilently(10);

private static final String sendMn = "09121234567"; LogManager . get Logger (" TOT")

private static final String recvMn = "09129876543"; .info("END of timeoutShoul dTri gger Reacti onTest");
}
@rest

@est public void userContinueTi meout Shoul dConti nue() {

public void connect Di sconnect Test() { class Unreliabl eSmsService extends DummySnsService {

/1 initialize sns services final int limt = 3;

DummySnsSer vi ce sendService
DummySnsSer vi ce recvService

new DunmySnsServi ce(sendM n); int count = 0;
new DummySnsSer vi ce(
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public Unreliabl eSnsService(String | ocal Mn) {
super (| ocal M n);

}

/1 NOTE: just to be sure we have BouncyCastle as a provider
/1 Security. addProvi der (new BouncyCast | eProvider());

*/

package comtransm sns.test.integration;

public Unreliabl eSnsService(String | ocal Mn, DunmySnsService peer) {

super (l ocal M n, peer);

}

@verride
public void sendMessage(String message) {
/1 don't send any retransm ssion nessages for this test

if(nessage.charAt(0) == "'r") {
return;

}

bool ean isReliable = this.count != 0;

i f(isReliable) {
this. peer.insertSmsEntry(
new SnsEntry(this.local Mn, nessage));

}
/1 comment out this block for filtering agai nst DATA PDUs:
/*
i f(nessage.charAt(0) != 'd")
Systemout.println((isReliable ? "Sendto: "

"Nosend: ") + this.localMn + ": " + message);
¥
*/

t hi s. count ++;
if(this.count >= this.limt) {
this.count = 0;

}
}

/1 initialize sms services
DummySnsSer vi ce sendService = new Unrel i abl eSmsServi ce(sendM n);
DummySnsServi ce recvService =

new Unreliabl eSnsServi ce(recvM n, sendService);
sendSer vi ce. set Peer (recvService);

/1 initialize Core objects
Connection sendConn =
Connection. createl nitiatorConnection(sendMn, recvMn);
Connection recvConn =
Connect i on. cr eat eResponder Connecti on(recvM n);
Sessi on sendSessi on = Nul | Sessi on. gener at eSender Sessi on(sendConn) ;

Sessi on recvSession = Nul | Sessi on. gener at eRecei ver Sessi on(recvConn) ;

Nul | Facade sendFacade =

new Nul | Facade(sendSessi on, sendService);
Nul | Facade recvFacade =

new Nul | Facade(recvSession, recvService);
sendFacade. addbser ver (

new Snsft pLogger Present er (LogManager . get Logger (" TCT- send")
recvFacade. addCbser ver (

new Snsft pLogger Present er (LogManager . get Logger (" TCT-recv")
sendFacade. addCbser ver (new Al | YesPresent er (sendFacade) ) ;
recvFacade. addCbser ver (new Al | YesPresenter (recvFacade));

/1 initialize, run, and join Runnables
Runnabl e sendRunnable = () -> {
sendFacade. connect () ;

Runnabl e recvRunnable = () -> {
recvFacade. | i sten();

inport comtransmi sns. core. protocol . Connecti on;

inport comtransnmi sns. core. protocol . Sessi on;

inport comtransm sms. core. protocol . SnsEntry;

inport comtransm sns. snsftp.tenputil.SnsftplLoggerPresenter;

inport org.apache. | oggi ng. | og4j . LogManager ;

inport static org.testng.Assert.assertNot Equal s;
inport static org.testng. AssertJUnit.assertEquals;
inport static org.testng. AssertJUnit.assertTrue;
inport static org.testng.AssertJUnit.assertFal se;
inport static org.testng.AssertJUnit.fail;

inport org.testng.annotations. Test;

public class Del ayedConnectionTest {

/1111 final Object for repeated use across tests
private static final String sendMn = "09121234567";
private static final String recvMn = "09129876543";

@rest
public void del ayedDel iveryTest() {
class Sl owSnsService extends DummySnsService {

public Sl owSmsService(String |ocal Mn) {
super (1 ocal M n);

}

public Sl owSmsService(String | ocal Mn, DummySnsService peer)

super (1 ocal M n, peer);

}

@verride
public void sendMessage(String nessage) {
Thread t = new Thread(() -> {
try {
Thr ead. sl eep(2000) ;

}
catch(I nterruptedException e) {
return; // exit ASAP

this.peer.insertSnsEntry(
new SmsEntry(this.local Mn, nessage));

1)
) t.start();
))s }

/1 initialize sms services
DummySnsSer vi ce sendServi ce = new S|l owSnsServi ce(sendM n);
DummySnsSer vi ce recvService = new Sl owSnsSer vi ce(
recvM n, sendService);
sendServi ce. set Peer (recvService);

/1 initialize Core objects
Connection sendConn =

I
Utils.runAndJoi n(sendRunnabl e, recvRunnabl e, 30000,
"user Cont i nueTi meout Shoul dCont i nue") ;

assert Equal s( Connect i on. Connecti onSt at e. CLOSED,
recvConn. get ConnectionState());

assert Equal s( Connect i on. Connecti onSt at e. CLOSED,
sendConn. get ConnectionState());

/1 sleep for a while to "synchronize" stdout
Utils.sleepSilently(10);
LogManager . get Logger (" TCT")

.info("END of userContinueTi meout Shoul dConti nue");

Fi |l enane: src/test/integration/javal/Del ayedConnectionTest.java
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Connecti on. createl ni tiatorConnecti on(sendMn, recvMn);
Connection recvConn = Connecti on. cr eat eResponder Connecti on(recvM n);
Sessi on sendSessi on Nul | Sessi on. gener at eSender Sessi on(sendConn) ;
Sessi on recvSessi on = Nul | Sessi on. gener at eRecei ver Sessi on(recvConn) ;
Nul | Facade sendFacade =

new Nul | Facade(sendSessi on, sendService);

Nul | Facade recvFacade =

new Nul | Facade(recvSessi on, recvService);
sendFacade. addObser ver (

new Snsft pLogger Present er (LogManager . get Logger (" DDT-send")));
recvFacade. addObser ver (

new Snsft pLogger Present er (LogManager . get Logger ("DDT-recv")));
sendFacade. addbser ver (new Al | YesPresent er (sendFacade) ) ;
recvFacade. addObserver (new Al | YesPresenter (recvFacade));

/1l initialize, run, and join Runnables
Runnabl e sendRunnable = () -> {
sendFacade. connect () ;

Runnabl e recvRunnable = () -> {
recvFacade. listen();

s
Utils.runAndJoi n(sendRunnabl e, recvRunnabl e, 20000,
"del ayedDel i veryTest");



assert Equal s( Connecti on. Connecti onSt at e. CLOSED,
sendConn. get ConnectionState());

assert Equal s( Connect i on. Connecti onSt at e. CLOSED,
recvConn. get ConnectionState());

/1 sleep for a while to "synchronize" stdout
Utils.sleepSilently(10);
LogManager . get Logger (" CDT"). i nfo("END of del ayedDeliveryTest");

}
}
Fi |l enane: src/test/integration/java/ DurmySnsService. java
package comtransm sns.test.integration;
inport comtransm sns. core. protocol . SnsEntry;
inport comtransm sms. core. protocol . SnsServi ce;
inport comtransm sns. core. protocol . SmsSer vi ceExcepti on;
inport java.util.concurrent. Bl ocki ngQueue;
inport java.util.concurrent.LinkedBl ocki ngQueue;
inport java.util.concurrent. TineUnit;

public class DunmySnsService inplenents SnsService {
protected DummySnsService peer null;
protected String local Mn;
private bool ean fakeStatus = fal se;

protected Bl ocki ngQueue<SnsEntry> bq;

public DummySnsService(String local Mn) {
this(localMn, null);

}

publ i c DummySnsService(String | ocal Mn,
this.localMn = local Mn;
this. set Peer (peer);
this.bg = new Li nkedBl ocki ngQueue<>();

DummySnsServi ce peer) {

public void setPeer(DumySnsService peer) {
if(this.peer null) {
this. peer = peer;

}
}

protected void insertSnsEntry(SnmsEntry entry) {

public SnsEntry pol | Message(long tineout, TineUnit unit)
throws SmsServi ceException, |nterruptedException {

return this.bq.poll(tinmeout, unit);
}
}
Fil ename: src/test/integration/java/DuplicateConnectionTest.
%
/1 NOTE: just to be sure we have BouncyCastle as a provider

/1 Security. addProvi der (new BouncyCast | eProvider());
*/
package comtransm sns.test.integration;

com transmi
com transmi
com transmi
com transmi

SNB.
SNB.
SNB.
SNB.

core. protocol . Connecti on;

core. protocol . Sessi on;

core. protocol . SnsEntry;

snsftp. tenputil. SmsftplLogger Presenter;

i nport
i nport
i nport
i nport
org. apache.

i nport | oggi ng. | og4j . LogManager ;

static
static
static
static
static

testng. Assert. assert Not Equal s;
testng. AssertJUnit. assert Equal s;
testng. AssertJUnit. assertTrue;
testng. AssertJUnit. assert Fal se;
testng. AssertJUnit.fail;

i nport
i nport
i nport
i nport
i nport

org.
org.
org.
org.
org.
org.testng.

i nport annot at i ons. Test ;

public class DuplicateConnectionTest {
/1111 final Object for repeated use across tests
private static final String sendMn = "09121234567";

private static final String recvMn "09129876543";

@rest
public void duplicateDeliveryTest() {
cl ass Doubl eSnsServi ce extends DunmySnsService {

publi ¢ Doubl eSmsService(String | ocal Mn) {
super (1 ocal M n);

}

publ i c Doubl eSmsService(String | ocal Mn,
super (1 ocal M n, peer);

DummySnsServi ce peer)

}

@verride
public void sendMessage(String nessage) {
this.peer.insertSnsEntry(

/1 NOTE: no checking for overflow since it is assuned that it should new SmsEntry(this.local Mn, nessage));
11 never happen on our use case /1 then send the nessage a while later
this.bqg.offer(entry); Thread t = new Thread(() -> {
} try {
Thr ead. sl eep(500) ;
@verride }
public bool ean i sRunning() { catch(l nterruptedException e) {
return this.fakeStatus; return; // exit ASAP
}
this.peer.insertSnsEntry(
@verride new SmsEntry(this.local Mn, nessage));
public boolean start() { 1
this.fakeStatus = true; t.start();
return true; }
} }
@verride /1 initialize sns services
public bool ean stop() { DummySnsSer vi ce sendServi ce = new Doubl eSnsServi ce(sendM n) ;
this.fakeStatus = fal se; DummySnsSer vi ce recvServi ce = new Doubl eSnsSer vi ce(
return true; recvM n, sendService);
} sendServi ce. set Peer (recvService);
@verride /1 initialize Core objects
public void sendMessage(String message) { Connecti on sendConn =
/1 NOTE: you can comment this out for debugging: Connecti on. createl ni tiatorConnecti on(sendMn, recvMn);
/1Systemout.println("Sendto: " + this.localMn + ": " + nmessage); Connection recvConn = Connecti on. cr eat eResponder Connecti on(recvM n);
/1 or this code block for filtering against DATA PDUs: Sessi on sendSessi on = Nul | Sessi on. gener at eSender Sessi on(sendConn) ;
this.peer.insertSmsEntry(new SnmsEntry(this.local Mn, nessage)); Sessi on recvSession = Nul | Sessi on. gener at eRecei ver Sessi on(recvConn) ;
} Nul | Facade sendFacade =
new Nul | Facade( sendSessi on, sendService);
@verride Nul | Facade recvFacade =
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new Nul | Facade(recvSession, recvService);
sendFacade. addQbser ver (

new Snsft pLogger Present er (LogManager . get Logger (" 2XT-send")));

recvFacade. addCbser ver (

new Snsft pLogger Present er (LogManager . get Logger (" 2XT-recv")));

sendFacade. addCbser ver (new Al | YesPresent er (sendFacade) ) ;
recvFacade. addCbserver (new Al | YesPresenter (recvFacade));

/1 initialize, run, and join Runnables
Runnabl e sendRunnable = () -> {
sendFacade. connect () ;

Runnabl e recvRunnable = () -> {
recvFacade. | i sten();

Utils. runAndJoi n(sendRunnabl e, recvRunnabl e, 20000,
"duplicateDeliveryTest");

assert Equal s( Connecti on. Connecti onSt at e. CLOSED,
sendConn. get ConnectionState());

assert Equal s( Connect i on. Connect i onSt at e. CLOSED,
recvConn. get ConnectionState());

Utils.sleepSilently(10); // sleep for a while to "synchronize" stdout
LogManager . get Logger (" CDT"). i nfo("END of duplicateDeliveryTest");

Fil enane: src/test/integration/javal/ErraticConnectionTest.java

| *

/1 NOTE: just to be sure we have BouncyCastle as a provider
/1 Security. addProvi der (new BouncyCast | eProvi der());

*/

package comtransm sns.test.integration;

i mport
i mport
i nport
i mport

i nport
i nport
i nport
i nport
i nport
i nport

i nport

public

com transm sms. core. protocol . Connecti on;

com transm sms. cor e. protocol . Sessi on;

com transm sns. core. protocol . SnsEntry;

comtransm snms. snsftp. temputil. SnsftplLogger Presenter;

or g. apache. | oggi ng. | og4j . LogManager ;

static org.testng. Assert. assert Not Equal s;
static org.testng. AssertJUnit. assertEqual s;
static org.testng. AssertJUnit.assertTrue;
static org.testng. AssertJUnit. assert Fal se;

static org.testng. AssertJunit.fail;

org.testng.annotations. Test;

class ErraticConnectionTest {

/111 final Cbject for repeated use across tests
private static final String sendMn = "09121234567";
private static final String recvMn = "09129876543";

@est
public void corruptedDeliveryTest() {

class ErraticSnsService extends DummySnsService {
final int limt = 3;
int count = O;

public ErraticSnsService(String localMn) {
super (| ocal M n);

}

if(lisReliable
nessage =

{

f* + msg;

this.peer.insertSnsEntry(
new SmsEntry(this.local Mn, nessage));

/1 comment out this block for filtering agai nst DATA PDUs:

/%
if(message.charAt(0) '= 'd") {
Systemout. println("Sendto "
+ this.localMn + ": " + nessage);
}
*/

t hi s. count ++;
if(this.count >= this.linit) {
this.count = 0;

}
}

/1 initialize sms services
DummySnsSer vi ce sendService = new Errati cSmsServi ce(sendM n);
DummySnsServi ce recvService = new Errati cSmsService(
recvM n, sendService);
sendServi ce. set Peer (recvService);

/1 initialize Core objects
Connection sendConn =

Connecti on. createl ni tiatorConnecti on(sendMn, recvMn);
Connection recvConn = Connecti on. cr eat eResponder Connecti on(recvM n);
Sessi on sendSessi on Nul | Sessi on. gener at eSender Sessi on(sendConn) ;
Sessi on recvSessi on = Nul | Sessi on. gener at eRecei ver Sessi on(recvConn) ;
Nul | Facade sendFacade =

new Nul | Facade(sendSessi on, sendService);
Nul | Facade recvFacade =

new Nul | Facade(recvSessi on, recvService);
sendFacade. addObser ver (

new Snsft pLogger Present er (LogManager . get Logger (" CDT-send")));
recvFacade. addObser ver (

new Snsft pLogger Present er (LogManager . get Logger (" CDT-recv")));
sendFacade. addbser ver (new Al | YesPresent er (sendFacade) ) ;
recvFacade. addbser ver (new Al | YesPresenter (recvFacade));

/1l initialize, run, and join Runnables
Runnabl e sendRunnable = () -> {
sendFacade. connect () ;

Runnabl e recvRunnable = () -> {
recvFacade. listen();

s
Utils.runAndJoi n(sendRunnabl e, recvRunnabl e, 20000,
"corruptedDel i veryTest");

asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
sendConn. get ConnectionState());

asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
recvConn. get ConnectionState());

Il sleep for a while to "synchronize" stdout
Utils.sleepSilently(10);
LogManager . get Logger (" CDT"). i nfo("END of corruptedDeliveryTest");

Fi | enane

package comtransm sns.test.integration;

i npor
i npor

t
t

public ErraticSnsService(String |ocal Mn, DummySnsService peeri)nfort

super (l ocal M n, peer);

}

@verride
public void sendMessage(String msg) {

/1 don't send any retransm ssion nessages for this test

if(nmsg.charAt(0) == "r") {
return;
}
bool ean isReliable = this.count != 0;

String message = nsgQ;
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i npor
i npor
i npor

public

t
t
t

pri

pri
pri

P!

r

com transmi sms. core. protocol . Bi nar yPDUDecoder ;
com transmi sns. core. protocol . Connecti on;

com transni sns. core. protocol . Cor ePr ot ocol Facade;
com transmi sns. core. protocol . Sessi on;

com transmi sns. core. protocol . SmsServi ce;

com transmi sns. core. protocol . Text BasedPDUDecoder ;

class Nul | Facade extends CoreProtocol Facade {
vate final String SUBPROTOCOL_NAME = "nul | protocol ";

vate static final String USER ACCEPT_STATUS_CODE = "0002";
vate static final String COVPLETED _STATUS_CCDE = "0001";

vate static final String[] knownProtocols = { "nullprotocol" };



this.processMessage(o, args);

public Nul | Facade(Session session, SmsService smsService) { }
this(session, smsService, 1);
} private void processMessage(Cbservable o, Cbject[] args) {
Il exit asap if nmessage type is not applicable to this
public Nul | Facade(Session session, SmsService snmsService, if(!(args.length == 2 && args[1] instanceof PronptType)) {
int maxPduLifetinme) { return;
super (sessi on, Bi naryPDUDecoder . get | nstance(), }
new Text BasedPDUDecoder ( Nul | Facade. knownPr ot ocol s) {},
sneServi ce, maxPduLifetine); /1 args[0] is guaranteed instanceof MessageType
} MessageType nessageType = (MessageType)args[0];
Pronpt Type pronpt Type = (Pronpt Type)args[1];
@verride
public String getSubprotocol Nane() { swi tch(messageType) {
return this. SUBPROTOCOL_NANE; /1 NOTE: copied from SnsftpPresenter. processMessage()
} /1 check for unwanted cases
case PROWPT:
@verride this.onUserPronpt (pronpt Type, null);
protected String[] processRegAndGenRepPayl oad( Chbject[] requestData) { break;
/1 just accept all incom ng connections regardless of the data's
/1 contents default: {
String[] retArr = { Nul | Facade. USER_ACCEPT_STATUS_CCDE }; /1 do nothing
return retArr; break;
} }
}
@verride }

protected String generateHeadPayl oad() {

return ""; // nothing is returned (results in "head/nullprotocol/") protected void onUser Pronpt (Pronpt Type pronpt Type, String message) {
} swi tch(pronpt Type) {
case TIMEQUT: {
@verride /1 act using a background task to sinulate user input
protected void processHeadPayl oad( Cbj ect[] headData) { Thread t = new Thread() {
/1 do nothing; we don't process anything here @verride
} public void run() {
try {
@verride Thread. sl eep(500); // sleep for a while
protected void onEstablished() {
/1 if initiator, just disconnect catch(I nterruptedException e) {
if(this.coreSession.connection.role == /1 just maintain interrupt status and continue
Connection. Rol e. I NI TIATOR) { Thread. current Thread().interrupt();
this. di sconnect (COVWPLETED_STATUS_CODE) ;
} // otherwi se, do nothing and wait Nul | Presenter. this.onTimeout();
} }
1
public void listen() { t.start();
super.listen(); break;
} }
defaul t: {
public void connect() { /1 do not hi ng
super. connect (""); break;
} }
}
} }

protected void onTi meout () {
/1 default: cancel immediately after tineout
this. coreProtocol Facade. cancel Operati onAfter Pronpt ();

Fil enane: src/test/integration/javal/NullPresenter.java }

package comtransm sns.test.integration;

inport comtransm sns. core. protocol . Cor eProt ocol Facade;

inport comtransm sms.core.protocol.Presenter; e oo
inport comtransm sns. core. protocol . Present er. MessageType; Filename: src/test/integration/javal/Null Session.java

inport comtransm snms. core.protocol.Presenter. Pronpt Type; = smm s oo

inport java.util.Cbservable; package comtransm sns.test.integration;

inport comtransmi sns. core. protocol . Connecti on;
inport comtransmi sns. core. protocol . Sessi on;
public class Null Presenter extends Presenter {
private CoreProtocol Facade coreProtocol Facade; inport java.util.UU D

public Nul | Presenter (CoreProtocol Facade coreProtocol Facade) {
/' super (cor ePr ot ocol Facade) ;

this. coreProtocol Facade = coreProtocol Facade; public class Null Session extends Session {
}
public Nul | Session(Connection connection, UU D sessionld) {
@verride super (connection, sessionld);
public final void update(Cbservable o, Cbject arg) { }

/1 NOTE: copied from SnsftpPresenter. update()
/'l check for unwanted cases

if(arg == null || !(arg instanceof bject[])) {
return; // do nothing public static Null Session generateSender Sessi on(Connecti on connection) {
} return new Nul | Sessi on(connection, UU D.randonmul ());
oject[] args = (Object[])arg; }
if(args.length <= 1 || !(args[0] instanceof MessageType)) {
return; // do nothing public static Null Session generateRecei ver Sessi on(Connecti on connection) {
} return new Nul | Sessi on(connection, null);
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}
} default: {
return; // just do nothing and return ASAP
}

Fil enane: src/test/integration/java/Null SmsftpPresenter.java

package comtransmsns.test.integration; e oo

Fil ename: src/test/integration/java/QutOf Order ConnectionTest.java
inport comtransm sms. core.protocol.Presenter. Pronpt Type; s-s s
inport comtransm sns. snsftp. protocol . Snsf t pFacade;

inport comtransm sns. sneftp. protocol . SnsftpPresenter; I*

inport comtransm sns. snsftp. protocol . Snsf t pSessi on; /1 NOTE: just to be sure we have BouncyCastle as a provider
/1 Security. addProvi der (new BouncyCast | eProvider());

inport java.util.Cbservable; */

package comtransm sns.test.integration;

inport comtransmi sns. core. protocol . Connecti on;

public class Nul | SnsftpPresenter extends SnsftpPresenter { inport comtransmisns. core. protocol . Sessi on;
protected final SnsftpFacade snsftpFacade; inport comtransm sns. core. protocol . SnsEntry;
private final SnsftpSession session; inport comtransm sns. snsftp.tenputil.SnsftplLogger Presenter;
private final byte[] enckey;
private final byte[] authkey; inport java.util.Deque;

inport java.util.concurrent.LinkedBl ocki ngDeque;
inport org.apache. | oggi ng. | og4j . LogManager ;

public Nul | SmsftpPresenter(SnsftpFacade snsftpFacade, byte[] enckey,
byte[] authkey) {

super ( snsf t pFacade) ; inport static org.testng.Assert.assertNot Equal s;
this.snsftpFacade = snsftpFacade; inport static org.testng.AssertJUnit.assertEquals;
this.session = this.snsftpFacade. get SmsftpSession(); inport static org.testng. AssertJUnit.assertTrue;
this.enckey = enckey; inport static org.testng.AssertJUnit.assertFal se;
this. aut hkey = aut hkey; inport static org.testng.AssertJUnit.fail;

}
inport org.testng.annotations. Test;
public Nul | SnsftpPresenter(SnsftpFacade snsftpFacade) {

this(snsftpFacade, null, null);
}
public class QutOf Order ConnectionTest {
/1111 final Object for repeated use across tests
protected void onLogMessage(MessageType nifype, String nessage) { private static final String sendMn = "09121234567";
/1 do nothing; we delegate |ogging to other Presenters private static final String recvMn = "09129876543";
}
protected void onStatusUpdate() {
} @est
public void out Of OrderDeliveryTest() {
protected void onUser Pronpt (Pronpt Type pType, String nessage) { class Qut Of Order SmsServi ce extends DummySnsService {
swi tch(pType) { final int limt = 3;
case CONNECTI ON_REQUEST: { bool ean get Head = fal se;
/1 if responder
if(this.session. getRole() == SnsftpSession. Rol e. RESPONDER) { final Deque<String> d = new Li nkedBl ocki ngDeque<>();

if(this.session.getEncryptionFlag()) { // if encrypted
public Qut Of Order SmsService(String |ocal Mn) {

/1 accept using a background task to simulate user input super (1 ocal M n);
Thread t = new Thread() { }
@verride
public void run() { public QutOf Order SmeService(String |ocal Mn, DunmySnsService peer)
try { // sleep for a while super (I ocal M n, peer);
Thr ead. sl eep(500) ; }
}
cat ch( I nterruptedException e) { @verride
/1 just maintain interrupt status and public void sendMessage(String nessage) {
/1 continue Il just send retransmission PDUs nornally
Thread. current Thread().interrupt(); if(message.charAt(0) '='r") {
/*
/1 finally accept the request Systemout.println("Sendto: " + this.localMn +
Nul | Snsf t pPresenter.this.snsftpFacade "t +s);
. accept Request Af t er Pronpt ( */
Nul | Snsf t pPresenter. this.enckey, this.peer.insertSnsEntry(
Nul | Snsft pPresenter.this.aut hkey); new SmsEntry(this.local Mn, nessage));
} return; // exit ASAP
I }
t.start();
this.d. add(message);
/1 else, do nothing (we are the ones who shoul d send requests) if(this.d.size() > this.limt) {
br eak;
} Il send something el se out of order
case TIMEQUT: { String s = this.getHead ?
br eak; this.d.pollFirst() : this.d.pollLast();
} if(s 1=null) {
case SM5_SERVI CE_ERROR { /1 conmment out this block for debugging
br eak; 1*
} i f(message.charAt(0) !'= 'd")
case PEER_ERROR EXCEEDED LIMT: { Systemout.println("Sendto: " + this.localMn +
br eak; "t +s);
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}
*/
this. peer.insertSmsEntry(
new SnsEntry(this.localMn, s));

}
this.getHead = !'this.getHead; // flip getHead state

}

/1 initialize sms services
DummySnsSer vi ce sendService = new Qut Of Order SmsSer vi ce(sendM n) ;
DummySnsServi ce recvService = new Qut Of Order SmsSer vi ce(
recvM n, sendService);
sendSer vi ce. set Peer (recvService);

/1 initialize Core objects
Connection sendConn =

Connection. createl nitiatorConnection(sendMn, recvMn);
Connection recvConn = Connecti on. cr eat eResponder Connecti on(recvM n);
Sessi on sendSessi on Nul | Sessi on. gener at eSender Sessi on( sendConn) ;
Sessi on recvSessi on Nul | Sessi on. gener at eRecei ver Sessi on(recvConn);
Nul | Facade sendFacade =

new Nul | Facade(sendSessi on, sendService);
Nul | Facade recvFacade =

new Nul | Facade(recvSession, recvService);
sendFacade. addQbser ver (

new Snsft pLogger Present er (LogManager . get Logger (" G8T-send")));
recvFacade. addCbser ver (

new Snsft pLogger Present er (LogManager . get Logger (" G8T-recv")));
sendFacade. addCbser ver (new Al | YesPresent er (sendFacade) ) ;
recvFacade. addCbserver (new Al | YesPresenter (recvFacade));

/1 initialize, run, and join Runnables
Runnabl e sendRunnable = () -> {
sendFacade. connect () ;

Runnabl e recvRunnable = () -> {
recvFacade. | i sten();

I
Utils. runAndJoi n(sendRunnabl e, recvRunnabl e, 30000,
"out Of OrderDel i veryTest");

assert Equal s( Connecti on. Connecti onSt at e. CLOSED,
sendConn. get ConnectionState());

assert Equal s( Connect i on. Connecti onSt at e. CLOSED,
recvConn. get ConnectionState());

Utils.sleepSilently(10); // sleep for a while to "synchronize" stdout
LogManager . get Logger (" CDT"). i nfo("END of out Of OrderDeliveryTest");

Fil enane: src/test/integration/javal/ SnsftpConnectionTest.java

package comtransm sns.test.integration;

inport comtransm sms. core. protocol . Connecti on;

inport comtransm sns. snsftp. protocol . Snsf t pFacade;

inport comtransm sms. snsftp. protocol . Snsf t pSessi on;

inport comtransm sns. sneftp.tenmputil. SnsftplLoggerPresenter;

inport comtransm sms. core. util.crypto. AES;
inport comtransm sms. core. util.crypto. RSA;

inport java.io.ByteArrayQutputStream
inport java.io.lOException;

inport java.util.Arrays;

inport org.apache. | oggi ng. | og4j . LogManager ;

inport static org.testng.Assert.assertNot Equal s;
inport static org.testng.Assert.assertNot Nul | ;
inport static org.testng.AssertJUnit.assertEquals;
inport static org.testng.AssertJUnit.assertTrue;
inport static org.testng.AssertJUnit.assertFal se;
inport static org.testng.AssertJunit.fail;

inport org.testng.annotations. Test;

public class SmsftpConnectionTest {
/111 final Cbjects for repeated use across tests
private final String sendMn = "09121234567";
private final String recvMn = "09129876543";
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private final String filename = "test.txt";

private final String testStr = "test string";
private final byte[] dataBytes = testStr.getBytes();

private static final int FTC_TI MEQUT = 8000;
private static final int PRSC_TI MEOUT = 24000;

@rest
public void xFil eTransfer Shoul dConpl ete() {

/1 initialize sms services
DummySnsSer vi ce sendServi ce = new DunmySnsSer vi ce(sendM n) ;
DummySnsSer vi ce recvServi ce = new DummySmsSer vi ce(
recvM n, sendService);
sendServi ce. set Peer (recvService);

/1 initialize Core objects
Connection sendConn =
Connecti on. createl ni tiatorConnecti on(sendMn, recvMn);
Connection recvConn =
Connect i on. cr eat eResponder Connecti on(recvM n);
Snsft pSessi on sendSessi on = Snsft pSessi on. gener at eSender Dat aSessi on(

sendConn, filenane, dataBytes, null, null);
Snsf t pSessi on recvSession = SnsftpSessi on. gener at eRecei ver Sessi on(
recvConn) ;

Snsf t pFacade sendFacade = new Snsft pFacade(sendSession, sendService,
1;
Snsf t pFacade recvFacade = new SnsftpFacade(recvSession, recvService,
1);
sendFacade. addObser ver (
new Snsft pLogger Present er (LogManager . get Logger (" XFTC-send")));
recvFacade. addObser ver (
new Snsft pLogger Present er (LogManager . get Logger (" XFTC-recv")));
sendFacade. addbser ver (new Nul | Snsf t pPresent er (sendFacade) ) ;
recvFacade. addObser ver (new Nul | Snsf t pPresent er (recvFacade)) ;

/1l initialize, run, and join Runnables
Runnabl e sendRunnable = () -> {
sendFacade. i nsecur eSendFi | e();

Runnabl e recvRunnable = () -> {
recvFacade. receive();

s
Utils.runAndJoi n(sendRunnabl e, recvRunnable, FTC_TI MEQUT,
"xFi | eTransf er Shoul dConpl et eTest ") ;

asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
sendConn. get ConnectionState());

asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
recvConn. get ConnectionState());

assert Equal s(testStr, new String(recvFacade. get DataBytes()));

Il sleep for a while to "synchronize" stdout
Utils.sleepSilently(10);
LogManager . get Logger (" XFTC")

.info("END of xFileTransfer Shoul dConpl eteTest");

@rest
public void eFil eTransfer Shoul dConpl ete() {

/1 populate with proper encryption keys
Byt eArrayCQut put Stream ePriv0s = new Byt eArrayQut put Strean();
Byt eArrayCQut put St ream ePubGs = new Byt eArrayQut put Streant() ;
Byt eArrayCQut put Stream aPriv0Os = new Byt eArrayQut put Strean();
Byt eArrayCQut put St ream aPubOs = new Byt eArrayQut put Streant) ;
try {

RSA. gener at eKeys(ePrivQs, ePubCs);

RSA. gener at eKeys(aPrivQOs, aPubCs);

}
catch(l Cexception e) {

fail("got |CException: " + e);
}
byte[] pubEnckey = ePubCs.toByteArray();
byte[] privEnckey ePrivGs.toByteArray();
byte[] pubAut hkey aPubCs. t oByteArray();
byte[] privAuthkey = aPrivCs.toByteArray();

/1 initialize sms services
DummySnsSer vi ce sendServi ce = new DunmySnsSer vi ce(sendM n) ;
DummySnsSer vi ce recvServi ce = new DummySmsSer vi ce(
recvM n, sendService);
sendServi ce. set Peer (recvService);

/1l initialize Core objects
Connection sendConn =

Connecti on. createl ni tiatorConnecti on(sendMn, recvMn);
Connection recvConn =



Connect i on. cr eat eResponder Connecti on(recvM n);
Snsft pSessi on sendSessi on = SnsftpSessi on. gener at eSender Dat aSessi on(
sendConn, filenane, dataBytes, privEnckey, privAuthkey);
Snsft pSessi on recvSessi on = Snsft pSessi on. gener at eRecei ver Sessi on(
recvConn);

Snsft pFacade sendFacade =
;

Sneft pFacade recvFacade =
1;

sendFacade. addbser ver (
new Snsft pLogger Present er (LogManager . get Logger (" EFTC-send")));

recvFacade. addCbser ver (
new Snsft pLogger Present er (LogManager . get Logger ("EFTC-recv")));

sendFacade. addCbser ver (new Nul | Smsf t pPresent er (sendFacade)) ;

new Snsft pFacade(sendSessi on, sendServi ce,

new Snsft pFacade(recvSession, recvService,

assert Not Equal s

(0, sendSession. peer Enckey. | ength);
asser t Not Equal s(0,
(o,

sendSessi on. peer Aut hkey. | engt h) ;
assert Not Equal s recvSessi on. peer Enckey. | engt h) ;
assert Not Equal s(0, recvSession. peer Aut hkey. | ength);
assert True( Arrays. equal s(sendSessi on. peer Enckey,

recvSession. | ocal EncKeypai r. get Publ i c().get Encoded()));
assert True( Arrays. equal s(sendSessi on. peer Aut hkey,

recvSessi on. | ocal Aut hKeypai r. get Publ i c(). get Encoded()));
assert True( Arrays. equal s(recvSessi on. peer Enckey,

sendSessi on. | ocal EncKeypai r. get Publ i c(). get Encoded()));
assert True( Arrays. equal s(recvSessi on. peer Aut hkey,

sendSessi on. | ocal Aut hKeypai r. get Publ i c(). get Encoded()));

Il sleep for a while to "synchronize" stdout
Utils.sleepSilently(10);

recvFacade. addCbser ver (new Nul | Snsft pPresent er (recvFacade, pubEnckey, LogManager . get Logger (" PRSC")
pubAut hkey) ) ; .info("END of pairingShoul dConpl eteTest");
}

/1 initialize, run, and join Runnables }
Runnabl e sendRunnable = () -> {

sendFacade. secur eSendFi | e();
Runnabl e recvRunnable = () -> {

recvFacade.recei ve(); e oo

Fil ename: src/test/integration/javal/SnsftplLargeFileTest

Utils.runAndJoi n(sendRunnabl e, recvRunnabl e, FTC_TI MEQOUT,
"eFi | eTransf er Shoul dConpl eteTest");

package comtransm sns.test.integration;

assert Equal s( Connect i on. Connecti onSt at e. CLOSED,

sendConn. get ConnectionState()); inport comtransnmi sns. core. protocol . Connecti on;
assert Equal s( Connect i on. Connecti onSt at e. CLOSED, inport comtransm sns. snsftp. protocol . Smsft pFacade;
recvConn. get ConnectionState()); inport comtransmi sns. snsftp. protocol . Smsft pSessi on;
inport comtransm snms. snsftp.tenputil.SnsftplLogger Presenter;
assert Equal s(testStr, new String(recvFacade. get DataBytes()));
inport comtransm sns.core.util.crypto. AES;
/1 sleep for a while to "synchronize" stdout inport comtransm sns.core.util.crypto. RSA;

Utils.sleepSilently(10);
LogManager . get Logger (" EFTC")

inport java.io.ByteArrayQutputStream

.info("END of eFileTransfer Shoul dConpl eteTest"); inport java.io.lCException;
} inport java.security. MessageDi gest;
inport java.security. NoSuchAl gorithnException;
@est inport java.util.Arrays;
public void pairingShoul dConpl ete() { inport org.apache. | oggi ng. | og4j . LogManager ;
/1 initialize sms services inport org.apache.commons.io.|QUils;
DummySnsSer vi ce sendServi ce = new DummySnsServi ce(sendM n);
DummySnsSer vi ce recvService = new DummySnsSer vi ce(
recvM n, sendService); inport static org.testng.Assert.assertNot Equal s;
sendServi ce. set Peer (recvService); inport static org.testng.AssertJUnit.assertEquals;
inport static org.testng. AssertJUnit.assertTrue;
/1 initialize Core objects inport static org.testng.AssertJUnit.assertFal se;
Connecti on sendConn = inport static org.testng.AssertJUnit.fail;
Connection. createl nitiatorConnection(sendMn, recvMn);
Connection recvConn = inport org.testng.annotations. Test;

Connect i on. cr eat eResponder Connecti on(recvM n);

Snsft pSessi on sendSession =
Snsft pSessi on. generat el ni ti at or Pai r Sessi on(sendConn) ;

Snsft pSessi on recvSessi on = Snsft pSessi on. gener at eRecei ver Sessi on(publ
recvConn);

Snsft pFacade sendFacade =
1);
Snsft pFacade recvFacade =
1;
sendFacade. addbser ver (
new Snsft pLogger Present er (LogManager . get Logger (" PRSC-send")) ) ;
recvFacade. addCbser ver (
new Snsft pLogger Present er (LogManager . get Logger (" PRSC-recv")));
sendFacade. addCbser ver (new Al | YesSnsft pPresent er (sendFacade) ) ;
recvFacade. addCbserver (new Al | YesSnsft pPresenter (recvFacade, null,
null));

new Snsft pFacade(sendSessi on, sendServi ce,

new Snsft pFacade(recvSession, recvService,

/1 initialize, run, and join Runnables

Runnabl e sendRunnable = () -> {
sendFacade. pair();
Runnabl e recvRunnabl e =

0>

recvFacade. recei ve()

I
Utils. runAndJoi n(sendRunnabl e, recvRunnabl e, PRSC_TI MEQUT,
" pai ri ngShoul dConpl et eTest") ;

assert Equal s( Connect i on. Connecti onSt at e. CLOSED,
sendConn. get ConnectionState());

assert Equal s( Connecti on. Connecti onSt at e. CLOSED,
recvConn. get ConnectionState());

Il verify keys

assert Not Nul | (sendSessi on. peer Enckey) ;
assert Not Nul | (sendSessi on. peer Aut hkey) ;
assert Not Nul | (recvSessi on. peer Enckey) ;
assert Not Nul | (recvSessi on. peer Aut hkey) ;
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ic class SnsftplLargeFil eTest {

1111 final Object for repeated use across tests
private final String sendMn = "09121234567";
private final String recvMn = "09129876543";
private final String filename = "test.txt";
private static byte[] dataBytes = null;

private static final int LTC TI MEQUT = 40000;
static {
try {
dataBytes = | OUtils.toByteArray(
Cl assLoader . get Syst enResour ceAsSt r ean( " 5MB. zi p") ) ;

}
catch(1 OException e) {
assert false;

}

@rest
public void xLargeFil eTransf er Shoul dConpl ete() {
/1 initialize sms services
DummySnsSer vi ce sendService =
DummySnsSer vi ce recvService =
recvM n, sendService);
sendServi ce. set Peer (recvService);

new DunmySnsSer vi ce(sendM n) ;
new DunmySnsSer vi ce(

/1 initialize Core objects
Connection sendConn =

Connecti on. creat el ni ti at or Connecti on(sendM n,
Connection recvConn =

Connect i on. cr eat eResponder Connecti on(recvM n);

recvM n);



}

Snsft pSessi on sendSessi on = SnsftpSessi on. gener at eSender Dat aSessi on(

sendConn, filenane, dataBytes, null, null);
Snsft pSessi on recvSession = SnsftpSessi on. gener at eRecei ver Sessi on(
recvConn);

Snsft pFacade sendFacade =
4);
Sneft pFacade recvFacade =
4);
sendFacade. addQbser ver (
new Snsft pLogger Present er (LogManager . get Logger (" XLTC-send")));
recvFacade. addCbser ver (
new Snsft pLogger Present er (LogManager . get Logger (" XLTC-recv")));
sendFacade. addCbser ver (new Nul | Smsf t pPresent er (sendFacade) ) ;
recvFacade. addCbser ver (new Nul | Snsft pPresenter (recvFacade));

new Snsft pFacade(sendSessi on, sendServi ce,

new Snsft pFacade(recvSession, recvService,

/1 initialize, run, and join Runnables
Runnabl e sendRunnable = () -> {
sendFacade. i nsecur eSendFi | e();

Runnabl e recvRunnable = () -> {
recvFacade. recei ve();
Utils.runAndJoi n(sendRunnabl e, recvRunnable, LTC_TI MEOUT,
"xLar geFi | eTr ansf er Shoul dConpl et eTest");
/1 check if data received bytes' hashes match

and original bytes'

MessageDi gest md = nul | ;
try {
nd = MessageDi gest. get|nstance("SHA-1");

}
cat ch(NoSuchAl gori t hmException e) {
fail ("Problens initializing native SHA-1 digest");

}
nd. updat e( dat aByt es) ;
byte[] srcHash = nd.digest();
nd. updat e(recvFacade. get Dat aByt es());
byte[] rcvHash = nd.digest();
assert True( Arrays. equal s(srcHash, rcvHash));
assert Equal s( Connecti on. Connecti onSt at e. CLOSED,

sendConn. get ConnectionState()); }
assert Equal s( Connect i on. Connecti onSt at e. CLOSED,

recvConn. get ConnectionState());

/1 sleep for a while to "synchronize" stdout
Utils.sleepSilently(10);
LogManager . get Logger (" XLTC")

.info("END of xLargeFileTransfer Shoul dConpl eteTest");

package com transm sns. test

@est

public void elargeFil eTransfer Shoul dConpl ete() {

/1 populate with proper encryption keys

Byt eArrayQut put Stream ePri vOs = new Byt eArrayQut put Streant);
Byt eArrayQut put St ream ePubGCs = new Byt eArrayQut put Strean();
Byt eArrayQut put Stream aPri vOs = new Byt eArrayQut put Strean();
Byt eArrayQut put St ream aPubGCs = new Byt eArrayQut put Strean();
try {

RSA. gener at eKeys(ePri vOs, ePubGCs);
RSA. gener at eKeys(aPri vOs, aPubGs); [**
}
catch(1 Cexception e) { */
fail ("got | CException: " + e);

}

byte[] pubEnckey =
byte[] privEnckey
byte[] pubAut hkey
byte[] privAuthkey =

ePubCs. t oByteArray();

ePrivCs.toByteArray();

aPubCs. t oByteArray();
aPrivGs.toByteArray();

/1 initialize sms services
DummySnsSer vi ce sendServi ce = new DummySnsServi ce(sendM n);
DummySnsSer vi ce recvService = new DummySnsSer vi ce(
recvM n, sendService);
sendSer vi ce. set Peer (recvService);

/1 initialize Core objects
Connection sendConn =
Connecti on. creat el ni tiator Connecti on(sendM n,
Connection recvConn =
Connect i on. cr eat eResponder Connecti on(recvM n);
Snsft pSessi on sendSessi on = SnsftpSessi on. gener at eSender Dat aSessi on(
sendConn, filenane, dataBytes, privEnckey, privAuthkey);
Snsft pSessi on recvSession = Snsft pSessi on. gener at eRecei ver Sessi on(
recvConn);

recvMn);

Snsft pFacade sendFacade =
4);

Snsft pFacade recvFacade =
4);

sendFacade. addbser ver (

new Snsft pFacade(sendSessi on, sendServi ce,

new Snsft pFacade(recvSession, recvService,
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inport java.util.concurrent

1 *
*
*

*

*
*
*
*
*
*

public static void runAndJoi n(Runnable r1,

new Snsft pLogger Present er (LogManager . get Logger ("ELTC-send")));
recvFacade. addObser ver (

new Snsft pLogger Present er (LogManager . get Logger ("ELTC-recv")));
sendFacade. addbser ver (new Nul | Snsf t pPresent er (sendFacade) ) ;

recvFacade. addObser ver (new Nul | Snsf t pPresent er (recvFacade, pubEnckey,
pubAut hkey) ) ;
/1l initialize, run, and join Runnables

Runnabl e sendRunnable = () -> {
sendFacade. secur eSendFi | e();

Runnabl e recvRunnable = () -> {
recvFacade. receive();

Utils.runAndJoi n(sendRunnabl e, recvRunnable, LTC_TI MEQUT,
"eLar geFi | eTr ansf er Shoul dConpl et eTest") ;
Il check if data received bytes' hashes match
MessageDi gest nd = nul | ;
try {
md = MessageDi gest. get | nstance("SHA-1");

and original bytes'

}
cat ch(NoSuchAl gori t hnException e) {
fail ("Problens initializing native SHA-1 digest");

}

md. updat e( dat aByt es) ;

byte[] srcHash = nd.digest();

md. updat e(recvFacade. get Dat aBytes());

byte[] rcvHash = nd. digest();

assert True( Arrays. equal s(srcHash, rcvHash));

asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
sendConn. get ConnectionState());

asser t Equal s( Connecti on. Connect i onSt at e. CLOSED,
recvConn. get ConnectionState());

Il sleep for a while to "synchronize" stdout
Utils.sleepSilently(10);
LogManager . get Logger (" ELTC")

.info("END of elargeFil eTransfer Shoul dConpl eteTest");

Fi | enane

src/test/integration/java/Uils.java

.integration;

inport java.util.concurrent. Executors;
inport java.util.concurrent. ExecutorService;
.TimeUnit;

inport static org.testng.AssertJUnit.fail;

* Utility class to contain hel per nmethods for use by integration tests

public class Uils {

*

Runs a pair of Runnables in background and waits for both at nost
<code>ti meout M | | i s<code> milliseconds for the Runnables to conplete.
A tinmeout of <code>0</code> neans to wait forever.

@aramr1l one of the Runnables to be ran in the background
@aramr2 one of the Runnables to be ran in the background
@aramtimeoutMIlis tinme to wait in milliseconds
@aram test Nane nane of the test currently being run

/

Runnabl e r2,

String testNane) {

Executor Servi ce es = Executors. newri xedThr eadPool (2);

es.submit(rl);

es.subnmit(r2);

es. shut down() ;

try {
if(timoutMlIlis == 0) {
/1 for "infinite" wait
es. awai t Ter mi nati on(Long. MAX_VALUE, Ti meUnit.HOURS);
}
else {
es.awai t Termination(timeoutM | lis, TinmeUnit.M LLI SECONDS);
}

}
catch(I nterruptedException e) {

long timeoutMlIlis,



Systemout. println("I NTERRUPTION on " + testName + "!");
fail ("Test interrupted");

} /1 ERROR TEST CASES
} @est (expect edExcepti ons = SmsServi ceException. class, tinmeQut = 7000,
priority = 1)
| ** public void nonExi st ent Server Shoul dThr owSnsSer vi ceErr or Test ()
* Cenerates encryption and authentication key pairs for use with throws SmsServiceException {
* transmisns snsftp integration tests Systemout.println("Starting
* nonExi st ent Ser ver Shoul dThr owSnsSer vi ceError Test") ;
* @eturn a four-nenber byte[][] containing keys in byte[] format in the Andr oi dSmsSer vi ce service =
* order: public encryption key, private encryption key, new Andr oi dSmsServi ce( "l ocal host", 65535);
* public authentication key, and private authentication key service.start();
*/ /1 we don't need to cleanup for non-existent connections
public static byte[][] generateEncAuthKeyPairs() { Systemout. println("End of
return null; nonExi st ent Ser ver Shoul dThr owSnsSer vi ceError Test") ;
} }
%
* Causes the currently executing thread to sleep for a specified nunber // NORVAL TEST CASES
* of mlliseconds, silently failing if interrupted. @est (timeQut = 7000, priority = 2)
* public void startServiceTest ()
* @aramnillis the length of time to sleep in mlliseconds throws SmsServiceException, |nterruptedException {
* Systemout.println("Starting startServiceTest");
* @ee Thread Thread. sl eep(1000); // sleep to avoid flooding the server with tests
*/ Andr oi dSnsServi ce service =
public static void sleepSilently(int millis) { new Andr oi dSmsSer vi ce( TEST_HOST, TEST_PORT) ;
try { service.start();
Thread. sl eep(10); Il cleanup
} service. stop();
cat ch( I nterruptedException e) { Systemout.println("End of startServiceTest");
/1 do nothing }
}
} @est (timeQut = 4000, priority = 3)
} public void msisdnTest ()

throws SmsServi ceException, |nterruptedException {

Systemout.println("Starting msisdnTest");

Thread. sl eep(1000); // sleep to avoid flooding the server with tests

Andr oi dSnsServi ce service =
-------------------------------------------------------------- new Andr oi dSmsSer vi ce( TEST_HOST, TEST_PORT) ;
Fi | enane: src/test/resources/|og4j2-test.yam service.start();
-------------------------------------------------------------- String msisdn = service. getLocal Mn();

assert Equal s( OWN_MSI SDN, nsi sdn) ;

Configuration: Il cleanup
status: warn service. stop();
Systemout. println("End of msisdnTest");
Appender s: }
Consol e:
name: Consol e @est (timeQut = 34000, priority = 4)
target: SYSTEM OUT public void sendRecvMessageTest ()
Patt ernLayout : throws SmsServi ceException, |nterruptedException {
Pattern: "%l{HH nm ss. SSS} % 5| evel % ogger{36} - %rsg%m" Systemout.println("Starting sendMessageTest");
Thread. sl eep(1000); // sleep to avoid flooding the server with tests
Loggers: Andr oi dSmsSer vi ce service =
Root : new Andr oi dSmsSer vi ce( TEST_HOST, TEST_PORT) ;
level: trace service.start();
Appender Ref :
- ref: Console Il send message

servi ce. set Peer (TEST_RECI PI ENT) ;
servi ce. sendMessage( TEST_MSG) ;

Thread. sl eep(1000); // sleep for a while to let the nmessage be sent
-------------------------------------------------------------- /Il try to receive any nessage
Fi | enane: src/test/staging/javal/ Androi dConpani onTest.j ava service. setPeer(nul l);
-------------------------------------------------------------- SnsEntry nsg = null;

while(msg == null) {

package comtransm sns. test. staging; meg = service. pol | Message(10, Ti nmeUnit. SECONDS);
inport comtransm sns. core. protocol . SnsEntry; assert Not Nul | (rmsg) ;
inport comtransm sns. core. protocol . SmsSer vi ceExcepti on;
inport comtransm sns. ui.javafx. smeservi ce. Andr oi dSnsSer vi ce; Il cleanup
service. stop();
inport static org.testng.Assert.assertNot Equal s; Systemout. println("End of sendMessageTest");
inport static org.testng.Assert.assertNot Nul | ; }
inport static org.testng.AssertJUnit.assertEquals; }
inport static org.testng.AssertJUnit.assertTrue;
inport static org.testng.AssertJUnit.assertFal se;

inport static org.testng.AssertJunit.fail;
inport org.testng.annotations. Test;

inport java.util.concurrent. TineUnit; Fil ename: src/test/staging/java/ GanmuTest. j ava

package com transm sns.test.staging;
public class Androi dConpani onTest {

public final static String TEST_HOST = "192.168. 254. 181"; inport comtransm sns. core. protocol . SnsEntry;

public final static int TEST_PORT = 8767; inport comtransm sns. core. protocol . SnsSer vi ceExcepti on;
inport comtransm sns. ui.javafx. snsservi ce. GanmuSnsSer vi ce;

public final static String TEST_MSG = "hel p";

public final static String TEST_RECI Pl ENT = "8080"; inport static org.testng.Assert.assertNot Equal s;

public final static String OAN_MSI SDN = "+639754314753"; inport static org.testng.Assert.assertNotNull;
inport static org.testng.AssertJUnit.assertEquals;
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i nport
i nport
i nport
i nport

i mport

static org.testng. AssertJUnit.assertTrue;

static org.testng. AssertJUnit. assert Fal se;
static org.testng. AssertJUnit.fail;
org.testng.annotations. Test;

java.util.concurrent. TineUnit;

public class GanmuTest {
publ i
publ
publ

publ
publ

i
i
publ i
i
i

publ i
publ i

/1 ERROR TEST CASES
@est (expect edExceptions = SmsServi ceException.class, tineCQut = 10000,

}

[

[
[
[
[
[

final
final
final
final
final
final

final
final

stati
stati
stati
stati
stati
stati

stati
stati

priority =
public void nonExi st ent Server Shoul dThr owSnsSer vi ceError ()
throws SnmsServi ceException {
Systemout.println("Starting

nonExi st ent Ser ver Shoul dThr owSnsSer vi ceError Test") ;
GammuSnsServi ce service =

new GanmuSnsServi ce("| ocal host",

c
Cc
Cc
c
Cc
Cc

Stri

ng

TEST_HOST

int TEST_PORT

Stri
Stri
Stri
Stri

Stri
Stri

1)

ng
ng
ng
ng

ng
ng

TEST_DB
TEST_USER
TEST_PASS
TEST_MSI SDN

TEST_MSG
TEST_RECI Pl ENT

TEST_PASS, TEST_MSI SDN) ;
service.start();
/1 we don't need to cleanup for non-existent connections
Systemout.println("End of
nonExi st ent Ser ver Shoul dThr owSnsSer vi ceError Test") ;

/1 NORVAL TEST CASES
@est (tinmeQut = 10000, priority = 2)
public void startServiceTest() throws SnsServiceException {
Systemout.println("Starting startServiceTest");
GammuSnsServi ce service =
new GammuSnsSer vi ce( TEST_HOST, TEST_PORT, TEST_DB, TEST_USER, @ategory(Regul arTests. cl ass)
TEST_PASS, TEST_MSI SDN) ;
service.start();
/'l cleanup
service.stop();
Systemout.println("End of startServiceTest");

}

@est (tinmeQut = 34000, priority = 3)
public void sendRecvMessageTest ()

throws SmsServi ceException,

"l ocal host™";
5432;
"smed";
"smed";

" 921.27654321" H

"hel p";
"8080";

inport org.junit.experinental.categories. Categories;
inport org.junit.experinental.categories. Categories.|ncludeCategory;
inport org.junit.experinental.categories. Categories. Excl udeCat egory;

@ncl udeCat egory({ Regul ar Tests. cl ass, ExceptionTests.class })
@unW t h( Cat egori es. cl ass)
@ui t eCl asses({ CoreProtocol Test.cl ass,

Snsft pTest. cl ass,

Decoder Test . cl ass,

Bi nar yDecoder Test . cl ass,

Text BasedDecoder Test . cl ass,

Ver si onTest . cl ass,

Sessi onTest . cl ass,

Segnent Manager Test . cl ass,

Base85Test . cl ass,

RSAPEM npor t Export Test . cl ass,

Bi onetri cFi ngerprint Test. cl ass})
public class All TestsSuite {}

Fil ename: src/test/unit/javal/Base85Test.java

inport comtransm sns. core. util.codec. Base85;

inport java.util.Arrays;
inport java.io.lCException;

65535, TEST_DB, TEST_USER

I nterrupt edException {

Systemout.println("Starti ng sendvessageTest");
GammuSnsServi ce service =
new GammuSnsSer vi ce( TEST_HOST, TEST_PORT, TEST DB, TEST_USER,
TEST_PASS, TEST_MSI SDN) ;

service.

/'l send
service.
service.

start();

message
set Peer ( TEST_RECI Pl ENT) ;
sendMessage( TEST_MSG) ;

Thr ead. sl eep(1000) ;
/1l try to receive any nessage
service.setPeer(null);
SnsEntry msg = nul | ;
whil e(msg == nul|)

nmsg = service. pol | Message(10, Ti neUnit. SECONDS);

}
assert Not Nul | (nsg);

/'l cleanup
service.stop();
Systemout.println("End of sendMessageTest");

Fi | ename:

src/test/unit/java/ Al TestsSuite.java

inport org.junit.runner. RunWth;

inport org.junit.runners.Suite;

inport org.junit.runners. Suite. SuiteCd asses;

130

inport static org.junit.Assert.assertEquals;
inport static org.junit.Assert.assertNotEquals;
inport static org.junit.Assert.assertTrue;
inport static org.junit.Assert.assertFal se;
inport static org.junit.Assert.fail;

inport org.junit.experinental.categories.Category;

inport org.junit. Test;

public class Base85Test {

@rest

public void whiteSpaceShoul dBelrrel evant() throws | OException {
/1 encoded string: & t>3]-'"'~
byte[] magi cNumbersA = { 16, -42, 99, 29, -69, 32, 56 };

assert True( Arrays. equal s(Base85. decode(" &t >3]-""'~"),
Base85. decode("&t >3] -''~")));

assert True( Arrays. equal s(Base85. decode(" &t >3]-""'~"),
Base85. decode("& >3]\n-"''~")));

assert True( Arrays. equal s(Base85. decode(" &t >3]-""'~"),
Base85. decode(" & &  >3]\n -\n ''~")));

@at egor y( Regul ar Test s. cl ass)

@rest

public void suffixesShoul dBelrrelevant() throws | COException {
Il checks for various inputs with conbinations of suffixes

/1l sleep for a while to | et the message be sent

I a. ~

11 b. ~>
I c. none
I*

* The following are the magi c nunbers behind our strings
* poT] 46! ?V8600NZ~ : { -8, -83, -110, 47, 65, 90, 66, -29, 68,

-16, 35 };
*  1h$7?@PD#J$]~ : { 52, 97, -6, -30, 98, -1, -31, 104, 127,
*  DX14]rT. k~ . { 110, -21, 83, 57, -3, -27, 109 };
*/

assert True( Arrays. equal s(Base85. decode(" poT] 46! ?V8600ONZ~") ,
Base85. decode( " poT] 46! ?V8600NZ~>"))) ;

assert True( Arrays. equal s(Base85. decode(" poT] 46! ?V8600ONZ~") ,
Base85. decode( " poT] 46! ?V860ONZ")) ) ;

assert True( Arrays. equal s(Base85. decode(" 1h$7?@ PD#J$] ~"),
Base85. decode( " 1h$7?@ PD#JI$] ~>")));

assert True( Arrays. equal s(Base85. decode(" 1h$7?@ PD#JI$] ~"),
Base85. decode(" 1h$7?@ PD#J$] ")) );

assert True( Arrays. equal s(Base85. decode( " DX14]r T. k~"),
Base85. decode( " DX14] r T. k~>")));
assert True( Arrays. equal s(Base85. decode( " DX14]r T. k~"),
Base85. decode( " DX14]rT.k")));
}

@at egor y( Regul ar Test s. cl ass)
@rest

54,

-76 };



public void nonGSM/Char act

}

@est

54, -93 };

Base85. decode("vpxu%))); // [ -> v
assert True( Arrays. equal s(Base85. decode("\\ NI HB"),
Base85. decode("WNIHB"))); // \ ->w
assert True( Arrays. equal s(Base85. decode(" P] L+<"),
Base85. decode( " PxL+<"))); // ] -> x
assert True( Arrays. equal s(Base85. decode(" &"0ui "),
Base85. decode( " &O0ui"))); // ~ ->y
assert True( Arrays. equal s(Base85. decode("_k™!1"),
Base85. decode( " _kE!'l1"))); // -> £
@Cat egor y( Regul ar Test s. cl ass)
public void byt el nput Shoul dRet ur nExpect edEncodedSt ri ng()
throws | CException {
/1 Magic nunbers and their corresponding encoded forns
/1 W1 dN3D91@ [ r~ if encoded
byte[] magi cNunbersA = { -87, -7, 35, -69, 57, 75, -7, -96, 5, 69 };
/1 KbX \:-"WM7i KR~ if encoded
byte[] magi cNunbersB = { -123, 21, 4, 71, 78, 57, -106, -72,
1l Y%, >OX#' >~ if encoded
byte[] magi cNunbersC = { 15, 79, -26, -109, -85, 51, -13 };

assert Equal s(" W1 dN3D91@ " vr ",

assert Equal s(" KbX_w: -\
assert Equal s(" %0; >OX#'

er sShoul dBeRepl aced() throws | CException {
assert True( Arrays. equal s(Base85. decode("[ pxu%'),

1 PCr
}

@at egor y( Excepti onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass)
public void invalidFirstChar Shoul dThr owPDUMal f or medExcepti on()
throws PDUMal f or medException, |nvali dCRCException {
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary("X8f");
11 PCr
}

@at egor y( Excepti onTests. cl ass)
@est (expected = I nval i dCRCExcepti on. cl ass)
public void inval i dCRCShoul dThr ow nval i dCRCExcepti on()
throws PDUMal f or medException, |nvali dCRCException {
/1 CRC of "r" should be 0x59
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary("r58");
11 PCr

-75, 76, // CORE_FIN

Base85. encode( magi cNurber sA)) ;

"WW7i KR', Base85.encode(nmagi cNunbersB));
> Base85. encode( magi cNurbersC)) ;

Fi |l enane: src/test/unit/javal/Bi naryDecoder Test.java

/1 NOTE: For code readability,
11 reverse order (expect

assert Equal s() tests' argunents

ed <-> was)

inport comtransm sns. core. protocol . PDU;

inport comtransm sns. core. protocol . PDUType;

inport comtransm sns. core. protocol . CorePDUType;

inport comtransm sns. core. protocol . PDUMal f or medExcept i on;
inport comtransm sns. core. protocol . | nval i dCRCExcepti on;
inport comtransm sns. sneftp. protocol . Snsft pBi nar yPduDecoder ;
inport comtransm snms. snsftp. protocol . Snsf t pPDUType;

inport java.util.Arrays;
inport java.util.HashSet;
inport java.util.Set;
inport java.util.UU D
inport java.nio.ByteBuffer;

inport static org.junit.Assert.
inport static org.junit.Assert.
inport static org.junit.Assert.
inport static org.junit.Assert.
inport static org.junit.Assert

inport org.junit.experinental.
inport org.junit. Test;

public class BinaryDecoder Test
/1 ERROR TEST CASES

/'l General

assert Equal s;
assert Not Equal s;
assert True;
assert Fal se;
Lfail;

cat egori es. Cat egory;

{

@cat egor y( Except i onTests. cl ass)

@est (expected = Nul | Poi nt

er Exception. cl ass)

public void null Shoul dThr owNul | Poi nt er Excepti on()
throws PDUMal f or nedException, |nvali dCRCException
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(null);

}

@cat egor y( Except i onTests. cl ass)

@est (expected = PDUMal f or
public void enptyShoul dThr

nmedExcepti on. cl ass)
owPDUMal f or nedExcept i on()

throws PDUMal f or nedException, |nvali dCRCException

Snsf t pBi nar yPduDecoder
11

}

.getlnstance().decodeBi nary("");
PCr

@cat egor y( Except i onTests. cl ass)

@est (expected = PDUMal f or

nmedExcepti on. cl ass)

public void tooShort Shoul dThr owPDUMal f or medExcepti on()
throws PDUMal f or nedException, |nvali dCRCException
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary("1");

here are on

{

{

{
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@at egor y( Excepti onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass)
public void coreFinShort Sessi onl dShoul dThr owPDUMal f or medExcept i on()
throws PDUMal f or medException, |nvali dCRCException {
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"f1234567890123456789db") ;
I P-Sessionid---------- StatCr
}

@at egor y( Excepti onTests. cl ass)
@rest
public void coreFinTruncat edSessi onl dShoul dThr owPDUMal f or medExcept i on()
throws PDUMal f or medException, |nvali dCRCException {
try {
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
" f FX7%/4B>2: M-12>%N h=050076") ;
I P-Sessionid---------- StatCr
fail ("expected PDUMal f or nedException on truncated Session Id " +
"on SMSFTP_FI N FX7%/4B>2: M-12>%M h=") ;

}
cat ch( PDUMal f or medException e) { } // do nothing
try { // with Additional Message field
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"f FX7%/4B>2: M-12>%NM h=0500This is a test messagef9");
11 P-Sessionid---------- St at Addi ti onal * Message****Cr
fail ("expected PDUMal f or nedException on truncated Session Id " +
"on SMSFTP_FI N FX7%/4B>2: M-12>%M h=") ;

}
cat ch( PDUMal f or medException e) { } // do nothing
}

@at egor y( Excepti onTests. cl ass)
@rest
public void coreFinMal f or nedSessi onl dShoul dThr owPDUMal f or medExcept i on()
throws PDUMal f or medException, |nvali dCRCException {
try {
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
" f FX79%/4B>2¢ M 12>%N h=050068") ;
I P-Sessionid---------- StatCr
fail ("expected PDUMal f or nedException on mal fornmed Session Id " +
"on SMSFTP_FI N FX7%/4B>2,M 12>%N h=");

}
cat ch( PDUMal f or medException e) { } // do nothing
try { // with Additional Message field
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"f FX7%/4B>2,M 12>%N h=0500This is a test messageb7");
11 P-Sessionid---------- St at Addi ti onal *Message****Cr
fail ("expected PDUMal f or nedException on mal fornmed Session Id " +
"on SMSFTP_FI N FX7%/4B>2,M 12>%N h=");

}
cat ch( PDUMal f or medException e) { } // do nothing
}

@at egor y( Excepti onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass)
public void coreFinShort St at usCodeShoul dThr owPDUMal f or medExcept i on()
throws PDUMal f or medException, |nvali dCRCException {
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
" f FX7%/4B>2: M 12>%N h=ERRc5") ;

I P-Sessionid---------- StatCr

}

@at egor y( Excepti onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass)
public void coreFinMal f or nedSt at usCodeShoul dThr owPDUMaI f or medExcept i on()
throws PDUMal f or medException, |nvali dCRCException {
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"f FX7%/4B>2: M 12>%N h=ERRRec" ) ;
I P-Sessionid---------- StatCr



/1 CORE_FI N+ACK

@cat egor y( Except i onTests. cl ass) @at egor y( Excepti onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass) @est (expected = PDUMal f or medExcepti on. cl ass)
public void coreFi nackShort Sessi onl dShoul dThr owPDUMal f or nedExcept i on() public void
throws PDUMal f or nedException, |nvalidCRCException { snsft pl ni t Enc1Mal f or nedSessi onl dShoul dThr owPDUMaI f or nedExcept i on()
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( throws PDUMal f or medException, |nvali dCRCException {
"F123456789012345678940") ; Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
Il P-Sessionid---------- Cr
} " a01FX7%/4B>2 M 12>%N h=12345678901234567890123456789012345678901234567890123456
7890123456789012345678901234567890123456789012345678901234567890123456789012345¢
@cat egor y( Excepti onTests. cl ass) 8");
@est (expected = PDUMal f or medExcepti on. cl ass) 11
public void coreFi nackTruncat edSessi onl dShoul dThr owPDUMal f or medExcept i RSi()Sessi oni d---------- Encrypt ed- aes- key-segment-part-1-------------------------
throws PDUMal for nedException, InvalidCRCException { = c--cmmmomom oo oo Cr
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( }
" FEX7%/4B>2: M-12>9%M\ h=41") ;
Il P-Sessionid---------- Cr
} /1 SNBFTP_NETA
1111 SMSFTP_META - Ceneral
@Cat egor y( Except i onTests. cl ass) @at egor y( Excepti onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass) @est (expected = PDUMal f or medExcepti on. cl ass)
public void coreFi nackMal f or medSessi onl dShoul dThr owPDUMal f or medExcept i on()public void smsftpMet aGener al Enpt yShoul dThr owPDUMaI f or medExcept i on()
throws PDUMal f or nedException, |nvalidCRCException { throws PDUMal f or medException, |nvali dCRCException {
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary("b29");
" FEX7%/4B>2 M 12>9%M h=8d") ; 11 PRCr <l nvalid>
11 P-Sessionid---------- Cr }
}
/111 SMSFTP_META - Unencrypted connections
/1 CORE_RETRANSM SSI ON @at egor y( Excepti onTests. cl ass)
/* @est (expected = PDUMal f or medExcepti on. cl ass)
* NOTE: there might not need to have PDUMal f or medException here since public void
* this is just a retransm ssion PDU; we nust parse as nuch as vensftpMetaNoencTruncat edSessi onl dShoul dThr owPDUMal f or medExcept i on()
* can and ignore the rest throws PDUMal f or medException, |nvali dCRCException {
*/ Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
" bOOFX7%/4B>2: M-12>%M h=XXCs8W 12345678901234567890123452d" ) ;
11 PSi - Sessionid---------- CecSget Shal--------------------- Cr
/1 SMBFTP_INIT }
/111 SMBFTP_INIT - General
@cat egor y( Except i onTests. cl ass) @at egor y( Excepti onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass) @est (expected = PDUMal f or medExcepti on. cl ass)
public void snsftplnitGeneral EnptyShoul dThr owPDUMal f or medExcepti on() public void
throws PDUMal f or nedException, |nvalidCRCException { snsf t pMet aNoencMal f or medSessi onl dShoul dThr owPDUMal f or medExcept i on()
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary("a20"); throws PDUMal f or medException, |nvali dCRCException {
11 PRCr Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
} " bOOFX7%/4B>2 M 12>%N h=XXCs8W 123456789012345678901234571") ;
11 PSi - Sessionid---------- CecSget Shal--------------------- Cr
/1] SMBFTP_INIT - Unencrypted connections }
@cat egor y( Except i onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass) /1 conmented out because this might not make sense on padded "snal | "

public void snsftplnitNoencShort Sessi onl dShoul dThr owPDUMal f or nedExcept i on(l)/ segment counts
throws PDUMal f or nedException, |nvalidCRCException {

Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( @:at egory(ExceptionTests. cl ass)
"al2345678901234567891f ") ; @est (expected = PDUMal f or medExcepti on. cl ass)
11 P-Sessionid---------- Cr public void
} snsf t pMet aNoencTr uncat edSegnent Count Shoul dThr owPDUMal f or medExcept i on()
throws PDUMal f or medException, |nvali dCRCException {
@cat egor y( Except i onTests. cl ass) Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
@est (expected = PDUMal f or medExcepti on. cl ass) "'b0012345678901234567890XXCs8~* 1234567890123456789012345??") ;
public void 11 PSi - Sessionid---------- CecSget Shal--------------------- Cr
snsf t pl ni t NoencTruncat edSessi onl dShoul dThr owPDUMaI f or medExcept i on() }
throws PDUMal f or nedException, |nvalidCRCException { */
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"aFX7%/4B>2: M-12>9%M h=db" ) ; @at egor y( Excepti onTests. cl ass)
11 P-Sessionid---------- Cr @est (expected = PDUMal f or medExcepti on. cl ass)
} public void
snsf t pMet aNoencMal f or medSegnent Count Shoul dThr owPDUMal f or medExcept i on()
@cat egor y( Except i onTests. cl ass) throws PDUMal f or medException, |nvali dCRCException {
@est (expected = PDUMal f or medExcepti on. cl ass) Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
public void "'b0012345678901234567890XXCs (W 123456789012345678901234584" ) ;
snsf t pl ni t NoencMal f or nedSessi onl dShoul dThr owPDUMaI f or medExcept i on() 11 PSi - Sessionid---------- CecSget Shal--------------------- Cr
throws PDUMal f or nedException, |nvalidCRCException { }
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"aFX7%/4B>2 M 12>%\ h=42") ; @at egor y( Excepti onTests. cl ass)
/1 P-Sessionid---------- Cr @rest
} public void snsftpMetaNoencl nval i dCecFl agsShoul dThr owPDUMalI f or nedExcept i on()
throws PDUMal f or medException, |nvali dCRCException {
/111 SMBFTP_INIT - Encrypted connections try { /1 XXZ
@cat egor y( Except i onTests. cl ass) Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
@est (expected = PDUMal f or medExcepti on. cl ass)
public void "'b0012345678901234567890XXZs8W 123456789012345678901234536") ;
snsftplnit EnclTruncat edSessi onl dShoul dThr owPDUMal f or nedExcept i on() 11 PSi - Sessionid---------- CecSgct Shal
throws PDUMal f or nedException, |nvalidCRCException { fail ("expected PDUMal f or medException on invalid CEC: XXZ'

Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( }
cat ch( PDUMal f or medException e) { } // do nothing

" a01FX7%/4B>2: M-12>%N h=12345678901234567890123456789012345678901234567890123456 try { // XZX
7890123456789012345678901234567890123456789012345678901234567890123456789012345d Snef t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(

Il "b0012345678901234567890XZXs8W 123456789012345678901234571") ;
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11 PSi - Sessionid---------- CecSgct Shal------------------- 01Z3456789012345678901234567890123456789012345678901234567890123456789012345678a
fail ("expected PDUMal f or medException on invalid CEC XZX'); "),

I

}
cat ch( PDUMal f or medException e) { } // do nothing

try { /] CXX
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( }
"b0012345678901234567890CXXs8W 1234567890123456789012345¢c7") ; @at egor y( Excepti onTests. cl ass)
11 PSi - Sessionid---------- CecSgct Shal--------------------- Cr@rest
fail ("expected PDUMal f or medException on invalid CEC CXX'); public void snsftpMetaEncll nval i dCecFl agsShoul dThr owPDUMal f or nedExcept i on()
} throws PDUMal f or medException, |nvali dCRCException {
cat ch( PDUMal f or medException e) { } // do nothing try { /1 XEZ
try { /] XEX Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(

Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"'b0112345678901234567890XEZs8W 1234567890123456789012345678901234567890123456789

"b0012345678901234567890XEXs8W 1234567890123456789012345d6") ; 01234567890123456789012345678901234567890123456789012345678901234567890123456781
/1 PSi - Sessi onid---------- CecSget Shal--«-------cmcmcmnon o
fail ("expected PDUMal f or medException on invalid CEC XEX'); 11

}
cat ch( PDUMal f or medException e) { } // do nothing
try { // XEC fail ("expected PDUMal f or nedException on invalid CEC: XEZ");
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( }
cat ch( PDUMal f or medException e) { } // do nothing
"b0012345678901234567890XECs8W 123456789012345678901234508") ; try { /1 XZX
11 PSi - Sessionid---------- CecSgct Shal--------------------- Cr Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
fail ("expected PDUMal f or medException on invalid CEC XEC');

} "'b0112345678901234567890XZXs8W 1234567890123456789012345678901234567890123456789
cat ch( PDUMal f or medException e) { } // do nothing 01234567890123456789012345678901234567890123456789012345678901234567890123456786
} )5
11
@cat egor y( Except i onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass)
public void snsftpMetaNoencShort ShalShoul dThr owPDUMal f or nedExcept i on() fail ("expected PDUMal f or nedException on invalid CEC: XZX');
throws PDUMal f or nedException, |nvalidCRCException { }
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( cat ch( PDUMal f or medException e) { } // do nothing
"b0012345678901234567890XXCs8W 12345675a") ; try { /1 ZEX
11 PSi - Sessionid---------- CecSgct Shal--------------------- Cr Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
}
"'b0112345678901234567890ZEXs8W 1234567890123456789012345678901234567890123456789
@cat egor y( Except i onTests. cl ass) 01234567890123456789012345678901234567890123456789012345678901234567890123456786
@est (expected = PDUMal f or medExcepti on. cl ass) b");
public void snsftpMetaNoencLongShalShoul dThr owPDUMaI f or medExcepti on() 11
throws PDUMal f or nedException, |nvalidCRCException { PSi - Sessionid---------- CecSgct Rsa- si gnature-segment--------------------------~---
Snsft pBi naryPduDecoder. get I nstance().decodeBi nary( = -emommme oo Cr
fail ("expected PDUMal f or nedException on invalid CEC: ZEX");
"b0012345678901234567890XXCs8W 123456789012345678901234567890c1") ; }
11 PSi - Sessionid---------- CecSgct Shal--------------------- Cr cat ch( PDUMal f or medException e) { } // do nothing
} try { /1 CXC

Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
@Cat egor y( Except i onTests. cl ass)

@est (expected = PDUMal f or medExcepti on. cl ass) "'b0112345678901234567890CXCs8W 1234567890123456789012345678901234567890123456789
public void snsftpMetaNoencTruncat edShalShoul dThr owPDUMal f or medExcept i @1%3456789012345678901234567890123456789012345678901234567890123456789012345678e
throws PDUMal f or nedException, |nvalidCRCException { e");
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( 11
"b0012345678901234567890XXCs8W 12345678901234567~9012345c3PJi;- Sessi oni d----------CecSgct Rsa- si gnature-segment-------------------------~----
11 PSi - Sessionid---------- CecSgct Shal --Cr
} fail ("expected PDUMal f or medException on invalid CEC. CXC');
}
@Cat egor y( Excepti onTests. cl ass) cat ch( PDUMal f or medException e) { } // do nothing
@est (expected = PDUMal f or medExcepti on. cl ass) try { /1 XXX
public void snsftpMetaNoencMal f or mredShalShoul dThr owPDUMal f or medExcept i on() Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
throws PDUMal f or nedException, |nvalidCRCException {
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( "'b0112345678901234567890XXXs8W 1234567890123456789012345678901234567890123456789
"b0012345678901234567890XXCs8W 123456¢,890123456789012345e80)23456789012345678901234567890123456789012345678901234567890123456789012345678d
11 PSi - Sessionid---------- CecSgct Shal--------------------- Cre");
} /1
/111 SMBFTP_META - Encrypted connections
@cat egor y( Except i onTests. cl ass) fail ("expected PDUMal f or nedException on invalid CEC: XXX');
@est (expected = PDUMal f or medExcepti on. cl ass) }
public void cat ch( PDUMal f or medException e) { } // do nothing
snsft pMet aEnc1Tr uncat edSessi onl dShoul dThr owPDUMal f or nedExcept i on() }

throws PDUMal f or nedException, |nvalidCRCException {
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(

/1 conmmented out because this might not make sense on padded "snal|"
"b01123456789~1234567890CECs8W 12345678901234567890123456789012345678901234567/89 segnent counts
012345678901234567890123456789012345678901234567890123456789012345678901234567/82

e"); @at egor y( Excepti onTests. cl ass)
11 @est (expected = PDUMal f or medExcepti on. cl ass)
PSi - Sessionid---------- CecSgct Rsa- si gnature-segment--------------------------- public void
------------------------------------------------------------ Cr snsf t pMet aEnc1Truncat edSegment Count Shoul dThr owPDUMal f or medExcept i on()
} throws PDUMal f or medException, |nvali dCRCException {

Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
@cat egor y( Except i onTests. cl ass)

@est (expected = PDUMal f or medExcepti on. cl ass) "'b0112345678901234567890XXCs~W 1234567890123456789012345678901234567890123456789
public void 0123456789012345678901234567890123456789012345678901234567890123456789012345678?
snsft pMet aEnc1Mal f or medSessi onl dShoul dThr owPDUMaI f or nedExcept i on() ")
throws PDUMal f or nedException, |nvalidCRCException { 11
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( PSi - Sessionid---------- CecSgct Rsa- si gnature-segment--------------------------~---
____________________________________________________________ Cr

"b01123456789012345.,7890CECs8W 1234567890123456789012345678901234567890123456789
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*/ Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
" E12345678901234~678905e") ;

@cat egor y( Except i onTests. cl ass) 11 P-Sessionid---------- Cr
@est (expected = PDUMal f or medExcepti on. cl ass) }
public void
snsf t pMet aEnc1Mal f or medSegnent Count Shoul dThr owPDUMaI f or medExcept i on() @at egor y( Excepti onTests. cl ass)
throws PDUMal f or nedException, |nvalidCRCException { @est (expected = PDUMal f or medExcepti on. cl ass)
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( public void
snsf t pEndwai t Mal f or medSessi onl dShoul dThr owPDUMal f or medExcept i on()
"b0112345678901234567890XXC¢,8W 1234567890123456789012345678901234567890123456789 throws PDUMal f or medException, |nvali dCRCException {
01234567890123456789012345678901234567890123456789012345678901234567890123456780 Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
7"); " E1234567890123456,890a5") ;
Il I P-Sessionid---------- Cr
PSi - Sessi oni d
}
/1 SNBFTP_DATA
@at egor y( Excepti onTests. cl ass)
/1 SMBFTP_READY @est (expected = PDUMal f or medExcepti on. cl ass)
@cat egor y( Except i onTests. cl ass) public void snsftpDataShort Segnent | dShoul dThr owPDUMal f or medExcept i on()
@est (expected = PDUMal f or medExcepti on. cl ass) throws PDUMal f or medException, |nvali dCRCException {
public void snsftpReadyShort Sessi onl dShoul dThr owPDUMaI f or medExcept i on() Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary("ds8*50") ;
throws PDUMal f or nedException, |nvalidCRCException { 11 PSgi dCr
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( }
"c123456789012345678947") ;
11 P-Sessionid---------- Cr @at egor y( Excepti onTests. cl ass)
} @est (expected = PDUMal f or medExcepti on. cl ass)
public void snsftpDataMal for medSegnent | dShoul dThr owPDUMaI f or medExcept i on()
@cat egor y( Except i onTests. cl ass) throws PDUMal f or medException, |nvali dCRCException {
@est (expected = PDUMal f or medExcepti on. cl ass) Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary("ds8¢*c9");
public void snsftpReadyTruncat edSessi onl dShoul dThr owPDUMaI f or nedExcept i on() 11 PSgi dCr
throws PDUMal f or nedException, |nvalidCRCException { }
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"c12345678901234~6789000") ; /1 Reason for commenting out: should be inpossible to happen + requires
11 P-Sessionid---------- Cr /1 nore processing
} /1 - SMBFTP_DATA, SMSFTP_INIT, and SMBFTP_META, SMSFTP_I NI TI ATOR_| DENTI TY,
11 and SMSFTP_RESPONDER | DENTI TY suffers fromthe same dil emma
@cat egor y( Except i onTests. cl ass) /1 - for SMSFTP_META. noenc, SHAl can be converted and checked for
@est (expected = PDUMal f or medExcepti on. cl ass) 11 byte[].length
public void snsftpReadyMal f or medSessi onl dShoul dThr owPDUMal f or medExcept i on(/)*
throws PDUMal f or nedException, |nvalidCRCException { @at egor y( Excepti onTests. cl ass)
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( @est (expected = PDUMal f or medExcepti on. cl ass)
"c1234567890123456.89038") ; public void snsftpDataMal f or medBodyShoul dThr owPDUMal f or medExcept i on()
11 P-Sessionid---------- Cr throws PDUMal f or medException, |nvali dCRCException {
} Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary("ds8W ¢df ") ;
11 PSgi dBCr
}
/1 SMBFTP_END */

@cat egor y( Except i onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass)
public void snsftpEndShort Sessi onl dShoul dThr owPDUMaI f or medExcept i on()

throws PDUMal f or nedException, |nvalidCRCException { /1 NORVAL TEST CASES
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( /1 CORE_FIN
"e1234567890123456789af ") ; @at egor y( Regul ar Test s. cl ass)
/1 P-Sessionid---------- O @rest
} public void coreFinVal uesShoul dBeRet ur ned()
throws PDUMal f or medException, |nvali dCRCException {
@cat egor y( Except i onTests. cl ass) { // without Additional Message field
@est (expected = PDUMal f or medExcepti on. cl ass) /1 this is UU D 752500ef 3c564de38b6f 2d9f 0Oe6d2e72
public void snsftpEndTruncat edSessi onl dShoul dThr owPDUMaI f or medExcept i on() PDU finPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
throws PDUMal f or nedException, |nvalidCRCException { "f FX7%/4B>2: M 12>%N h=000172") ;
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( 11 P-Sessionid---------- Stat Cr
"e12345678901234~6789096") ;
11 P-Sessionid---------- Cr assert Equal s(fi nPDU. get PduType(), CorePDUType. CORE_FIN);
} Obj ect[] data = finPDU. getData();
assert Equal s(data. |l ength, 2);
@cat egor y( Except i onTests. cl ass) Il Session Id
@est (expected = PDUMal f or medExcepti on. cl ass) assert True(data[ 0] instanceof UU D);
public void snsftpEndMal f or nedSessi onl dShoul dThr owPDUMaI f or nedExcept i on() assert Equal s((UUI D)data[ 0], hexStringsToUU D(
throws PDUMal f or nedException, |nvalidCRCException { " 752500ef 3c564de3", "8b6f2d9f 0e6d2e72"));
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( /1 Status Code
"e1234567890123456.890d3") ; assert True(data[ 1] instanceof String);
11 P-Sessionid---------- Cr assert True("0001". equal s((String)(data[1])));
} }
{ /] with Additional Message field
PDU finPDU = Snsft pBi nar yPduDecoder . get I nst ance( ) . decodeBi nary(
/1 SMBFTP_END_WAI T "f FX79%/4B>2: M 12>%N h=0001This is a test messageb6");
@cat egor y( Except i onTests. cl ass) 11 P-Sessionid---------- St at Addi ti onal * Message****Cr
@est (expected = PDUMal f or medExcepti on. cl ass) assert Equal s(fi nPDU. get PduType(), CorePDUType. CORE_FIN);
public void snsftpEndwait Short Sessi onl dShoul dThr owPDUMaI f or nedExcept i on() Obj ect[] data = finPDU. getData();
throws PDUMal f or nedException, |nvalidCRCException { assert True(data.l ength == 3);
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( Il Session Id
" E123456789012345678934") ; assert True(data[ 0] instanceof UU D);
11 P-Sessionid---------- Cr assert Equal s((UUI D)data[ 0], hexStringsToUU D(
} " 752500ef 3c564de3", "8b6f2d9f 0e6d2e72"));
Il Status Code
@cat egor y( Except i onTests. cl ass) assert True(data[ 1] instanceof String);
@est (expected = PDUMal f or medExcepti on. cl ass) assert True("0001". equal s((String)(data[1])));
public void /1 Additional Message
snsf t pEndwai t Tr uncat edSessi onl dShoul dThr owPDUMaI f or medExcept i on() assert True(data[ 2] instanceof String);
throws PDUMal f or nedException, |nvalidCRCException { assertTrue("This is a test message".equal s((String)(data[2])));
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/1 CORE_FI N+ACK
@cat egor y( Regul ar Test s. cl ass)
@est
public void coreFi nackVal uesShoul dBeRet ur ned()
throws PDUMal f or nedException, |nvalidCRCException {
/1 this is UUI D 752500ef 3c564de38b6f 2d9f Oe6d2e72
PDU finackPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
" FFX7%/4B>2: M 12>%M h=05") ;
Il P-Sessionid---------- Cr
assert Equal s(fi nackPDU. get PduType(), CorePDUType. CORE_FI NACK) ;
oject[] data = finackPDU. getData();
assert True(data.length == 1);
/1 Session Id
assert True(data[ 0] instanceof UUID);
assert Equal s((UU D)data[ 0], hexStringsToUUl D(
" 752500ef 3c564de3", "8b6f2d9f 0e6d2e72"));

/1 CORE_RETRANSM SSI ON

@cat egor y( Regul ar Test s. cl ass)

@est

public void coreRetransni ssi onVal uesShoul dBeRet ur ned()
throws PDUMal f or nedException, |nvalidCRCException {

{ I/ enpty
PDU ret PDU = Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
"r59"Y ;
11 PCr

assert Equal s(ret PDU. get PduType(), CorePDUType. CORE_RETRANSM SSI ON) ;
oj ect[] data = retPDU. getData()
assert Equal s(data. | ength, 0);

}
{ I/ single hex
PDU ret PDU = Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
"raOlde");
11 PPSi Cr
assert Equal s(ret PDU. get PduType(), CorePDUType. CORE_RETRANSM SSI ON) ;
oj ect[] data = retPDU. getData()
assert Equal s(data.length, 2);
assert True(data[ 0] instanceof PDUType);
assert Equal s(data[ 0], SnsftpPDUType. SMSFTP_INIT);
assert True(data[ 1] instanceof Integer);
assert Equal s(((Integer)data[1]).intValue(), 1);

}

{ I/ single base85
PDU ret PDU = Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(

"rd0o00083");

11 PPSgi dCr
assert Equal s(ret PDU. get PduType(), CorePDUType. CORE_RETRANSM SSI ON) ;
oj ect[] data = retPDU. getData(); }
assert Equal s(data.length, 2);

assert True(data[ 0] instanceof PDUType);

assert Equal s(data[ 0], SnsftpPDUType. SMSFTP_DATA);
assertTrue(data[ 1] instanceof |nteger);

assert Equal s(((Integer)data[1]).intValue(), 3095042);

assert True(data[ 2] instanceof PDUType);

assert Equal s(data[ 2], SnsftpPDUType. SMSFTP_DATA) ;
assert True(data[ 3] instanceof |nteger);

assert Equal s(((Integer)data[3]).intValue(), 3095043);

assert True(data[ 4] instanceof PDUType);

assert Equal s(data[ 4], SnsftpPDUType. SMSFTP_DATA) ;
assert True(data[ 5] instanceof |nteger);

assert Equal s(((Integer)data[5]).intValue(), 310244);

{ // multi mxed

PDU ret PDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
"ra03d0001dt dr | bOOf 00dkana75") ;

11 PPSi PSgi dPSgi dPSi PSi PSgi dCr

assert Equal s(ret PDU. get PduType(), CorePDUType. CORE_RETRANSM SSI ON) ;

Obj ect[] data = retPDU. getData();

assert Equal s(data. |l ength, 12);

assert True(data[ 0] instanceof PDUType);

assert Equal s(data[ 0], SnsftpPDUType. SMSFTP_INIT);
assertTrue(data[ 1] instanceof |nteger);

assert Equal s(((Integer)data[1]).intValue(), 3);

assert True(data[ 2] instanceof PDUType);

assert Equal s(data[ 2], SnsftpPDUType. SMSFTP_DATA);
assert True(data[ 3] instanceof |nteger);

assert Equal s(((Integer)data[3]).intValue(), 3095043);

assert True(data[ 4] instanceof PDUType);

assert Equal s(dat a[ 4], SnsftpPDUType. SMSFTP_DATA) ;
assertTrue(data[ 5] instanceof |nteger);

assert Equal s(((Integer)data[5]).intValue(), 310244);

assert True(data[ 6] instanceof PDUType);

assert Equal s(data[ 6], SnsftpPDUType. SMSFTP_META) ;
assertTrue(data[ 7] instanceof |nteger);

assert Equal s(((Integer)data[7]).intValue(), 0);

assert True(data[ 8] instanceof PDUType);

assert Equal s(data[ 8], CorePDUType. CORE_FIN);
assert True(data[ 9] instanceof |nteger);

assert Equal s(((Integer)data[9]).intValue(), 0);

assert True(data[ 10] instanceof PDUType);

assert Equal s(dat a[ 10], Snsft pPDUType. SMSFTP_DATA) ;
assert True(data[ 11] instanceof Integer);

assert Equal s(((Integer)data[11]).intVal ue(), 15244969);

assert True(data[ 0] instanceof PDUType); @at egor y( Regul ar Test s. cl ass)
assert Equal s(data[ 0], SnsftpPDUType. SMSFTP_DATA) ; @est
assert True(data[ 1] instanceof Integer); public void coreRetransni ssionl nper f ect Val uesShoul dBeRet ur ned()

assert Equal s(((Integer)data[1]).intValue(), 3095042);

}
{ // mlti hex
PDU ret PDU = Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
"ra03b01c00e3");
11 PPSi PSi PSi Cr
assert Equal s(ret PDU. get PduType(), CorePDUType. CORE_RETRANSM SSI ON) ;
oj ect[] data = retPDU. getData()
assert Equal s(data. | ength, 6);

assert True(data[ 0] instanceof PDUType);

assert Equal s(data[ 0], SnsftpPDUType. SMSFTP_INIT);
assert True(data[ 1] instanceof Integer);

assert Equal s(( (I nteger)data[1]).intValue(), 3);

assert True(data[ 2] instanceof PDUType);

assert Equal s(data[ 2], SnsftpPDUType. SMSFTP_META) ;
assert True(data[ 3] instanceof Integer);

assert Equal s(((Integer)data[3]).intValue(), 1);

assert True(data[ 4] instanceof PDUType);

assert Equal s(data[ 4], SnsftpPDUType. SMSFTP_READY) ;
assert True(data[ 5] instanceof Integer);

assert Equal s(((Integer)data[5]).intValue(), 0);

}

{ // mlti base85
PDU ret PDU = Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(

"rd0o000d0001dtdrl 75");

11 PPSgi dPSgi dPSgi dCr
assert Equal s(ret PDU. get PduType(), CorePDUType. CORE_RETRANSM SSI ON) ;
oj ect[] data = retPDU. getData()
assert Equal s(data. | ength, 6);
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throws PDUMal f or medException, |nvali dCRCException {
| ast segnent cut short
PDU ret PDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
"ra0lf 00dwat 36") ;
11 PPSi PSi PSgi dCr
assert Equal s(ret PDU. get PduType(), Cor ePDUType. CORE_RETRANSM SSI ON) ;
Obj ect[] data = retPDU. getData();
assert Equal s(data. | ength, 4);

assert True(data[ 0] instanceof PDUType);

assert Equal s(data[ 0], SnsftpPDUType. SMSFTP_INIT);
assert True(data[ 1] instanceof |nteger);

assert Equal s(((Integer)data[1]).intValue(), 1);

assert True(data[ 2] instanceof PDUType);

assert Equal s(data[ 2], CorePDUType. CORE_FIN);
assert True(data[ 3] instanceof |nteger);

assert Equal s(((Integer)data[3]).intValue(), 0);
/1 remaining is unreadabl e

invalid PDU prefix
PDU ret PDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
"ra03x01c0060") ;
11 PPSi PSi PSi Cr
assert Equal s(ret PDU. get PduType(), Cor ePDUType. CORE_RETRANSM SSI ON) ;
Obj ect[] data = retPDU. getData();
assert Equal s(data. | ength, 4);

assert True(data[ 0] instanceof PDUType);

assert Equal s(data[ 0], SnsftpPDUType. SMSFTP_INIT);
assertTrue(data[ 1] instanceof |nteger);

assert Equal s(((Integer)data[1]).intValue(), 3);



}
{11

}
{11

/1 *x' PDUis unknown -> continue
"a011234567890123456789012345678901234567890123456789012345678901234567890123456

assert True(data[ 2] instanceof PDUType); 78901234567890123456789012345678901234567890123456789012345678901234567890123458
assert Equal s(data[ 2], SnsftpPDUType. SMSFTP_READY) ; 2");
assert True(data[ 3] instanceof Integer); 11
assert Equal s(((Integer)data[3]).intValue(), 0); PSi - Sessionid---------- Encrypt ed- aes- key-segment-part-1-------------------------

____________________________________________________________ Cr

invalid hex (format) assert Equal s(i ni t PDU. get PduType(), SmsftpPDUType. SVMSFTP_I NI T);
PDU ret PDU = Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nar y( Object[] data = initPDU. getData();
"rf00i xxa00e3") ; assert Equal s(data. |l ength, 3);
11 PPSi PSi PSi Cr assert True(data[ 0] instanceof Integer);
assert Equal s(ret PDU. get PduType(), CorePDUType. CORE_RETRANSM SSI ON) ; assert Equal s(data[ 0], 1);
oj ect[] data = retPDU. getData(); Il Session Id
assert Equal s(data. | ength, 4); assert True(data[ 1] instanceof UU D);
assert Equal s((UUI D)data[ 1], hexStri ngsToUU D(

assert True(data[ 0] instanceof PDUType); "32699b3242279c09", "32699b3242279c09"));
assert Equal s(data[ 0], CorePDUType. CORE_FIN); /1 Encrypted AES Segnent
assert True(data[ 1] instanceof Integer); assert True(data[ 2] instanceof String);
assert Equal s(((Integer)data[1]).intValue(), 0); assert Equal s((String)datal?2],

"1234567890123456789012345678901234567890123456789012345678901234567890123456789
/1 *xx' hex is invalid 01234567890123456789012345678901234567890123456789012345") ;

}
assert True(data[ 2] instanceof PDUType);
assert Equal s(data[ 2], SmsftpPDUType. SMSFTP_INIT); @at egor y( Regul ar Test s. cl ass)
assert True(data[ 3] instanceof Integer); @est
assert Equal s(((Integer)data[3]).intValue(), 0); public void snsftplnitEnc2and3Val uesShoul dBeRet ur ned()
throws PDUMal f or medException, |nvali dCRCException {
invalid segnent id (fornmat) { /1l part 2
PDU ret PDU = Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nar y( PDU i ni t PDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
"ra0lds8Wdt dr| b0Of O0Odkanaca") ;

11 PPSi PSgi dPSgi dPSi PSi PSgi dCr "a021234567890123456789012345678901234567890123456789012345678901234567890123456
assert Equal s(ret PDU. get PduType(), CorePDUType. CORE_RETRANSM SSI&N)123456789012345678901234567890123456789012345678901234567890123456789012345f
oj ect[] data = retPDU. getData(); 3");
assert Equal s(data. | ength, 10); 11

PSi - Encr ypt ed- aes- key- segnent - part - 2
assert True(data[ 0] instanceof PDUTYpe); ~ seeee e eeeeeoieooaoooooo--

assert Equal s(data[ 0], SnsftpPDUType. SMSFTP_INIT); assert Equal s(i ni t PDU. get PduType(), SmsftpPDUType. SVMSFTP_I NI T);
assert True(data[ 1] instanceof Integer); Object[] data = initPDU. getData();
assert Equal s(((Integer)data[1]).intValue(), 1); assert Equal s(data. |l ength, 3);
assert True(data[ 0] instanceof |nteger);
/1 's8W' segnent idis invalid assert Equal s(data[ 0], 2);
/1 Session Id
assert True(data[ 2] instanceof PDUType); assert True(data[ 1] instanceof UUD);
assert Equal s(data[ 2], SnsftpPDUType. SMSFTP_DATA) ; assert Equal s((UUI D)data[ 1], hexStri ngsToUU D(
assert True(data[ 3] instanceof Integer); "32699b3242279c09", "32699b3242279c09"));
assert Equal s(( (I nteger)data[3]).intValue(), 310244); /1 Encrypted AES Segnent
assert True(data[ 2] instanceof String);
assert True(data[ 4] instanceof PDUType); assert Equal s((String)datal?2],
assert Equal s(data[ 4], SnsftpPDUType. SMSFTP_META) ; "1234567890123456789012345678901234567890123456789012345678901234567890123456789
assert True(data[ 5] instanceof Integer); 01234567890123456789012345678901234567890123456789012345") ;
assert Equal s(((Integer)data[5]).intValue(), 0); }
{ // part 3
assert True(data[ 6] instanceof PDUType); PDU i ni t PDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
assert Equal s(data[ 6], CorePDUType. CORE_FIN);
assert True(data[ 7] instanceof Integer); "a031234567890123456789012345678901234567890123456789012345678901234567890123456
assert Equal s(((Integer)data[7]).intValue(), 0); 7890123456789012345678901234567890123456789012345678901234567890123456789012345d
¢
assert True(data[ 8] instanceof PDUType); 11
assert Equal s(data[ 8], SnsftpPDUType. SMSFTP_DATA) ; PSi - Encr ypt ed- aes- key- segnent - part -3
assert True(data[ 9] instanceof Integer); e
assert Equal s(((Integer)data[9]).intValue(), 15244969); assert Equal s(i ni t PDU. get PduType(), SmsftpPDUType. SVMSFTP_I NI T);
} Object[] data = initPDU. getData();
/1 NOTE: for invalid segment id for specific PDU (i.e. "4' for 'i' assert Equal s(data. |l ength, 3);
11 PDU, it should be sinply ignored by the protocol assert True(data[ 0] instanceof |nteger);
} assert Equal s(data[ 0], 3);
/1 Session Id
assert True(data[ 1] instanceof UU D);
/1 SMBFTP_INIT assert Equal s((UUI D)data[ 1], hexStri ngsToUU D(
@cat egor y( Regul ar Test s. cl ass) "32699b3242279c09", "32699b3242279c09"));
@est /1 Encrypted AES Segnent
public void snsftplnitNoencVal uesShoul dBeRet ur ned() assert True(data[ 2] instanceof String);
throws PDUMal f or nedException, |nvalidCRCException { assert Equal s((String)datal?2],
PDU i ni t PDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nary( "1234567890123456789012345678901234567890123456789012345678901234567890123456789
"a0012345678901234567890c1") ; 01234567890123456789012345678901234567890123456789012345") ;
11 PSi - Sessionid---------- Cr }
assert Equal s(i ni t PDU. get PduType(), SnsftpPDUType. SMSFTP_INIT); }
oj ect[] data = initPDU. getData();
assert Equal s(data. | ength, 2);
assert True(data[ 0] instanceof Integer); /1 SNBFTP_META
assert Equal s(data[0], 0); @at egor y( Regul ar Test s. cl ass)
/1 Session Id @rest
assert True(data[ 1] instanceof UUID); public void snsftpMetaNoencVal uesShoul dBeRet ur ned()
assert Equal s((UUl D)data[ 1], hexStringsToUUl D( throws PDUMal f or medException, |nvali dCRCException {
"32699b3242279c09", "32699b3242279c09")); PDU net aPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
} "'b0012345678901234567890XXCs8W s8W ! s8W ! s8W ! s8W | s8W ! 67");
11 PSi - Sessionid---------- CecSget Shal--------------------- Cr
@Cat egor y( Regul ar Test s. cl ass) assert Equal s( net aPDU. get PduType(), SmsftpPDUType. SVMSFTP_NETA) ;
@est Obj ect[] data = netaPDU. getData();
public void snsftplnitEnclVal uesShoul dBeRet urned() assert Equal s(data. |l ength, 5);
throws PDUMal f or nedException, |nvalidCRCException { assert True(data[ 0] instanceof |nteger);
PDU i ni t PDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y( assert Equal s(data[ 0], 0);
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/1 Session Id

assert True(data[ 1] instanceof UUID);

assert Equal s((UUl D)data[ 1], hexStringsToUUl D(
"32699b3242279c09", "32699b3242279c09"));

/1 CEC

assert True(data[ 2] instanceof String);

assert Equal s("XXC', data[2]);

/'l Segnent Count

assert True(data[ 3] instanceof Integer);

assert Equal s((Integer)data[3], new Integer(16777215));

/1 SHAL Checksum

assert True(data[ 4] instanceof byte[]);

assert True( Arrays. equal s((byte[])data[4],
javax. xnl . bi nd. Dat at ypeConvert er . par seHexBi nar y( }
NARSARAREACARERCARAREAAREREARARARRARARENIDIN

}

assert Equal s(data. |l ength, 3);

assert True(data[ 0] instanceof Integer);

assert Equal s(data[ 0], 3);

/1 Session id

assert True(data[ 1] instanceof UU D);

assert Equal s((UUI D)data[ 1], hexStri ngsToUU D(
"32699b3242279c09", "32699b3242279c09"));

I/ RSA Signature segment

assert True(data[ 2] instanceof String);

assert Equal s((String)datal?2],

"1234567890123456789012345678901234567890123456789012345678901234567890123456789
01234567890123456789012345678901234567890123456789012345" ) ;

/'l SNMBFTP_READY

@Cat egor y( Regul ar Test s. cl ass)

public void snsftpMetaEnclVal uesShoul dBeRet urned()
throws PDUMal f or nedException, |nvalidCRCException {
/1 Segnment count is 16777215 (or 'ffffff")
PDU net aPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(

"b0112345678901234567890CECs8W 1234567890123456789012345678901234567890123456789
01234567890123456789012345678901234567890123456789012345678901234567890123456787
);

11
PSi - Sessionid---------- CecSgct Rsa- si gnature-segment-----------------------------
____________________________________________________________ O

assert Equal s(met aPDU. get PduType(), SnsftpPDUType. SMSFTP_META) ;

oj ect[] data = netaPDU. get Data(); }

assert Equal s(data. | ength, 5);

assert True(data[ 0] instanceof Integer);
assert Equal s(data[0], 1);

/1 Session id

assert Equal s((UUl D)data[ 1], hexStringsToUUl D(
"32699b3242279c09", "32699b3242279c09"));
/1 CEC
assert True(data[ 2] instanceof String);
assert Equal s(data[2], "CEC');
/1 Segnent count
assert True(data[ 3] instanceof Integer);
assert Equal s((Integer)data[3], new Integer(16777215));
/1 RSA Signature Segment
assert True(data[ 4] instanceof String);
assert Equal s((String)datal4],
"1234567890123456789012345678901234567890123456789012345678901234567890123456789
0123456789012345678901234567890123456789012345678") ;
}

@Cat egor y( Regul ar Test s. cl ass)
@est
public void snsftpMetaEnc2and3RsaSi gSegnent Shoul dBeRet ur ned()
throws PDUMal f or nedException, |nvalidCRCException {
{ /] part 2
PDU net aPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(

"b021234567890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789012345678901234567890123456789012345678901234567890123454
4
11
PSi - Rsa- si gnat ur e- segnment
assert Equal s(met aPDU. get PduType(), SnsftpPDUType. SMSFTP_META) ;
oj ect[] data = netaPDU. get Data();
assert Equal s(data. | ength, 3); }
assert True(data[ 0] instanceof Integer);
assert Equal s(data[ 0], 2);
/1 Session id
assert True(data[ 1] instanceof UUID);

"32699b3242279c09", "32699b3242279c09"));
/1 RSA Signature segment
assert True(data[ 2] instanceof String);
assert Equal s((String)data[?2],
"1234567890123456789012345678901234567890123456789012345678901234567890123456789
01234567890123456789012345678901234567890123456789012345") ;

@at egor y( Regul ar Test s. cl ass)
@est @est
public void snsftpReadyVal uesShoul dBeRet ur ned()

throws PDUMal f or medException, |nvali dCRCException {

PDU readyPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(

"c1234567890123456789042") ;
P-Sessionid- -------- o

assert Equal s(readyPDU. get PduType(), SnsftpPDUType. SMSFTP_READY) ;
Obj ect[] data = readyPDU. getData();

assert Equal s(data. |l ength, 1);

/1 Session id

assert True(data[ 0] instanceof UU D);

assert Equal s((UUI D)data[ 0], hexStringsToUU D(

"32699b3242279¢c09", "32699b3242279c09"));

/1 SNBFTP_DATA

@at egor y( Regul ar Test s. cl ass)

assert True(data[ 1] instanceof UUID); @est

public void snsftpDataVal uesShoul dBeRet ur ned()

throws PDUMal f or medException, |nvali dCRCException {

{ /] enmtpy Data (this is still perfectly acceptable :) )

Il Segrment Id in hex: "ffffff"

PDU dat aPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
"ds8w2a");

11 PSgi dCr

asser t Equal s(dat aPDU. get PduType(), SmsftpPDUType. SVSFTP_DATA) ;

Obj ect[] data = dataPDU. get Dat a()

assert Equal s(data. |l ength, 2);

/1 Segment Id

assert True(data[ 0] instanceof |nteger);

assert Equal s(((Integer)data[0]).intValue(), 16777215);

}
{ // with Data

Il Segment Id in hex: "ffffff"
PDU dat aPDU =
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"ds8W Sanpl e Bodych");
11 PSgi d-Data------ Cr
asser t Equal s(dat aPDU. get PduType(), SmsftpPDUType. SVSFTP_DATA) ;
Obj ect[] data = dataPDU. get Dat a()
assert Equal s(data. |l ength, 2);
/1 Segment Id
assert True(data[ 0] instanceof |nteger);
assert Equal s(((Integer)data[0]).intValue(), 16777215);
/1 Data
assert True(data[ 1] instanceof String);
assert Equal s(data[ 1], "Sanple Body");

/1 SMBFTP_I NI TI ATOR | DENTI TY

@at egor y( Regul ar Test s. cl ass)

assert Equal s((UUl D)data[ 1], hexStringsToUUl D( @est

public void snsftplnitiatorldentityVal uesShoul dBeRet urned()

throws PDUMal f or medException, |nvali dCRCException {

{ /] part 1

PDU ii dPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(

"i1011234567890123456789012345678901234567890123456789012345678901234567890123456

7890123456789012345678901234567890123456789012345678901234567890123456789012345e

}
{ // part 3 3");
PDU net aPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(

I

PSi - Rsa- publ i C-Key=---------oomm e

"b0312345678901234567890123456789012345678901234567890123456789012345678901-23456-
78901234567890123456789012345678901234567890123456789012345678901234567890123456
b"):
11
PSi - Rsa- si gnat ur e- segnment
assert Equal s(met aPDU. get PduType(), SnsftpPDUType. SMSFTP_META) ;
oj ect[] data = netaPDU. get Data();

137

assert Equal s(ii dPDU. get PduType(),
Smsf t pPDUType. SMBFTP_I NI TI ATOR_| DENTI TY) ;
Obj ect[] data = iidPDU. getData();
assert Equal s(data. |l ength, 2);
/1 Segment Id
assert True(data[ 0] instanceof |nteger);
assert Equal s(((Integer)data[0]).intValue(), 1);



/1 RSA Public Key
assert True(data[ 1] instanceof String);
assert Equal s((String)data[1],
"12345678901234567890123456789012345678901234567890123456789012345678901234567)89
0123456789012345678901234567890123456789012345678901234567890123456789012345") ;
} /1 SMBFTP_RESPONDER | DENTI TY
{ /] part 2 @at egor y( Regul ar Test s. cl ass)
PDU iidPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y( @est
public void snsftpResponder|dentityVal uesShoul dBeRet ur ned()
"1021234567890123456789012345678901234567890123456789012345678901234567890123456 throws PDUMal f or medException, |nvali dCRCException {
78901234567890123456789012345678901234567890123456789012345678901234567890123459 { // part 1
2"); PDU ri dPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
11
PSi - Rsa- public-Key---------cmmmm e "j-011234567890123456789012345678901234567890123456789012345678901234567890123456

"1234567890123456789012345678901234567890123456789012345678901234567890123456789
0123456789012345678901234567890123456789012345678901234567890123456789012345" ) ;

78901234567890123456789012345678901234567890123456789012345678901234567890123455

assert Equal s(ii dPDU. get PduType(), 4");

Snsf t pPDUType. SMBFTP_I NI TI ATOR | DENTI TY) ; /1
oj ect[] data = iidPDU. getData(); PSi - Rsa- publ i c- key
assert Equal s(data.length, 2); e --
/1 Segment |d assert Equal s(ri dPDU. get PduType(),
assert True(data[ 0] instanceof Integer); Snsf t pPDUType. SMSFTP_RESPONDER_| DENTI TY) ;
assert Equal s(( (I nteger)data[0]).intValue(), 2); Obj ect[] data = ridPDU. getData();

/'l RSA Public Key assert Equal s(data. |l ength, 2);
assert True(data[ 1] instanceof String); /1 Segment Id
assert Equal s((String)data[1], assert True(data[ 0] instanceof |nteger);
"1234567890123456789012345678901234567890123456789012345678901234567890123456789 assert Equal s(((Integer)data[0]).intValue(), 1);
0123456789012345678901234567890123456789012345678901234567890123456789012345") ; Il RSA Public Key
} assert True(data[ 1] instanceof String);
{1/ part 3 assert Equal s((String)data[1],
PDU iidPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y{1234567890123456789012345678901234567890123456789012345678901234567890123456789
0123456789012345678901234567890123456789012345678901234567890123456789012345") ;
"1031234567890123456789012345678901234567890123456789012345678901234567890123456 }
7890123456789012345678901234567890123456789012345678901234567890123456789012345b { // part 2

d"); PDU ri dPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(
11
PSi - Rsa- public-Key---------commm "j-621234567890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789012345678901234567890123456789012345678901234567890123452
assert Equal s(ii dPDU. get PduType(), 5");
Snsft pPDUType. SMBFTP_I NI TI ATOR | DENTI TY) ; /1
oj ect[] data = iidPDU. getData(); PSi-Rsa-public-key-----------cmmmm
assert Equal s(data.length, 2); e oo Cr
/1 Segment |d assert Equal s(ri dPDU. get PduType(),
assert True(data[ 0] instanceof Integer); Snsf t pPDUType. SMSFTP_RESPONDER_| DENTI TY) ;
assert Equal s(( (I nteger)data[0]).intValue(), 3); Obj ect[] data = ridPDU. getData();

/1 RSA Public Key assert Equal s(data. |l ength, 2);
assert True(data[ 1] instanceof String); /1 Segment Id
assert Equal s((String)data[1], assert True(data[ 0] instanceof |nteger);
"1234567890123456789012345678901234567890123456789012345678901234567890123456789 assert Equal s(((Integer)data[0]).intValue(), 2);
0123456789012345678901234567890123456789012345678901234567890123456789012345") ; /1 RSA Public Key
} assert True(data[ 1] instanceof String);
{ /] part 4 assert Equal s((String)data[1],
PDU iidPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y{1234567890123456789012345678901234567890123456789012345678901234567890123456789
0123456789012345678901234567890123456789012345678901234567890123456789012345") ;
"1041234567890123456789012345678901234567890123456789012345678901234567890123456 }
78901234567890123456789012345678901234567890123456789012345678901234567890123457 { // part 3

0);
11
PSi - Rsa- publ i c- key-
assert Equal s(ii dPDU. get PduType(),
Snsf t pPDUType. SMSFTP_I NI TI ATOR | DENTI TY) ;

PDU ri dPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(

-031234567890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789012345678901234567890123456789012345678901234567890123450
a’);

I

oj ect[] data = iidPDU. getData();

assert Equal s(data. | ength, 2);

/1 Segment |d assert Equal s(ri dPDU. get PduType(),

assert True(data[ 0] instanceof Integer); Snsf t pPDUType. SMSFTP_RESPONDER_| DENTI TY) ;
assert Equal s(((Integer)data[0]).intValue(), 4); Obj ect[] data = ridPDU. getData();

/'l RSA Public Key assert Equal s(data. |l ength, 2);
assert True(data[ 1] instanceof String); /1 Segment Id
assert Equal s((String)data[1], assert True(data[ 0] instanceof |nteger);
"1234567890123456789012345678901234567890123456789012345678901234567890123456789 assert Equal s(((Integer)data[0]).intValue(), 3);
0123456789012345678901234567890123456789012345678901234567890123456789012345") ; Il RSA Public Key
} assert True(data[ 1] instanceof String);
{ /] part 5 assert Equal s((String)data[1],
PDU iidPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y{1234567890123456789012345678901234567890123456789012345678901234567890123456789
0123456789012345678901234567890123456789012345678901234567890123456789012345") ;
"1051234567890123456789012345678901234567890123456789012345678901234567890123456 }
78901234567890123456789012345678901234567890123456789012345678901234567890123455 { // part 4

') PDU ri dPDU = Snsft pBi nar yPduDecoder . get | nst ance() . decodeBi nar y(

11
PSi - Rsa- public-Key---------comm "j-041234567890123456789012345678901234567890123456789012345678901234567890123456
--------------------------------------------------- Cr 7890123456789012345678901234567890123456789012345678901234567890123456789012345¢

assert Equal s(ii dPDU. get PduType(), )5

Snsf t pPDUType. SMSFTP_I NI TI ATOR | DENTI TY) ; /1

oj ect[] data = iidPDU. getData(); PSi - Rsa- publ i c- key

assert Equal s(data.length, 2); e

/1 Segment |d assert Equal s(ri dPDU. get PduType(),

assert True(data[ 0] instanceof Integer); Snsf t pPDUType. SMSFTP_RESPONDER_| DENTI TY) ;

assert Equal s(((Integer)data[0]).intValue(), 5); Obj ect[] data = ridPDU. getData();

/1 RSA Public Key assert Equal s(data. |l ength, 2);
assert True(data[ 1] instanceof String); /1 Segment Id
assert Equal s((String)data[1], assert True(data[ 0] instanceof |nteger);
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assert Equal s(((Integer)data[0]).intValue(), 4); 11

/1 RSA Public Key

assert True(data[ 1] instanceof String);

assert Equal s((String)data[1], fail ("expected PDUMal f or medException on invalid Segnent I|d " +
"1234567890123456789012345678901234567890123456789012345678901234567890123456789 "on SMSFTP_META: 04");
0123456789012345678901234567890123456789012345678901234567890123456789012345") ; }

} cat ch( PDUMal f or medException e) { } // do nothing
{1/ part 5 try { /1 0X
PDU ri dPDU = Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nar y( Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(

"j 051234567890123456789012345678901234567890123456789012345678901234567890 1 2BXER345678901234567890CECs8W 1234567890123456789012345678901234567890123456789
789012345678901234567890123456789012345678901234567890123456789012345678900PA3Me67890123456789012345678901234567890123456789012345678901234567890123456782
8); )

11 11
PSi - Rsa- publ i c- key

Cr --O

assert Equal s(ri dPDU. get PduType(), fail ("expected PDUMal f or medException on invalid Segnent I|d " +
Snsf t pPDUType. SMSFTP_RESPONDER | DENTI TY) ; "on SMBFTP_META: 0X');
oj ect[] data = ridPDU. getData(); }
assert Equal s(data. | ength, 2); cat ch( PDUMal f or medException e) { } // do nothing
/1 Segment |d try { /] &
assert True(data[ 0] instanceof Integer); Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
assert Equal s(((Integer)data[0]).intValue(), 5);
/1 RSA Public Key "bG012345678901234567890CECs8W 1234567890123456789012345678901234567890123456789
assert True(data[ 1] instanceof String); 0123456789012345678901234567890123456789012345678901234567890123456789012345678f
assert Equal s((String)data[1], d");
"1234567890123456789012345678901234567890123456789012345678901234567890123456789 11
012345678901234567890123456789012345678901234567890123456789012345678901234G")Sessi oni d
} _______________
} fail ("expected PDUMal f or nedException on invalid Segnent Id " +
"on SMSFTP_META: Q0");
}
/1 Milti-tests cat ch( PDUMal f or medException e) { } // do nothing
/111 Includes the follow ng:
/111 - SMSFTP_INIT 1111 SNMSFTP_I NI TI ATOR_| DENTI TY
/111 - SMBFTP_META try { // 00
/111 - SMSFTP_I NI TI ATOR_| DENTI TY Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
/111 - SMSFTP_RESPONDER | DENTI TY
/111 - SMSFTP_DATA "i1001234567890123456789012345678901234567890123456789012345678901234567890123456
@cat egor y( Except i onTests. cl ass) 7890123456789012345678901234567890123456789012345678901234567890123456789012345¢
@est c");
public void snsftpMiltilnvalidSegment!dShoul dThr owPDUMaI f or nedExcepti on() 11
throws PDUMal f or nedException, |nvalidCRCException { PSi -RSA-public-Key-----------mm
TH1] SMBFTP_INIT e e oo Cr
try { // 04 fail ("expected PDUMal f or medException on invalid Segnent Id " +
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( "on SMSFTP_I NI TI ATOR_I DENTI TY: 00");

}
"a041234567890123456789012345678901234567890123456789012345678901234567890123456 cat ch( PDUMal f or medException e) { } // do nothing
78901234567890123456789012345678901234567890123456789012345678901234567890123451 try { // 06

1"); Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
11
PSi - Sessionid---------- Encrypt ed- aes- key-segment-part-1------------------- "i-061234567890123456789012345678901234567890123456789012345678901234567890123456
------------------------------------------------------------ Cr 78901234567890123456789012345678901234567890123456789012345678901234567890123452
fail ("expected PDUMal f or nedException on invalid Segment Id " +e");
"on SMSFTP_INIT: 04"); 11
}
cat ch( PDUMaI f or medException e) { } // do nothing
try { /1 OX fail ("expected PDUMal f or medException on invalid Segnent Id " +
Snsf t pBi nar yPduDecoder . get | nst ance( ) . decodeBi nar y( "on SMBFTP_I NI TI ATOR_| DENTI TY: 06");

}

"a0X1234567890123456789012345678901234567890123456789012345678901234567890123456 cat ch( PDUMal f or medException e) { } // do nothing
7890123456789012345678901234567890123456789012345678901234567890123456789012345d try { // 0X
8"); Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(

11
PSi - Sessionid---------- Encrypt ed- aes- key-segment-part-1------------------- "i-0X1234567890123456789012345678901234567890123456789012345678901234567890123456
7890123456789012345678901234567890123456789012345678901234567890123456789012345b
fail ("expected PDUMal f or medException on invalid Segment Id " +9");

"on SMSFTP_INIT: 0X'); 11
} PSi -RSA-public-Key-----------mmm
cat ch(PDUMal f ormedException e) { } // do nothing = ceeeeeeee oo Cr
try { /] @ fail ("expected PDUMal f or medException on invalid Segnent I|d " +
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( "on SMSFTP_I NI TI ATOR_I DENTI TY: 0X");

}
"al01234567890123456789012345678901234567890123456789012345678901234567890123456 cat ch( PDUMal f or medException e) { } // do nothing
78901234567890123456789012345678901234567890123456789012345678901234567890123450 try { // &0
2"); Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
11
PSi - Sessi oni d -G01234567890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789012345678901234567890123456789012345678901234567890123456
fail ("expected PDUMal f or medException on invalid Segment Id " +3");
"on SMSFTP_INIT: @Q0"); 11

- Encrypt ed- aes- key- segnent - part - 1-

}
cat ch( PDUMal f or medException e) { } // do nothing

fail ("expected PDUMal f or nedException on invalid Segnent Id " +

/111 SMBFTP_META "on SMSFTP_I NI TI ATOR_I DENTI TY: @Q0");
try { // 04 }
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( cat ch( PDUMal f or medException e) { } // do nothing

"b0412345678901234567890CECs8W 1234567890123456789012345678901234567890123456789 //// SNMSFTP_RESPONDER_| DENTI TY
0123456789012345678901234567890123456789012345678901234567890123456789012345678e try { // 00
e"); Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
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"] 00123456789012345678901234567890123456789012345678901234567890123456789018ek36 or g. j uni t. experiment al . cat egori es. Cat egory;
78901234567890123456789012345678901234567890123456789012345678901234567890123457

b"); inport org.junit. Test;
11
PSi - RSA-publ i C-Key----- - - m oo oo
___________________________________________________ Cr
fail ("expected PDUMal f or medException on invalid Segment Id " +public class BionetricFingerprintTest {
"on SMSFTP_RESPONDER | DENTI TY: 00"); @at egor y( Regul ar Test s. cl ass)
} @rest
cat ch( PDUMal f or medException e) { } // do nothing public void fingerprintShoul dBeReturned() {
try { // 06 byte[] testlnputl = {};
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( String testResultl = "surrender classroom pandenic tycoon finicky " +
"glitter disable ancient component edict " +
"j061234567890123456789012345678901234567890123456789012345678901234567890123456 “rebel lion uncut Montana facial borderline " +
78901234567890123456789012345678901234567890123456789012345678901234567890123459 "peachy pharmacy storny anusement Al gol";
9"); assert Equal s(testResul t1,
11 Bi onetri cFi ngerprint.getBionetricFingerprint(testlnputl));
PSi - RSA-publ i C-Key----- - m oo oo
--------------------------------------------------- Cr byte[] testlnput2 = {0x46, O0x75, 0x63, O0x6b, 0x0a};
fail ("expected PDUMal f or medException on invalid Segment Id " + String testResult2 = "speculate bluebird mllionaire spearhead " +
"on SMSFTP_RESPONDER | DENTITY: 06"); "graduate offload hurricane nusic repellent " +
} "backfield Ham |l ton tissue combustion " +
cat ch( PDUMal f or medException e) { } // do nothing "sweatband Atlantic merit pedigree CGeiger " +
try { /] OX "Apol | o quiver";
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary( assert Equal s(test Resul t 2,

Bi onetri cFi ngerprint.getBionetricFingerprint(testlnput2));
"j 0X1234567890123456789012345678901234567890123456789012345678901234567890123456
78901234567890123456789012345678901234567890123456789012345678901234567890123450

e"); @at egor y( Excepti onTests. cl ass)
11 @est (expected = Nul | Poi nt er Excepti on. cl ass)
PSi - RSA-publ i C-K@Y----- - - m oo oo public void null Shoul dThrowhul | Poi nt er Exception() {
--------------------------------------------------- Cr Bi onetri cFi ngerprint.getBionetricFingerprint(null);
fail ("expected PDUMal f or medException on invalid Segment Id " + }
"on SMBFTP_RESPONDER | DENTI TY: 0X'); }

}
cat ch( PDUMal f or medException e) { } // do nothing
try { /] @
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"j G01234567890123456789012345678901234567890123456789012345678901234567890/i234%®me: src/test/ unit/javal CoreProtocol Test.java
789012345678901234567890123456789012345678901234567890123456789012345678901:23450 - - - - - - - - - - - - - - - - oo oo oo oo

4
11 inport comtransmi sns. core. protocol . CoreLookupTabl e;
PSi - RSA-publ i C-K@Y----- - - m o oo
--------------------------------------------------- Cr inport static org.junit.Assert.assertEquals;
fail ("expected PDUMal f or medException on invalid Segment Id " +nport static org.junit.Assert.assertNotEqual s;
"on SMSFTP_RESPONDER | DENTITY: &0"); inport static org.junit.Assert.assertTrue;

} inport static org.junit.Assert.assertFal se;
cat ch( PDUMal f or medException e) { } // do nothing
inport org.junit.experinental.categories.Category;
/111 SMSFTP_DATA
try { // nalformed inport org.junit. Test;
Snsf t pBi nar yPduDecoder . get | nst ance() . decodeBi nary(
"ds8W,Sanpl e Body03");
11 PSgi d-Data------ Cr
fail ("expected PDUMal f or medException on nal formed Segment Id "public class CoreProtocol Test {
"on SMSFTP_RESPONDER_| DENTI TY: s8W.");

} @at egor y( Regul ar Test s. cl ass)
cat ch( PDUMal f or medException e) { } // do nothing @est
} public void coreLookupTabl eHeal t hCheck() {
Cor eLookupTabl e clt = new CoreLookupTabl e();
% }
* }
*
*

private UUI D hexStringsToUU D(String nsb, String Isbh) {
Byt eBuf f er msbBuffer = ByteBuffer.allocate(Long. BYTES). put (
javax. xnl . bi nd. Dat at ypeConverter. parseHexBi nary(nsb)); = ----------mmmmmm oo
ByteBuf fer |sbBuffer = ByteBuffer.allocate(Long. BYTES). put ( Fil ename: src/test/unit/javal/ Decoder Test.java
javax. xnl . bi nd. Dat at ypeConverter. parseHexBi nary(lsb));  --------m-mmmmmm oo
nmsbBuffer.flip(); // required for reading

I sbBuffer.flip(); // required for reading inport comtransmi sns. core. protocol . Connecti on;
return new UUl D(nmsbBuf fer. get Long(), |sbBuffer.getLong()); inport comtransmi sns. core. protocol . CoreProtocol Facade;
} inport comtransni sns. core. protocol . Cor ePDUType;
} inport comtransmi sns. core. protocol . PDUType;

inport comtransm sns. snsftp. protocol . Smsft pFacade;
inport comtransm sns. snsftp. protocol . Smsft pSessi on;

inport comtransmi sns. core. protocol . PDUMal f or nedExcept i on;
-------------------------------------------------------------- inport comtransm sns. core. protocol . | nval i dCRCExcepti on;
Fi |l enane: src/test/unit/javal/Bi onetricFingerprintTest
-------------------------------------------------------------- inport java.util.HashSet;
inport java.util.Set;

inport comtransm sns. core. util.crypto.BionetricFingerprint;

inport static org.junit.Assert.assertEquals;
inport static org.junit.Assert.assertEquals; inport static org.junit.Assert.assertNotEquals;
inport static org.junit.Assert.assertNotEquals; inport static org.junit.Assert.assertTrue;
inport static org.junit.Assert.assertTrue; inport static org.junit.Assert.assertFal se;
inport static org.junit.Assert.assertFal se; inport static org.junit.Assert.fail;

inport static org.junit.Assert.fail;
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inport org.junit.experinmental.categories. Category;

inport org.junit.experinental.categories.Category;
inport org.junit. Test;

inport org.junit. Test;

public class DecoderTest {
private static CoreProtocol Facade generateTest Facade() { public class RSAPEM nport Export Test {
return new Snsft pFacade( Snsft pSessi on. generatel niti at or Pai r Sessi on(

Connect i on. cr eat eResponder Connection(null)), null); @at egor y( Regul ar Test s. cl ass)
} @est
public void x509Shoul dBeRet urned() throws RSADecoder Exception {
// ERROR TEST CASES byte[] penFileByteArrayl = ("----- BEG N PUBLI C KEY----- \n" o+

@cat egor y( Excepti onTests. cl ass)

@est (expected = Nul | Poi nt

er Exception. cl ass)

public void null Shoul dThr owNul | Poi nt er Excepti on()

throws PDUMal f or nedExcepti on,
Cor eProtocol Facade f =

f.decode(null);

}

I nval i dCRCException {

Decoder Test . gener at eTest Facade() ;

@cat egor y( Except i onTests. cl ass)

@est (expected = PDUMal f or
public void enptyShoul dThr

throws PDUMal f or nedExcepti on,
Cor eProtocol Facade f =

nmedExcepti on. cl ass)
owPDUMal f or nedExcept i on()

I nval i dCRCException {

Decoder Test . gener at eTest Facade() ;

f.decode("");

/1 NORVAL TEST CASES

/1 HUMAN_REJECT

@cat egor y( Regul ar Test s. cl ass)

@est

public void noShoul dRet ur nHumanRej ect Pdu()

throws PDUMal f or nedException, |nvalidCRCException {
Cor eProt ocol Facade f = Decoder Test. gener at eTest Facade() ;
assert Equal s( Cor ePDUType. HUMAN_REJECT, f. decode("NO'). get PduType(
asser t Equal s( Cor ePDUType. HUMAN_REJECT, f. decode("no"). get PduType(
assert Equal s( Cor ePDUType. HUMAN_REJECT, f. decode("No"). get PduType(
asser t Equal s( Cor ePDUType. HUMAN_REJECT, f. decode("nQO"). get PduType(
asser t Equal s( Cor ePDUType. HUMAN_REJECT, f.decode(" NO "). get PduTyp
( f.
( f.
( f.

)i
asser t Equal s( Cor ePDUType. HUMAN_REJECT, decode("NO ") . get PduType H
asser t Equal s( Cor ePDUType. HUMAN_REJECT, decode(" NO'). get PduType
asser t Equal s( Cor ePDUType. HUMAN_REJECT, decode("NO n"). get PduType
asser t Equal s( Cor ePDUType. HUMAN_REJECT,

f.decode("NO n\n"). get PduType());
asser t Equal s( Cor ePDUType. HUMAN_REJECT,

))
))
))
)
e()
0)
()
0):

Fi | ename:

src/test/unit/javal ExceptionTests.java

f.decode("NO \n"). get PduType());

"M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEALSgRBUi hg+k9vWw GBI E\ n*
"rB4Xnt zDt TI E5S3WL48F/ Re49Br X8X2cczneLwGLDSTj 34w0AZ2zHK9Ue/ NnpLt r v\ n"
"sxVaFzhFOLZ709kcl / ncbNkt | yr NmyeMDLOt ZI 841 vTW cxf 7pFxaXot ef +y5RI ml n"
" RYMO 5kv00dSguj HhM ToUar 2/ bl TKWo7bhsAlhgat 7YeuD7EJBPb6n0611 PNt N\ n*
" Ew0TonCp82kqg+bYKOss TXcxMs uOBGy p+ZwkneY7b2l zF7Zt Ds746FBNF9qLI OB\ n"
"'ngBdUAON9JdPJC t | YaMrll gt cv9t Xj bpY1Y3FAI h4/ My4J7KoGW RoXXGrcj i W\ n"
"7Q DAQAB\ n" +

[ END PUBLI C KEY----- ").getBytes();

byte[] penFileByteArray2 = ("----- BEG N PUBLI C KEY----- \n" +

"M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEA3WgSs 9GIFW cRDQA9d++n\ n*

" OT6HGsr HDzdyw63HoCQMt Mh2ni bDAWAVSBbi 7KnFY6wr al YnmPADpzp2s00+CFb6\ n*

" 1X/ H7Ft "OEn79mJ) ZEy 0BPbNd+8+/ AFdOv1q3Jzx8wChnmB2+0y| CGXheKMAXDx 944\ n"

"1 gAAFPXY YOYWWNP+Xu2B/ odj ni Q\r ONMDZsJRGes| r Kf OGzuVBi XAM ECR9eFGVI uB\ n*

" 1U2xNzr pt j aPXQef 6ETWNuCej aN/ 3DmiZXCOf ZRB/ ¢ W hr nFCspi 1y YDI ONJpUnS5\ n*

" THShYpF4hj bwr ETbXW 5CNXSa0KK38YvPasppr R6j a0a4l 3+G 20hwdw2af HA2ZKg\ n"

"QQ DAQAB\ n" +

[ END PUBLI C KEY----- ").getBytes();

byte[] expectedX509Formatl = Base64. decodeBase64(
"M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEALSgRBUI hq+k9vW
"wuGBl Er B4Xnt zDt TI E53WL48F/ Re49Br X8X2ccznelLWGLDSTj 34w0AZ2zH"
" K9Ue/ NmpLt r vsxVaFzhFOLZ709kcl / ncbNkt | yr NmyeMDLOt ZI 841 vTW ¢
" xf 7pFxaXot ef +y5RI nRYMO 5kv00dSguj HhM ToUar 2/ bl TKWo7bhsAlh"
" gat 7YeuD7EJIBPb6Nn0611 PNt NEWOTonCp82kag+bYKOss TXcxMsuOBGvp+Z"
"wWNkneY7b2l zF7Zt Ds746FBNF9qLI 0BngBdUAON9JdPJICl t | YaMrll gt cv9"
"t Xj bpY1Y3FAI h4/ Mg4J7KoGW RoXXG cj i W 7Q DAQAB") ;

expect edX509For mat 2 = Base64. decodeBase64(
"M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEA3WgS 9GFW c RDQ'
" d9d++nOT6HGsr HDz dyw63HoCQMt Mr2mi bDAWAVGNBbi 7KnFY6wr al YnPAD"
" pzp2s00+CFb61X/ H7Ft mMBEN79m) ZEy 0BPbNd+8+/ AFdOv1q3Jzx8wChnd2"
" +0y| CGXheKMAXDx 9441 gAAFPxy YOVWnP+Xu2B/ odj ni Q\r ONMDZsJRCes| "
" r Kf QzuVBi XAM ECR9eFGVI uB1U2xNzr pt j aPXQef 6ETWNuCej aN 3DnmizX"
" Of ZRB/ cW hr nFCspi 1y YDI ONJpUnS5THShYpF4hj bwr ETbXW 5CNXSa0KK"
" 38YvPasppr R6j a0a4l 3+G 20hwdw2af HW2KgQQl DAQAB") ;

byte[]

assert True( Arrays. equal s(expect edX509For nat 1,
RSA. r eadPubl i cKeyFr onPEM new Byt eArrayl nput St r ean(
penFi |l eByteArrayl))));

assert True( Arrays. equal s(expect edX509For nat 2,
RSA. r eadPubl i cKeyFr onPEM new Byt eArrayl nput St r ean(
penfFi |l eByteArray2))));

+ot o+ o+ +o+ o+ o+

+ot o+

+ot o+

@at egor y( Regul ar Test s. cl ass)
@rest
public void penShoul dBeWitten() throws | OException {

Fi | ename:

src/test/unit/javal Regul ar Tests. j ava

Fi | ename:

src/test/unit/java/ RSAPEM nport Export Test . j ava

inport comtransm sns. core. uti

i mport

i mport

| . crypto. RSA;

comtransm sms. core. util.crypto. RSADecoder Excepti on;

or g. apache. conmons. codec. bi nary. Base64;

inport java.io.ByteArrayl nput Stream

inport java.io.ByteArrayQutput
inport java.io.lOException;
inport java.util.Arrays;

inport static org.junit.Assert.
inport static org.junit.Assert.
inport static org.junit.Assert.
inport static org.junit.Assert.
inport static org.junit.Assert

Stream

assert Equal s;
assert Not Equal s;
assert True;
assert Fal se;
Lfail;
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String expectedPEMStringl = "----- BEG N PUBLI C KEY----- \n" +

"M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEALSgRBUI hg+k9vWw GBI E\ n*
"rB4Xnt zDt TI E5S3WL.48F/ Re49Br X8X2cczneLwGLDSTj 34w0AZ2zHK9Ue/ NnpLt r v\ n"
"sxVaFzhFOLZ709kcl / ncbNkt | yr NmyeMDLOt ZI 841 vTW cxf 7pFxaXot ef +y5RI ml n"
" RYMO 5kv00dSguj HhM ToUar 2/ bl TKWo7bhsAlhgat 7YeuD7EJBPb6n0611 PNt N\ n*
" Ew0TonCp82kqg+bYKOss TXcxMs uOBGy p+ZwkneY7b2l zF7Zt Ds746FBNF9qLI OB\ n"
"'ngBdUAON9JdPJC t | YaMrll gt cv9t Xj bpY1Y3FAI h4/ My4J7KoGW RoXXGrcj i W\ n"
"7Q DAQAB\ n" +

Meoo-- END PUBLI C KEY----- "y

String expectedPEMString2 = "----- BEG N PUBLI C KEY----- \n" +
"M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEA3WgSs 9GFW cRDQA9d++n\ n*
" OT6HGsr HDzdyw63HoCQMt Mh2ni bDAWAVSBbi 7KnFY6wr al YnmPADpzp2s00+CFb6\ n*
" 1X/ H7Ft "BEn79mJ) ZEy 0BPbNd+8+/ AFdOv1q3Jzx8wChnmB2+0y| CGXheKMAXDx 944\ n"
"1 gAAFPXY YOWWNP+Xu2B/ odj ni Q\r ONMDZsJRGes| r Kf OzuVBi XAM ECR9eFGVI uB\ n*
" 1U2xNzr pt j aPXQef 6ETWNuCej aN/ 3DmiZXCOf ZRB/ ¢ W hr nFCspi 1y YDI ONJpUnS5\ n*
" THShYpF4hj bwr ETbXW 5CNXSa0KK38YvPasppr R6j a0a4l 3+G 20hwdw2af HA2ZKg\ n"
"QQ DAQAB\ n" +
Meoo-- END PUBLI C KEY----- "y
byte[] x509Format1l = Base64. decodeBase64(
"M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCYKCAQEALSgRBUI hg+k9vW
"wuGBl Er B4Xnt zDt TI E53WL48F/ Re49Br X8X2ccznelLWGLDSTj 34w0AZ2zH"
" K9Ue/ NmpLt r vsxVaFzhFOLZ709kcl / ncbNkt | yr NmyeMDLOt ZI 841 vTW ¢
" xf 7pFxaXot ef +y5RI nRYMO 5kv00dSguj HhM ToUar 2/ bl TKVWo7bhsAlh"
" gat 7YeuD7EIBPb6Nn0611 PNt NEWOTonCp82kag+bYKOss TXcxMsuOBGvp+Z"
"wWNkneY7b2l zF7Zt Ds746FBNF9qLI 0BngBdUAON9JdPJICl t | YaMrll gt cv9"
"t Xj bpY1Y3FAI h4/ Mg4J7KoGW RoXXGr cj i W 7Q DAQAB") ;
x509For mat 2 = Base64. decodeBase64(
"M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEA3WgSs 9GFW c RDQ'
" d9d++nOT6HGsr HDz dyw63HoCQMt Mr2mi bDAWAVSNBbi 7KnFY6wr al YnPAD"
" pzp2s00+CFb61X/ H7Ft mMBEN79m) ZEy 0BPbNd+8+/ AFdOv1q3Jzx8wChnd2"

byte[]

+ot o+ +ot o+

+ot o+



" +0y| CGXheKMAXDx 9441 gAAFPxy YOVWnP+Xu2B/ odj ni QNr ONMDZsJRCesl " + " Ew0TonCp82kqg+bYKOss TXcxMs uOBGy p+ZwkneY7b2l zF7Zt Ds746FBNF9qLI OB\ n"
"1 Kf OzuVBi XAM ECR9eFGVI uB1U2xNzr pt j aPXQef 6ETWNuCej aN 3DmmiZX" + "'ngBdUAON9JdPJC t | YaMrll gt cv9t Xj bpY1Y3FAI h4/ My4J7KoGW RoXXGrcj i W\ n"
" Of ZRB/ cW hr nFCspi 1y YDI ONJpUnBS5THShYpF4hj bwr ETbXW/ 5CNXSa0KK"  + "7Q DAQAB") . get Bytes();
" 38YvPasppr R6j ala4l 3+& 20hwdw2af H\2KgQQ DAQAB") ; RSA. r eadPubl i cKeyFr onPEM new Byt eAr rayl nput St r ean{ penfi | eByt eArray));
{ }
Byt eArrayQut put St ream baos = new Byt eArrayQut put Strean() ;
String expectedPEMString = expect edPEMStringl; @at egor y( Excepti onTests. cl ass)
byte[] x509Format = x509For mat 1; @est (expect ed = RSADecoder Excepti on. cl ass)
public void m smat chedPEMHeader sShoul dThr owRSADecoder Except i on()
RSA. wri t ePubl i cKey ToPEM x509For mat, baos); throws RSADecoder Exception {
byte[] penFileByteArray = ("----- BEG N PUBLI C KEY----- \n" +
/1 uses default charset (for just the test) "M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEALSgRBUi hg+k9vWw GBI E\ n*
String PEMString = baos.toString(); "rB4Xnt zDt TI E53WL48F/ Re49Br X8X2cczneLwGLDSTj 34w0AZ2zHK9Ue/ NnpLt r v\ n"
assert Equal s(expect edPEMString, PEMString.trin()); "sxVaFzhFQOLZ709kcl / nchNkt | yr NmyeMDLOt ZI 841 vTW cxf 7pFxaXot ef +y5RI mi n"
} " RYMO 5kv00dSguj HhM ToUar 2/ bl TKWo7bhsAlhgat 7YeuD7EJBPb6n0611 PNt N\ n*
{ " Ew0TonCp82kqg+bYKOss TXcxMs uOBGy p+ZwkneY7b2l zF7Zt Ds746FBNF9qLI OB\ n"
Byt eArrayQut put St ream baos = new Byt eArrayQut put Strean() ; "' ngBdUAON9JdPJC t | YaMrll gt cv9t Xj bpY1Y3FAI h4/ My4J7KoGW RoXXGrcj i W\ n"
String expectedPEMString = expect edPEMString2; "7Q DAQAB\ n" +
byte[] x509Format = x509For mat 2; Meoo-- END PUBI C KEY----- ").getBytes();
RSA. r eadPubl i cKeyFr onPEM new Byt eArrayl nput St r ean{ penFi | eByt eArray) ) ;
RSA. wri t ePubl i cKey ToPEM x509For mat, baos); }
/1 uses default charset (for just the test) @at egor y( Excepti onTests. cl ass)
String PEMString = baos.toString(); @est (expect ed = RSADecoder Excepti on. cl ass)
assert Equal s(expect edPEMString, PEMString.trin()); public void msal i gnedPEMHeader sShoul dThr owRSADecoder Excepti on()
} throws RSADecoder Exception {
} byte[] penFileByteArray = ("NO SE\n----- BEG N PUBLI C KEY----- \n\n" +
[ END PUBLI C KEY----- ").getBytes();
/* RSA. r eadPubl i cKeyFr onPEM new Byt eArrayl nput St r ean{ penFi | eByt eArray) ) ;
* NOTE: }
* Exception classes: }
* - | OException
* - NoSuchAl gorit hmExcepti on
* - Inval i dKeySpecException
*/
/* src/test/unit/javal Segnment Manager Test . j ava
* MSC Cases: e e e eeooooooooo--
* - enpty
* - null inport comtransmisns. core. protocol . Segment Manager ;
* - header/footer problens
* - missing header/footer inport static org.junit.Assert.assertEquals;
* - wrong header +f oot er inport static org.junit.Assert.assertNotEquals;
* - mismat ched header and footer inport static org.junit.Assert.assertTrue;
*/ inport static org.junit.Assert.assertFal se;
inport static org.junit.Assert.fail;
*
* Readi ng: inport org.junit.experinental.categories. Category;
* - PenReader . r eadPen(bj ect ()
* - | CException inport org.junit. Test;
* - bc: Decoder Exception
*/
/* public class Segnent Manager Test {
* Witing: @at egor y( Regul ar Test s. cl ass)
* - PenWiter.witeCbject() @est
* - | CException public void orderedUpdat esShoul dConpl ete() {
*/ { /Il single-part

@cat egor y( Except i onTests. cl ass)
@est (expected = RSADecoder Excepti on. cl ass)
public void enptyFil eShoul dThr owRSADecoder Except i on()
throws RSADecoder Exception {
byte[] penFileByteArray = ("").getBytes();
RSA. r eadPubl i cKeyFr onPEM new Byt eArrayl nput St r ean( penFi | eByt eArray)) ;
}

@cat egor y( Except i onTests. cl ass)

@est (expected = RSADecoder Excepti on. cl ass)

public void headl essFi | eShoul dThr owRSADecoder Excepti on()

throws RSADecoder Exception {

byte[] penFileByteArray = (
"M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEALSgRBuUI hg+k9vWw GBI E\ n*
"rB4aXnt zDt TI E5S3WL48F/ Re49Br X8X2ccznelLwGLDSTj 34w0AZ2zHK9Ue/ NnpLt rv\ n"
"sxVaFzhFOLZ709kcl / ncbNkt | yr NmyeMDLOt ZI 841 vTW cxf 7pFxaXot ef +y5Ri m n"
" RYMO 5kv00dSguj HhM ToUar 2/ bl TKWo7bhsAlhgat 7YeuD7EJBPb6n0611 PNt M n"
" Ew0TonCp82kqg+bYKOs s TXcx Ms uOBGY p+ZwNkneY7b2l zF7Zt Ds746FBNF9qLI OB\ n"
"nqBdUAON9JdPJC t | YaMll gt cv9t Xj bpY1Y3FAI h4/ My4J7KoGA RoXXGr cj i W\ n"
"7Q DAQAB") . get Bytes();
RSA. r eadPubl i cKeyFr onPEM new Byt eArrayl nput St r ean( penFi | eByteArray));

}

@cat egor y( Excepti onTests. cl ass)

@est (expect ed = RSADecoder Excepti on. cl ass)

public void m ssingFoot er Shoul dThr owRSADecoder Excepti on()

throws RSADecoder Exception {

byte[] penFileByteArray = ("----- BEG N PUBLI C KEY----- \n" +
"M | Bl j ANBgkghki GOWOBAQEFAAOCABAM | BCgKCAQEALSgRBuUI hg+k9vWw GBI E\ n*
"rB4aXnt zDt TI E5S3WL48F/ Re49Br X8X2ccznelLwGLDSTj 34w0AZ2zHK9Ue/ NnpLt rv\ n"
"sxVaFzhFOLZ709kcl / ncbNkt | yr NmyeMDLOt ZI 841 vTW cxf 7pFxaXot ef +y5RIi m n"
" RYMO 5kv00dSguj HhM ToUar 2/ bl TKWo7bhsAlhgat 7YeuD7EJBPb6n0611 PNt M n*
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Segnent Manager sm = new Segnent Manager (1) ;
sm updat eSegment ("test", 0);
assert Equal s(sm get Conpl etedString(), "test");
}
{ /] multi-part

Segnent Manager sm = new Segnent Manager (4) ;

sm updat eSegnent ("t", 0);
sm updat eSegnent ("e", 1);
sm updat eSegnent ("s", 2);

sm updat eSegnent ("t", 3);

assert Equal s(sm get Conpl etedString(), "test");
}
}
+@Cat egor y( Regul ar Test s. cl ass)
+@est
4public void unorderedUpdat esShoul dConpl ete() {
+
+ Segnent Manager sm = new Segnent Manager (4) ;
+ sm updat eSegrent ("e", 1);
sm updat eSegrent ("s", 2);
sm updat eSegrent ("t", 3);
sm updat eSegrent ("t", 0);
assert Equal s(sm get Conpl etedString(), "test");
}
{
Segnent Manager sm = new Segnent Manager (4) ;
sm updat eSegrent ("e", 1);
sm updat eSegrent ("s", 2);
+ sm updat eSegrent ("t", 0);
+ sm updat eSegrent ("t", 3);
+ assert Equal s(sm get Conpl etedString(), "test");
+ )

+o+ o+ o+



—~—

—~—

—~—

—~—

—~—

—~—

}

Segnent Manager sm = new Segnent Manager (4) ;

sm updat eSegnent (" 3);
sm updat eSegnent (" 2);
sm updat eSegnent (" 1);

sm updat eSegnent ("t", 0);

assert Equal s(sm get Conpl etedString(), "test");

/1 abc PO
Segnent Manager sm = new Segnent Manager (3) ;
sm updat eSegnent ("a", 0);
sm updat eSegnent ("b", 1);
sm updat eSegnent (" 2);

c
assert Equal s(sm get Con'pl etedString(), "abc");

/1 abc P1
Segnent Manager sm = new Segnent Manager (3) ;

sm updat eSegnent ("a", 0);
sm updat eSegnent ("c", 2);
sm updat eSegnent (" 1);

assert Equal s(sm get Con'pl etedString(), "abc");

/1 abc P2
Segnent Manager sm = new Segnent Manager (3) ;
sm updat eSegnent ("b", 1);
sm updat eSegnent ("a", 0);
sm updat eSegnent ("c", 2);
assert Equal s(sm get Conpl etedString(), "abc");

/1 abc P3
Segnent Manager sm = new Segnent Manager (3) ;

sm updat eSegnent ("c", 2);
sm updat eSegnent ("b", 1);
sm updat eSegnent (" 0);

assert Equal s(sm get Con'pl etedString(), "abc");

/1 abc P4
Segnent Manager sm = new Segnent Manager (3) ;
sm updat eSegnent ("b", 1);
sm updat eSegnent ("c", 2);
sm updat eSegnent (" a
assert Equal s(sm get Con'pl et edString(), "abc");

/1 abc P5
Segnent Manager sm = new Segnent Manager (3) ;
sm updat eSegnent ("
sm updat eSegnent ("a", 0);
sm updat eSegnent ("b", 1);
assert Equal s(sm get Conpl etedString(), "abc");

@Cat egor y( Regul ar Test s. cl ass)

@est

public void duplicateUpdat esShoul dConpl ete() {

{

Segnent Manager sm = new Segnent Manager (4) ;

sm updat eSegnent (" 0);
sm updat eSegnent (" 0);
sm updat eSegnent (" 1);
sm updat eSegnent (" 1);
sm updat eSegnent (" 2);
sm updat eSegnent (" 2);
sm updat eSegnent (" 3);

sm updat eSegnent ( t 3);

assert Equal s(sm get Conpl etedString(), "test");

Segnent Manager sm = new Segnent Manager (4) ;
sm updat eSegrent ("t", 3);

sm updat eSegnent (" 3);
sm updat eSegnent (" 2);
sm updat eSegnent (" 2);
sm updat eSegnent (" 1);
sm updat eSegnent (" 1);
sm updat eSegnent (" 0) H

sm updat eSegnent ("

assert Equal s(sm get Con'pl et edString(), "test");

Segnent Manager sm = new Segnent Manager (4) ;

sm updat eSegnent (" 3);
sm updat eSegnent ( 2);
sm updat eSegnent ( 1);
sm updat eSegnent ( 3);
sm updat eSegnent ( 2);
sm updat eSegnent ( 1);

sm updat eSegnent ("t", 0);

assert Equal s(sm get Conpl etedString(), "test");
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Fi | enane

src/test/unit/javal SessionTest.java

inport comtransm sms.

core. protocol .

inport java.util.Arrays;

inport static org.juni
inport static org.juni
inport static org.juni
inport static org.juni

inport org.junit.experinental.

inport org.junit. Test;

Sessi on;

t.Assert.assertEqual s;
t.Assert.assertNot Equal s;
t.Assert.assert True;
t.Assert. assert Fal se;

public class SessionTest {

Il constructor tests

/1 get Sessionld()

tests

initializeData(int) tests

categories. Category;

Fil ename: src/test/unit/javal/ SnsftpTest.java

inport comtransm sns. snsftp. protocol . SmsftpLookupTabl e;

inport static org.juni
inport static org.juni
inport static org.juni
inport static org.juni

inport org.junit.experinental.

inport org.junit. Test;

t.Assert.assertEqual s;
t.Assert.assertNot Equal s;
t.Assert.assert True;
t.Assert. assert Fal se;

public class SneftpTest {

@at egor y( Regul ar Test s. cl ass)

@rest

categories. Cat egory;

public void snsftpLookupTabl eHeal t hCheck() {
Snsft pLookupTabl e slt = new SmsftpLookupTabl e();

}

Fil ename: src/test/unit/javal Text BasedDecoder Test.j ava

inport comtransm sms.
inport comtransm sms.
inport comtransm sms.
inport comtransm sms.
inport comtransm sms.
inport comtransm sms.

inport java.util.UU D

core. protocol .
core. protocol .
core. protocol .
core. protocol .
core. protocol .

Cor ePDUType;

PDU;

PDUType;

PDUMal f or medExcept i on;
Ver si on;

snsftp. protocol . Smsf t pText BasedPduDecoder ;

inport java.nio.ByteBuffer;

inport static org.juni
inport static org.juni
inport static org.juni
inport static org.juni
inport static org.juni
inport static org.juni

inport org.junit.experinental.

inport org.junit. Test;

t.Assert.assert True;
t.Assert. assert Fal se;
t.Assert.assertEqual s;
t.Assert.assertNot Equal s;
t.Assert.assertNull;

t.Assert.fail;

categories. Category;



public class Text BasedDecoder Test {

%
*
*
*/
private UUI D hexStringsToUU D(String nsb, String Isbh) {
Byt eBuf f er msbBuffer = ByteBuffer.allocate(Long. BYTES). put (
javax. xnl . bi nd. Dat at ypeConvert er. par seHexBi nary(nsb)) ;
ByteBuffer |sbBuffer = ByteBuffer.allocate(Long. BYTES). put (
javax. xnl . bi nd. Dat at ypeConvert er. par seHexBi nary(| sb));
nmsbBuffer.flip(); // required for reading
I sbBuffer.flip(); // required for reading
return new UUl D(nmsbBuf fer. get Long(), |sbBuffer.getLong());

/1 ERROR TEST CASES
@cat egor y( Except i onTests. cl ass)
@est

public void general Mal f or nedVer si onShoul dThr owPDUMaI f or medExcept i on()

throws PDUMal f or nedException {
try { // version is a tuple

Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm smsv0. 7\ n" +
"12345678901234567890\ n" +
"head/ smsftp/enc\n" +
"\n" + // extra \n for additional nessage
"This is an extra message");

fail ("expected PDUMal f or medException on nal formed Version: "
0.7

}
cat ch( PDUMal f or medException e) {} // do nothing
try { // version is a quadruple
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm smev0.7.0.1\n" +
"12345678901234567890\ n" +
"head/ smsftp/enc\n" +
"\n" + // extra \n for additional nessage
"This is an extra nmessage");
fail ("expected PDUMal f or medException on nal fornmed Version: "
"0.7.0.1");

}
cat ch( PDUMal f or medException e) {} // do nothing
try { // non-numeric version "nunmber"
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transmi smevx. 7.0\ n" +
"12345678901234567890\ n" +
"head/ snsft p/ enc\n" +
"\n" + // extra \n for additional nessage
"This is an extra nmessage");
fail ("expected PDUMal f or medException on nal formed Version: "
"x.7.0");

}
cat ch( PDUMal f or medException e) {} // do nothing
try { // negative version nunber
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm smsv0.7.-1\n" +
"12345678901234567890\ n" +
"head/ snsftp/enc\n" +
"\n" + // extra \n for additional nessage
"This is an extra message");
fail ("expected PDUMal f or medException on nal fornmed Version: "
"0.7.-1");

}
cat ch( PDUMal f or medException e) {} // do nothing
}

@cat egor y( Except i onTests. cl ass)

@est (expected = PDUMal f or medExcepti on. cl ass)

public void general Short Sessi onl dShoul dThr owPDUMal f or medExcept i on()

throws PDUMal f or nedException {
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(

"?transni smsv0.7.0\n" +
"1234567890123456789\ n" +
"head/ snsftp/enc\n" +
"\n" + // extra \n for additional nessage
"This is an extra nmessage");

}

@cat egor y( Excepti onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass)

public void general Truncat edSessi onl dShoul dThr owPDUMaI f or medExcept i on()

throws PDUMal f or nedException {
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transni smsv0.7.0\n" +
"123456789~1234567890\ n" +
"head/ snsftp/enc\n" +
"\n" + // extra \n for additional nessage
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"This is an extra nessage");

}

@at egor y( Excepti onTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass)

public void general Mal f or nedSessi onl dShoul dThr owPDUMal f or medExcept i on()

throws PDUMal f or medException {
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm snsv0.7.0\n" +
"1234567890123,567890\ n" +
"head/ snmsftp/enc\n" +
"\n" + // extra \n for additional message
"This is an extra nessage");

}

@at egor y( ExceptionTests. cl ass)
@est (expected = PDUMal f or medExcepti on. cl ass)
public void general I nval i dHeader Shoul dThr owPDUMaI f or nedExcept i on()
throws PDUMal f or medException {
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?otr1l0\n" +
"12345678901234567890\ n" +
"head/ smsftp/enc\n" +
"\n" + // extra \n for additional message
"This is an extra nessage");
fail ("expected PDUMal f or nedException on invalid Header: " +
"?otri10");
}

@at egor y( Excepti onTests. cl ass)
@rest
public void general Payl oadTooLongShoul dThr owPDUMal f or medExcept i on()
throws PDUMal f or nedException {
try { // CORE_CONNECTI ON_REQUEST/ send
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm snmsv0.7.0\n" +
"12345678901234567890\ n" +
"req/ snsftp/ +639121234567/ send/ magi c. t xt/ bl ah\ n" +
"\n" + // extra \n for additional message
"This is an extra nessage");
fail ("expected PDUMal f or nedException with |ong Payl oad");

}
cat ch( PDUMal f or medException e) {} // do nothing
try { // CORE_CONNECTI ON_REQUEST/ pair
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm snmsv0.7.0\n" +
"12345678901234567890\ n" +
"req/ snsftp/ +639121234567/ pai r/ bl ah\ n" +
"\n" + // extra \n for additional message
"This is an extra nessage");
fail ("expected PDUMal f or nedException with | ong Payl oad");

}
cat ch( PDUMal f or medException e) {} // do nothing
try { // CORE_CONNECTI ON_RESPONSE
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm snmsv0.7.0\n" +
"12345678901234567890\ n" +
"rep/ snmsft p/ 0002/ Accepted by user/blah\n" +
"\n" + // extra \n for additional message
"This is an extra nessage");
fail ("expected PDUMal f or nedException with |ong Payl oad");

}
cat ch( PDUMal f or medException e) {} // do nothing
try { // CORE_HEAD
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm snmsv0.7.0\n" +
"12345678901234567890\ n" +
"head/ snmsf t p/ enc/ bl ah\ n" +
"\n" + // extra \n for additional message
"This is an extra nessage");
fail ("expected PDUMal f or medException with |ong Payl oad");

}
cat ch( PDUMal f or medException e) {} // do nothing
try { // CORE_LAST_ACK
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm snmsv0.7.0\n" +
"12345678901234567890\ n" +
"l ast/smsftp/ 0001/ Conpl eted without error/blah\n" +
"\n" + // extra \n for additional message
"This is an extra nessage");
fail ("expected PDUMal f or nedException with |ong Payl oad");

}
cat ch( PDUMal f or medException e) {} // do nothing
}

@at egor y( Excepti onTests. cl ass)
@rest
public void general Payl oadTooShor t Shoul dThr owPDUMal f or nedExcept i on()
throws PDUMal f or nedException {
try { // CORE_CONNECTI ON_REQUEST/ send
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(



"?transm snmsv0.7.0\n" + "This is an extra nessage");

"12345678901234567890\ n" + fail ("expected PDUMal f or nedException on invalid MSISDNMN: " +
"req/ snsftp/+639121234567/ send\ n" + "0912123+567");
"\n" + // extra \n for additional nessage }
"This is an extra nmessage"); cat ch( PDUMal f or medException e) { } // do nothing
fail ("expected PDUMal f or medException with short Payl oad"); }
}
cat ch( PDUMal f or medException e) {} // do nothing @at egor y( Excepti onTests. cl ass)
/1 CORE_CONNECTI ON_REQUEST/ pai r doesn't make sense here @est (expected = PDUMal f or medExcepti on. cl ass)
try { // CORE_CONNECTI ON_RESPONSE public void
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based( cor eConnect i onRequest I nval i dI nt ent Shoul dThr owPDUMal f or medExcept i on()
"?transm snmsv0.7.0\n" + throws PDUMal f or nedException {
"12345678901234567890\ n" + Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"rep/snmsftp\n" + "?transm snsv0. 7.0\ n" +
"\n" + // extra \n for additional nessage "12345678901234567890\ n" +
"This is an extra message"); "req/ snsftp/ +639121234567/ post\n" +
fail ("expected PDUMal f or medException with short Payl oad"); "\n" + // extra \n for additional message
} "This is an extra nessage");
cat ch( PDUMal f or medException e) {} // do nothing }
try { // CORE_HEAD
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based( @at egor y( Excepti onTests. cl ass)
"?transm snmsv0.7.0\n" + @est (expected = PDUMal f or medExcepti on. cl ass)
"12345678901234567890\ n" + public void
"head/ snsftp\n" + cor eConnect i onRequest | nval i dFi | enameShoul dThr owPDUMal f or medExcept i on()
"\n" + // extra \n for additional nessage throws PDUMal f or medException {
"This is an extra nmessage"); Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
fail ("expected PDUMal f or medException with short Payl oad"); "?transm snsv0.7.0\n" +
"12345678901234567890\ n" +
cat ch( PDUMal f or medException e) {} // do nothing "req/ snsftp/ +639121234567/ send/test*file.zip\n" +
try { // CORE_LAST_ACK "\n" + // extra \n for additional message
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based( "This is an extra nessage");
"?transm snsv0. 7. 0\n" + }
"12345678901234567890\ n" +
"last/smsftp\n" +
"\n" + // extra \n for additional nessage /1 CORE_CONNECTI ON_RESPONSE
"This is an extra message"); @at egor y( Excepti onTests. cl ass)
fail ("expected PDUMal f or medException with short Payl oad"); @est (expected = PDUMal f or medExcepti on. cl ass)
public void
cat ch( PDUMal f or medException e) {} // do nothing cor eConnect i onResponsel nval i dSt at usCodeShoul dThr owPDUMal f or nedExcept i on()
} throws PDUMal f or medException {
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
@cat egor y( Except i onTests. cl ass) "?transm snsv0.7.0\n" +
@est (expected = PDUMal f or medExcepti on. cl ass) "12345678901234567890\ n" +
public void general I nval i dPayl oadTypeShoul dThr owPDUMaI f or medExcept i on() "rep/ snsftp/ 9999/ Accepted by user\n" +
throws PDUMal f or nedException { "\n" + // extra \n for additional message
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based( "This is an extra nessage");
"?transm snmsv0. 7.0\ n" + }
"12345678901234567890\ n" +
"dat a/ smef t p/ 3df f 01a9c072\ n" +
"\n" + // extra \n for additional nessage /1 CORE_HEAD
"This is an extra nmessage"); @at egor y( Excepti onTests. cl ass)
fail ("expected PDUMal f or medException on invalid Payl oad Type: " + @est (expected = PDUMal f or medExcepti on. cl ass)
"data"); public void coreHeadl nval i dEncFi el dShoul dThr owPDUMal f or medExcept i on()
} throws PDUMal f or nedException {
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
@Cat egor y( Excepti onTests. cl ass) "?transm snsv0.7.0\n" +
@est (expected = PDUMal f or medExcepti on. cl ass) "12345678901234567890\ n" +
public void general I nval i dProt ocol NameShoul dThr owPDUMal f or nedExcept i on() "head/ smsftp/ | N\VALI DY Sone sort of message\n" +
throws PDUMal f or nedException { "\n" +
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based( "This is an extra nessage");
"?transm snsv0. 7.0\ n" + }
"12345678901234567890\ n" +
"rep/ snmessh/ 22/ root @0. 11. 102. 193\ n" +
"\n" + // extra \n for additional nessage /'l CORE_LAST_ACK
"This is an extra nmessage"); @at egor y( Excepti onTests. cl ass)
} @est (expected = PDUMal f or medExcepti on. cl ass)

public void corelast Ackl nval i dSt at usCodeShoul dThr owPDUMaI f or medExcept i on()
throws PDUMal f or nedException {

/1 CORE_CONNECTI ON_REQUEST Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
@cat egor y( Except i onTests. cl ass) "?transm snsv0.7.0\n" +
@est "12345678901234567890\ n" +
public void "l ast/snsftp/ XXXX/ Conpl eted wi thout error\n" +
cor eConnect i onRequest | nval i dMsi sdnShoul dThr owPDUMal f or medExcept i on() "\n" + // extra \n for additional message
throws PDUMal f or nedException { "This is an extra nessage");
try { // non digits }

Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transnmi smsv0.7.0\n" +
"12345678901234567890\ n" +

"req/ snsftp/ +63912A234567/ send/ testfile.zi p\n" + /1 NORMVAL TEST CASES
"\n" + // extra \n for additional nessage
"This is an extra message"); /1 CORE_CONNECTI ON_REQUEST
fail ("expected PDUMal f or medException on invalid MBISDNMN:. " +  @ategory(Regul ar Tests. cl ass)
" +63912A234567") ; @est
} public void coreConnecti onRequest Val uesShoul dBeRet ur ned()
cat ch( PDUMal f or medException e) { } // do nothing throws PDUMal f or nedException {
try { // '"plus' sign in the mddle of nsisdn/nmin { I/ send
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based( PDU connReqPDU =
"?transm snmsv0.7.0\n" + Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"12345678901234567890\ n" + "?transm snsv0.7.0\n" +
"req/snsftp/0912123+567/ pair\n" + "12345678901234567890\ n" +
"\n" + // extra \n for additional nessage "req/ snsftp/ +639871234567/ send/testfile.zip\n" +
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"\n" + // extra \n for additional

"This is an extra nmessage");
assert Equal s( connReqPDU. get PduType(),

Cor ePDUType. CORE_CONNECTI ON_REQUEST) ;

message

/'l Receiver N5l SDNM N

assert True(data[ 3] instanceof String);

assert Equal s((String)data[3], "09871234567");
/1 Intent

oj ect[] data = connReqPDU. get Data();

assert Equal s(data.length, 7);
/1 Protocol Version

assert True(data[ 0] instanceof

assert Equal s((Version)datal 0],

/1 Session Id
assert True(data[ 1] instanceof
assert Equal s((UUl D)data[ 1],
"32699b3242279¢c09",
/1 Transm sns Protocol
assert True(data[ 2] instanceof
assert Equal s((String)datal?2],
/'l Receiver Ml SDN'M N
assert True(data[ 3] instanceof
assert Equal s((String)data[3],
/1 Intent
assert True(dat a[ 4] i nstanceof
assert Equal s((String)datal4],
/'l Filenane
assert True(data[ 5] instanceof
assert Equal s((String)data[5],
/1 Additional Message
assert True(dat a[ 6] instanceof
assert Equal s((String)datal6],

}
{ // send 2
PDU connReqPDU =

Version);
new Version(0, 7, 0));

i D);

hexSt ri ngsToUUl D(
"32699b3242279¢09"));

String);
"smeftp");

String);
" +639871234567") ;

String);
"send");

String);
"testfile.zip");

String);
"This is an extra nmessage");

Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(

"?transm smsv0. 7. 0\ n"

+

"12345678901234567890\ n" +

"req/ snsftp/ +639871234567/ send/ abcdef ghi j kl mopqr st uvwxyz ABCDEFGHI J KLMNOPQRSTUVW

XYZ0123456789 . -#$%& () +,i=@\n" +

"\n" + // extra \n for additional

message

"This is an extra nmessage too");
assert Equal s( connReqPDU. get PduType(),

Cor ePDUType. CORE_CONNECTI ON_REQUEST) ;
oj ect[] data = connReqPDU. get Data();

assert Equal s(data.length, 7);
/1 Protocol Version

assert True(data[ 0] instanceof

assert Equal s((Version)datal 0],

/1 Session Id
assert True(data[ 1] instanceof
assert Equal s((UUl D)data[ 1],
"32699b3242279¢c09",
/1 Transm sns Protocol
assert True(data[ 2] instanceof
assert Equal s((String)datal?2],
/'l Receiver Ml SDN'M N
assert True(data[ 3] instanceof
assert Equal s((String)data[3],
/1 Intent
assert True(data[ 4] instanceof
assert Equal s((String)datal4],
/'l Filenane
assert True(data[ 5] instanceof
assert Equal s((String)data[5],

Version);
new Version(0, 7, 0));

i D);

hexSt ri ngsToUUl D(
"32699b3242279¢09"));

String);
"sneftp");

String);
" +639871234567") ;

String);
"send");

String);

"abcdef ghi j kl mopqr st uvwxyz ABCDEFGHI JKLMNOPQRSTUVWKYZ0123456789

-HSUR () +,1=@");
/1 Additional Message
assert True(dat a[ 6] i nstanceof
assert Equal s((String)datal6],

}
{ I/ pair
PDU connReqPDU =

String);
"This is an extra nmessage too");

Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(

"?transm smsv0. 7. 0\ n"

+

"12345678901234567890\ n" +
"req/ snsftp/ 09871234567/ pai r\n" +

“\n" + // extra \n for additional

message

"This is an extra nmessage");
assert Equal s( connReqPDU. get PduType(),

Cor ePDUType. CORE_CONNECTI ON_REQUEST) ;
oj ect[] data = connReqPDU. get Data();

assert Equal s(data. | ength, 6);
/1 Protocol Version

assert True(data[ 0] instanceof

assert Equal s( (Version)datal 0],

/1 Session Id

assert True(data[ 1] instanceof

assert Equal s((UUl D)data[ 1],
"32699b3242279¢c09",

/1 Transm sns Protocol

assert True(data[ 2] instanceof

assert Equal s((String)datal?2],

Version);
new Version(0, 7, 0));

i D);

hexSt ri ngsToUUl D(
"32699b3242279¢09"));

String);
"smeftp");

146

assert True(data[ 4] instanceof
assert Equal s((String)datal4],
/1 Additional Message
assert True(data[ 5] instanceof String);

assert Equal s((String)data[5], "This is an extra nessage");

String);
"pair");

/1 CORE_CONNECTI ON_RESPONSE
@at egor y( Regul ar Test s. cl ass)
@rest
public void coreConnecti onResponseVal uesShoul dBeRet ur ned()
throws PDUMal f or nedException {
{ // with status nessage
PDU connResPDU =
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm snsv0.7.0\n" +
"12345678901234567890\ n" +
"rep/ snsft p/ 0002/ Accepted by user\n" +
"\n" + // extra \n for additional message
"This is an extra nessage");
asser t Equal s( connResPDU. get PduType(),
Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ;
Obj ect[] data = connResPDU. get Data();
assert Equal s(data. | ength, 6);
/'l Protocol Version
assert True(dat a[ 0]
assert Equal s((Versi on)data[ 0],
Il Session Id
assert True(data[ 1]
assert Equal s((UUI D)data[ 1],
" 32699b3242279c09",
/1l Transm sns Protocol
assert True(data[ 2] instanceof String);
assert Equal s((String)data[2], "snsftp");
Il Status Code
assert True(dat a[ 3]
assert Equal s((String)data[3],
/1 Status Message
assert True(data[ 4] instanceof String);
assert Equal s((String)data[4], "Accepted by user");
/1 Additional Message
assert True(data[ 5] instanceof String);
assert Equal s((String)data[5], "This is an extra nessage");

i nstanceof Version);
new Version(0, 7, 0));

i nstanceof UUID);
hexSt ri ngsToUUl D(
"32699b3242279c09")) ;

instanceof String);
"0002");

}
{ // mssing status message
PDU connResPDU =
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm snmsv0.7.0\n" +
"12345678901234567890\ n" +
"rep/ snsftp/ 0002\ n" +
"\n" + // extra \n for additional
"This is an extra nessage");
asser t Equal s( connResPDU. get PduType(),
Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ;
Obj ect[] data = connResPDU. get Data();
assert Equal s(data. |l ength, 6);
/'l Protocol Version
assert True(dat a[ 0]
assert Equal s((Versi on)data[ 0],
/1 Session Id
assert True(data[ 1]
assert Equal s((UUI D)data[ 1],
" 32699b3242279c09",
/'l Transm sns Protocol
assert True(data[ 2] instanceof String);
assert Equal s((String)data[2], "snsftp");
Il Status Code
assert True(dat a[ 3]
assert Equal s((String)data[3],
/1 Status Message
assertNul | (data[4]);
/1 Additional Message
assert True(data[ 5] instanceof String);
assert Equal s((String)data[5], "This is an extra nessage");

nessage

i nstanceof Version);
new Version(0, 7, 0));

i nstanceof UUID);
hexSt ri ngsToUUl I(
"32699b3242279c09")) ;

instanceof String);
"0002");

}
{ // without additional
PDU connResPDU =
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transm snmsv0.7.0\n" +
"12345678901234567890\ n" +
"rep/ snsftp/ 0002/ Accepted by user");
asser t Equal s( connResPDU. get PduType(),
Cor ePDUType. CORE_CONNECTI ON_RESPONSE) ;
Obj ect[] data = connResPDU. get Data();
assert Equal s(data. | ength, 6);

nessage



/1 Protocol Version

assert True(data[ 0] instanceof Version);

assert Equal s((Version)data[0], new Version(0, 7, 0));

/1 Session Id

assert True(data[ 1] instanceof UUID);

assert Equal s((UUl D)data[ 1], hexStringsToUUl D(
"32699b3242279¢c09", "32699b3242279c09"));

/1 Transm sns Protocol

assert True(data[ 2] instanceof String);

assert Equal s((String)data[2], "smsftp");

/1 Status Code

assert True(data[ 3] instanceof String);

assert Equal s((String)data[3], "0002");

/1 Status Message

assert True(data[ 4] instanceof String);

assert Equal s((String)data[4], "Accepted by user");

/1 Additional Message field is missing

assertNul | (data[5]);

"?transm snmsv0. 7. 0\ n"

+

"12345678901234567890\ n" +
"l ast/smsftp/ 0001/ Conpl eted without error\n" +

"\n" + // extra \n for additional

nessage

"This is an extra nessage");

assert Equal s(| ast AckPDU. get PduType(),

Cor ePDUType. CORE_LAST_ACK) ;

Object[] data = | ast AckPDU. get Data();

assert Equal s(data. | ength, 6);
/'l Protocol Version

assert True(data[ 0] instanceof Version);

assert Equal s((Versi on)data[ 0],

/1 Session Id
assert True(data[ 1] instanceof

new Version(0, 7, 0));

wiD);

assert Equal s((UUI D)data[ 1], hexStri ngsToUU D(
"32699b3242279c09", "32699b3242279c09"));

/'l Transm sns Protocol

assert True(data[ 2] instanceof
assert Equal s((String)datal?2],
Il Status Code

assert True(data[ 3] instanceof
assert Equal s((String)data[3],
Il Status Message

String);
"smeftp");

String);
"0001");

/1 CORE_HEAD assert True(data[ 4] instanceof String);
@Cat egor y( Regul ar Test s. cl ass) assert Equal s((String)data[4], "Conpleted w thout error");
@est /1 Additional Message

public void coreHeadVal uesShoul dBeRet ur ned() assert True(data[ 5] instanceof String);

{ // with additional

}
{ // wthout additional

throws PDUMal f or nedException {

nessage

PDU headPDU =
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transni smsv0.7.0\n" +
"12345678901234567890\ n" +
"head/ snsftp/enc\n" +
"\n" + // extra \n for additional
"This is an extra nmessage");

assert Equal s( headPDU. get PduType(), Cor ePDUType. CORE_HEAD) ;

oj ect[] data = headPDU. get Data() ;

assert Equal s(data. | ength, 5);

/1 Protocol Version

assert True(data[ 0] instanceof Version);

assert Equal s((Version)data[0], new Version(0, 7, 0));

/1 Session Id

assert True(data[ 1] instanceof UUID);

assert Equal s((UUl D)data[ 1], hexStringsToUUl D(
"32699b3242279c09", "32699b3242279c09"));

/1 Transm sns Protocol

assert True(data[ 2] instanceof String);

assert Equal s((String)data[2], "smsftp");

/1 Encryption

assert True(data[ 3] instanceof String);

assert Equal s((String)data[3], "enc");

/1 Additional Message

assert True(data[ 4] instanceof String);

assert Equal s((String)data[4], "This is an extra nessage");

message

message
PDU headPDU =
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
"?transmi smsv0.7.0\n" +
"12345678901234567890\ n" +
"head/ smsf t p/ noenc") ;
assert Equal s( headPDU. get PduType(), Cor ePDUType. CORE_HEAD) ;
oj ect[] data = headPDU. get Data() ;
assert Equal s(data. | ength, 5);
/1 Protocol Version
assert True(data[ 0] instanceof Version);
assert Equal s((Version)data[0], new Version(0, 7, 0));
/1 Session Id
assert True(data[ 1] instanceof UUID);
assert Equal s((UUl D)data[ 1], hexStringsToUUl D(
"32699b3242279c09", "32699b3242279c09"));
/1 Transm sns Protocol
assert True(data[ 2] instanceof String);
assert Equal s((String)data[2], "smsftp");
/1 Encryption
assert True(data[ 3] instanceof String);
assert Equal s((String)data[3], "noenc");
/1 Additional Message field is missing
assertNul | (data[4]);

/1 CORE_LAST_ACK
@Cat egor y( Regul ar Test s. cl ass)

assert Equal s((String)data[5],
}
{ // mssing status message

PDU | ast AckPDU =

"This is an extra nessage");

Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(

"?transm snmsv0. 7. 0\ n"

+

"12345678901234567890\ n" +

"l ast/smsftp/ 0001\ n" +
"\n" + // extra \n for additional

nessage

"This is an extra nessage");

assert Equal s(| ast AckPDU. get PduType(),

Cor ePDUType. CORE_LAST_ACK) ;

Object[] data = | ast AckPDU. get Data();

assert Equal s(data. |l ength, 6);
/'l Protocol Version
assert True(data[ 0] instanceof

assert Equal s((Versi on)data[ 0],

/1 Session Id
assert True(data[ 1] instanceof

Version);
new Version(0, 7, 0));

wiD);

assert Equal s((UUI D)data[ 1], hexStri ngsToUU D(
"32699b3242279c09", "32699b3242279c09"));

/1l Transm sns Protocol

assert True(data[ 2] instanceof
assert Equal s((String)datal?2],
Il Status Code

assert True(data[ 3] instanceof
assert Equal s((String)data[3],
/1 Status Message

assertNul | (data[4]);

/1 Additional Message

assert True(data[ 5] instanceof
assert Equal s((String)data[5],

}
{ // without additional
PDU | ast AckPDU =

nessage

String);
"smeftp");

String);
"0001");

String);
"This is an extra nessage");

Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(

"?transm snmsv0. 7. 0\ n"

+

"12345678901234567890\ n" +
"l ast/smsftp/ 0001/ Conpl eted without error”);

assert Equal s(| ast AckPDU. get PduType(),

Cor ePDUType. CORE_LAST_ACK) ;

Object[] data = | ast AckPDU. get Data();

assert Equal s(data. |l ength, 6);
/'l Protocol Version
assert True(data[ 0] instanceof

assert Equal s((Versi on)data[ 0],

/1 Session Id
assert True(data[ 1] instanceof

Ver sion);
new Version(0, 7, 0));

wiD);

assert Equal s((UUI D)data[ 1], hexStri ngsToUU D(
"32699b3242279c09", "32699b3242279c09"));

/1l Transm sns Protocol

assert True(data[ 2] instanceof
assert Equal s((String)datal?2],
Il Status Code

assert True(data[ 3] instanceof
assert Equal s((String)data[3],
/1 Status Message

assert True(data[ 4] instanceof
assert Equal s((String)datal4],
/1 Additional
assertNul | (data[5]);

String);
"snmeftp");

String);
"0001");

String);
"Conpl eted without error");

Message field is missing

@est }
public void coreLast AckVal uesShoul dBeRet ur ned() }
throws PDUMal f or nedException { }
{ // with status message
PDU | ast AckPDU =
Snsf t pText BasedPduDecoder . get | nst ance() . decodeText Based(
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-------------------------------------------------------------- @at egor y( Excepti onTests. cl ass)

Fi |l enane: src/test/unit/javal/ VersionTest.java @est (expected = |1 egal Argument Excepti on. cl ass)

-------------------------------------------------------------- public void negativeParamiShoul dThrow | | egal Ar gument Exception() {
Version tester = new Version(-3, 7, 5);

inport comtransm sms. core. protocol . Version; }
inport static org.junit.Assert.assertEquals; @at egor y( Excepti onTests. cl ass)
inport static org.junit.Assert.assertNotEquals; @est (expected = |1 egal Argument Excepti on. cl ass)
inport static org.junit.Assert.assertTrue; public void negativeParan2Shoul dThrowl | | egal Ar gument Exception() {
inport static org.junit.Assert.assertFal se; Version tester = new Version(3, -7, 5);
}
inmport org.junit.experinental.categories. Category;
@at egor y( Excepti onTest s. cl ass)
inmport org.junit. Test; @est (expected = |11 egal Argunent Excepti on. cl ass)

public void negativeParanBShoul dThrowl | | egal Ar gumrent Exception() {
Version tester = new Version(3, 7, -5);

}

public class VersionTest { }

/1 no, we won't check for a.hashCode() == b.hashCode() == a.equal s(b)
/1 but we "followed" the java.lang. Chject contract anyway

@Cat egor y( Regul ar Test s. cl ass)

@est

public void sameVersi onShoul dBeEqui val ent () {
Version testerl = new Version(0, 0, 0);
Version tester2 = new Version(0, 0, 0);
Version tester3 = new Version(0, 0, 0);

/1 symetric test of equality
assert Equal s(tester2, testerl);
assert Equal s(0, tester2. conpareTo(testerl));

/1l transitive test of equality
assert Equal s(testerl, tester2);
assert Equal s(0, testerl.conpareTo(tester2));
assert Equal s(tester2, tester3);
assert Equal s(0, tester2.conpareTo(tester3));
assert Equal s(testerl, tester3);
assert Equal s(0, testerl.conpareTo(tester3));

}

@Cat egor y( Regul ar Test s. cl ass)

@est

public void diffVersi onShoul dNot BeEqui val ent () {
Version testerl = new Version(0, 0, 0);
Version tester2 = new Version(0, 0, 0);
Version tester4 = new Version(3, 7, 2);

/1 tests for inequality
assert Not Equal s(testerl, tester4);
assert Not Equal s(0, testerl.conpareTo(testerd));

/1 other misc tests

assert Not Equal s(tester4, testerl);

assert Not Equal s(0, tester4.conpareTo(testerl));
assert Not Equal s(tester2, tester4);

assert Not Equal s(0, tester2.conpareTo(testerd));

@Cat egor y( Regul ar Test s. cl ass)
@est

public void newer Versi onShoul dBeMore() {
Version testerl = new Version(6, 8, 9);
Version tester2 = new Version(6, 8, 8);
Version tester3 = new Version(6, 7, 9);
Version tester4 = new Version(5, 8, 9);

assert True(testerl. conpareTo(tester2) > 0);
assert True(testerl. conpareTo(tester3) > 0);
assert True(testerl. conpareTo(tester4) > 0);

assert True(tester2. conpareTo(tester3) > 0);

}

@Cat egor y( Regul ar Test s. cl ass)

@est

public void ol derVersi onShoul dBeLess() {
Version testerl = new Version(6, 8, 2);
Version tester2 = new Version(6, 8, 3);
Version tester3 = new Version(6, 9, 2);
Version tester4 = new Version(7, 8, 2);

assert True(testerl. conpareTo(tester2) < 0);
assert True(testerl. conpareTo(tester3) < 0);
assert True(testerl. conpareTo(tester4) < 0);

assert True(tester2. conpareTo(tester3) < 0);
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andr oi d: name="andr oi d. per m ssi on. | NTERNET" />

andr oi d: name="andr oi d. per m ssi on. ACCESS_NETWORK_STATE" />
andr oi d: name="andr oi d. per m ssi on. SEND_SM5" />

andr oi d: name="andr oi d. per m ssi on. RECEI VE_SM5" />

andr oi d: name="andr oi d. per m ssi on. READ_SM5" />

andr oi d: name="andr oi d. per m ssi on. READ_PHONE_STATE" />

Android Companion App: <uses-per i ssi 0
<uses- perm ssi ol
<uses- perm ssi ol
<uses- perm ssi ol
-------------------------------------------------------------- <uses- perni ssi ol
Fi | enane: build. gradle <uses- permi ssi ol

S33353

<appl i cation androi d: | abel =" @tring/ app_nane"

/1 required to use plugin 'com android. application’ andr oi d: t hene=" @t yl e/ AppThene" >
bui l dscript { <activity
repositories { andr oi d: name=". Mai nActivity"
jcenter() andr oi d: | abel =" @tring/ app_name"
mavenCentral () andr oi d: confi gChanges="ori ent ati on| screenSi ze| keyboar dHi dden" >
mavenLocal () <intent-filter>
flatDir { <action androi d: nane="androi d.intent.action. MAIN' />
name '|ocal"’ <cat egory androi d: nane="andr oi d. i ntent. cat egory. LAUNCHER" />
dirs '../repos’ </intent-filter>
} </activity>
} <activity

andr oi d: name=". Set upActivity"

dependenci es { andr oi Conpani on set up”
classpath "com android. tools. bui | d: gradl e: 2. 2. 0" andr oi d: @tyl e/ Set upThene"

} andr oi d: confi gChanges="ori entati on| screenSi ze| keyboar dHi dden" >

} <intent-filter>
<action android: name="androi d. i ntent.action. MAIN' />
/1 apply plugin: 'java' // add java tasks <cat egory androi d: nane="andr oi d. i ntent. cat egory. DEFAULT" />
apply plugin: 'comandroid.application' // add android tasks </intent-filter>
apply plugin: "eclipse' // create eclipse project </activity>
<servi ce androi d: name=". Conpani onSer vi ce"

/1 java jar configuration (manifest.nf in jar) andr oi d: exported="f al se" />
sourceConpatibility = '1.7 </ appl i cation>
version = '0.9' </ mani f est >
android {

conpi | eSdkVersi on 23
bui | dTool sVersi on "23.0.3"

defaul tConfig {
minSdkVersion 19 e oo
tar get SdkVer si on 23

} package com transm sns. andr oi dconpani on;
}
public class dientAction {
repositories { final public String action;
jcenter() // because we |love https and supersets
mavenCentral () Il send
mavenLocal () final public String recipient;
flatDir { final public String message;
nane 'l ocal"’
dirs '../repos’ Il ping
} /1 msisdn
} /1 NOTHI NG FOLLOAS
dependenci es { public QientAction() {
/lconpile group: 'comtransm sns.snsftp', name: 'snsftp-protocol', version: 'GtW's.action = null;
conpile group: 'org.zerony', nane: 'jerony' , version: '0.4.3 this.recipient = null;
conpi |l e group: 'com googl e. code. gson', name: 'gson', version: '2.8.1 this.nessage = null;
}
/1 for style backwards conpatiblity }
conpi l e ' com andr oi d. support : appconpat -v7: 23. 4. 0
conpi | e ' com androi d. support: cardvi ewv7: 23. 4. 0'
conpi | e ' com androi d. support:recyclervi ewv7:23.4.0
conpi | e ' com androi d. support.constraint:constraint-layout:1.0.2
conpi l e 'comandroid. support:design: 23.4. 0" e oo
Fil ename: src/ main/javal/ con transm sns/ andr oi dconpani on/ Conpani onSer vi ce. j ava
testConpile group: "junit', name: 'junit', version: '4.12'" s oo
test Conpile group: 'org.nockito', name: 'nockito-core', version: '1.10.19'
} package com transm sns. andr oi dconpani on;
upl oadAr chi ves { inport com googl e. gson. Gson;
repositories { inport org.zerony. ZMY
flatDir { inport org.zerong. ZMQ Cont ext ;
name '|ocal"’ inport org.zerony. ZMQ Pol | er;
dirs '../repos’ inport org.zerony. ZMQ Socket ;
}
} inport android. app. Pendi ngl ntent;
} i nport android. app. Notification;

inport android. app. Notification.Builder;

inport android. app. Servi ce;

inport android.content.Intent;

inport android.content.IntentFilter;
-------------------------------------------------------------- inport android. content. SharedPref erences;
Fi | ename: src/ mai n/ Andr oi dvani f est . xm inport android. os. Bi nder;
-------------------------------------------------------------- i nport android. os. Handl er;

i nport android. os. | Binder;

<?xm version="1.0" encodi ng="utf-8"?> i nport android. preference. Pref erenceManager ;
<mani f est xnl ns: androi d="http://schemas. androi d. conf apk/ r es/ andr oi d" inport android.tel ephony. SmeManager ;
package="com transm sns. andr oi dconpani on" inport android. w dget. Toast;
andr oi d: ver si onCode="0"
andr oi d: ver si onNarmre="0. 0. 1" > inport org.zerony. ZM¥Exception;
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inport zny. ZError;

public class ConpanionService extends Service {

public class ConpanionBi nder extends Binder {
Conpani onServi ce get Service() {
return Compani onService. this;
}
}

private static final int ONGO NG NOTIFI CATION_ID = 1;
private String nsisdn;
private Gson gson = new Gson();

private Conpani onBi nder nBi nder = new Conpani onBi nder () ;
private Handl er nHandl er;

private Thread niThread;

private bool ean m sRunning = fal se;

private SmsRecei ver smsReceiver = new SnsReceiver();

@verride

public void onCreate() {
super.onCreate();
this. mHandl er = new Handler();

/1 create Pendinglntent to start MainActivity fromthe notification
Intent notificationlntent = new Intent(this, MinActivity.class);
notificationlntent.setFlags(lntent. FLAG ACTI VI TY_CLEAR TOP |
I nt ent . FLAG ACTI VI TY_SI NGLE_TOP) ;
Pendi ngl ntent pendi ngl ntent = Pendinglntent.getActivity(this, O,
notificationlntent, Pendinglntent.FLAG UPDATE_CURRENT) ;
Notification notification = new Notification.Builder(this)
.setContentTitle("Transnm snms Conpani on")
.set Content Text ("Tap to go to the app")
.setSmal | | con(R drawabl e. i c_i nport _export _white_24dp)
. set Cont ent | nt ent (pendi ngl ntent)
.setTicker("Transm sns conpani on service is running")
_build();
/1 start service as a foreground service
start For egr ound( ONGO NG_NOTI FI CATION_I D, notification);
}

@verride

public IBinder onBind(Intent intent) {
/lreturn null;
return this.nBinder;

}

@verride
public int onStartCommand(Intent intent, int flags, int startld) {
super.onStart Command(intent, flags, startld);
if(this.nThread == null) {
/1 load previously |oaded settings, if any
Shar edPref erences sPrefs =

Pr ef er enceManager . get Def aul t Shar edPr ef erences(this);
final String savedPortValue = sPrefs. getString(

Mai nAct i vi ty. PORT_PREF_KEY, "8767");
this.getMsisdn(); // try to get msisdn fromconfig asap
this.nfhread = new Thread() {

@verride
public void run() {
/1 set necessary flags
Conpani onServi ce. this. m sRunning = true;

/'l register receiver
IntentFilter filter = new IntentFilter();
filter.addAction(

andr oi d. provi der. Tel ephony. Sns. I ntents

. SMB_RECEI VED_ACTI ON) ;
filter.setPriority(999); // set to slightly high
Conpani onServi ce. t hi s. regi st er Recei ver (

Conpani onServi ce. this. snsRecei ver, filter);

/1 initialize zm connection

String addr "0.0.0.0:" + savedPort Val ue;

Context ctx ZMQ context (1);

Socket sck = ctx.socket (ZMQ PAIR);

sck. set Li nger (0);

sck. bind("tcp://" + addr);

/1 serve until stopped

whi | e( Conpani onServi ce. t hi s. m sRunni ng &&

! Thread. current Thread().islnterrupted()) {

/1 set zmy poller
Poller plr = ctx.poller();
plr.register(sck, Poller.POLLIN);
try {
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plr.poll(100);
if(plr.pollin(0)) {
String str = sck.recvStr(0);
dientAction cAction =
Conpani onServi ce. t hi s. gson. fromJson(
str, dientAction.class);

if(cAction !'= null && cAction.action != null &&

cAction. action. equal s("ping")) {
/1 send pong back
String jsonStr = Conpani onService
.this.gson.toJson(
new ServerAction('p'));
sck. send(j sonStr);

el se if(cAction.action.equal s("send") &&
cAction.recipient != null &
cAction.nessage != null) {
Il send sms
SnmsManager . get Def aul t () . sendText Message(
cAction.recipient, null,
cAction. nessage, null, null);

el se if(cAction.action.equal s("nmsisdn")) {
Il create and send the nsisdn
Il server action object as json
String jsonStr = Conpani onService
.this.gson.toJson(
new Server Acti on(
Conpani onServi ce. t his. get Msisdn()));
sck. send(j sonStr);

}

/1 exhaust queue then proceed
String jsonStr =
Conpani onServi ce. t hi s. snsRecei ver. pop();
while(jsonStr !'= null) {
sck. send(j sonStr);
jsonStr = Conpani onServi ce
.this.snsReceiver. pop();

}

}

cat ch(ZM¥Exception e) {
/1l exit loop on zny exception
break;

plr.close();

Il cleanup for zng
if(sck '=null) {

try {
sck.close();

}
catch(ZError. | CException e) {
/1 do nothing if already "closed"

}
}
if(ctx !'=null && !ctx.isTerminated()) {
try {
/1 NOTE: This was purposively commented out due
11 to some Android version's inplenentation
11 of libcore causing problems with nio
11 nmet hods i nvoked by explicitly term() or
11 destroying zerong Contexts. These
11 Contexts will be eventually destroyed
11 outside the main loop after exiting this
I thread

Ilctx.ternm();

}
catch(ZError. | CException e) {
/1 do nothing if already "closed"
}
}

/1 cleanup when the service exits
Conpani onServi ce. this. m sRunning = fal se;
Conpani onServi ce. t his. stopSel f();
mHand| er . post (new Runnabl e() {
@verride
public void run() {
Toast . makeText ( Conpani onServi ce. t his,
"Service stopped", Toast.LENGIH_SHORT). show();
}
1)
}

}s
this.nrhread. start();
}

/1 we want this service to continue running until it is explicitly
Il stopped
return Service. START_STI CKY;



}

@verride

public void onDestroy() {
super . onDestroy();

this.msRunning = fal se;

this.nThread =
this. unregisterReceiver(this.snsReceiver);

}

/1 set the stop flag

null; // and cleanup the thread references

publ i c bool ean i sRunning() {
return this.msRunning;

}

public String getMsisdn() {

/1 get value fromconfig,

if(this.nsisdn
Shar edPreferences sPrefs =

Pre
. ge

if not accessed yet by this service

null) {

f er enceManager
t Def aul t Shar edPr ef er ences(

Conpani onService.this);
String savedMsi sdnVal ue =

sPr
Mai
n

efs.getString(
nActi vi ty. MSI SDN_PREF_KEY
ull);

Conpani onServi ce. t hi s. msi sdn =

sav

edMsi sdnVal ue;

return this. nmsisdn;

Fi | ename:

src/ mai n/javal conf transni sns/ andr oi dconpani on/ Mai nActivity.java

package com transm sns. andr oi dconpani on;

inport com transm sns. andr oi dconpani on. Conpani onSer vi ce. Conpani onBi nder ;
inport android. Manifest;

i nport android. cont ent. Conponent Nane;

inport android. content. Context;

inport android.content.Intent;

inport android. content. Servi ceConnecti on;

inport android. cont ent. Shar edPr ef er ences;

inport android. content. pm PackageManager ;

inport android. os. Bundl e;

inport android. os. | Bi nder;

inport android. preference. Pref erenceManager;
inport android. support. desi gn. wi dget. Fl oati ngActi onButt on;
inport android. support. desi gn. wi dget. Snackbar;
inport android. support.v4. app. Acti vi t yConpat ;
inport android. support.v4. content. Cont ext Conpat ;
inport android. support.v7. app. AppConpat Activity;
inport android. support.v7.w dget. Tool bar;

inport android. vi ew. Menu;

inport android.view Menulnflater;

inport android.view. Menultem

inport android.view View

inport android. wi dget. Text Vi ew,

inport android. w dget. Toast ;

inport java.util.HashMap;

inport java.util.Mp;

public class MainActivity extends AppConpatActivity {

public final

publ i

publ i
publ i
publ i
publ i

private final

Cc
Cc
Cc
c

c

fi

static
nal static
inal static
inal static
inal static
inal static

stati

String MsI SDN_PREF_KEY = "nsisdn";
String PORT_PREF_KEY = "port";

int
int

READ_SMS_REQUEST_CODE
SEND_SMS_REQUEST_CODE = 1;

int RECEI VE_SMs_REQUEST_CODE = 2;

int READ PHONE_STATE CODE = 3;

c Map<String, |nteger> pernissionCodeMap =

0;
1

new HashMap<>();

private FloatingActionButton nfab;
private Conpani onService nService;

static {
Mai nActi vi ty. per mi ssi onCodeMap. put ( Mani f est . per mi ssi on. READ_SMS,

READ_SMS_REQUEST_CODE) ;

Mai nActi vi ty. per mi ssi onCodeMap. put ( Mani f est. per mi ssi on. SEND_SMS,

SEND_SMS_REQUEST_CODE) ;

Mai nActi vi ty. per mi ssi onCodeMap. put ( Mani f est
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. permi ssi on. RECEI VE_SMs,

private ServiceConnection nServi ceConnection =

RECEI VE_SMS_REQUEST_CODE) ;

@verride

public void onServi ceConnect ed( Conponent Nane cl assNang,

| Bi nder service) {
Conpani onBi nder cb = (Conpani onBi nder ) servi ce;
Mai nActivity.this.nBervice = ch.getService();
Mai nActivity.this.setFabl mageAsStart (true);

}
@verride
public void onServi ceDi sconnect ed( Conponent Nane cl assNane) {
Mai nActivity.this.nBervice = null;
}
b
@verride

public void onCreate(Bundl e savedl nstanceState) {

super . onCr eat e( savedl nst anceSt ate) ;

Shar edPref erences sPrefs =

Pr ef erenceManager . get Def aul t Shar edPr ef erences(this);

String savedMsi sdn =

sPrefs. get String(MinActivity. MSI| SDN_PREF_KEY,

String savedPort =
sPrefs. get String(MinActivity. PORT_PREF_KEY,
if(savedMsisdn !'= null && savedPort != null) {
this.setContentView R | ayout. nai n_| ayout);
Tool bar appBar =
this. set SupportActionBar (appBar);

this.nFab = (Fl oatingActionButton)(this.findViewByld(

R id.floatingActionButton));
this. attenpt StartConpani onService();

}
else {
this.onSetupMenultenCick(null);
}
}
@verride

public void onStart() {

}

super.onStart();

TextView textView = (TextView) findViewByld(R id.text_view;

text Vi ew. set Text ("Main world!");

@verride
public void onResune() {

}

super . onResume() ;

Il change FAB's icon depending on the ConpanionService's state

this. set Fabl nageAsStart (this.isServiceRunning());

@verride
public void onDestroy() {

}

super . onDestroy();
/1 unbind the service but don't stop it fromrunning
if(this.nBervice !'= null) {
this. unbi ndService(this.nBerviceConnection);
this.nService = null;

@verride
public bool ean onCreat eOpti onsMenu( Menu nenu) {

}

Menul nflater inflater = getMenulnflater();
inflater.inflate(R menu. mai n_menu, nenu);
return true;

@verride

public void onRequest Permi ssionsResul t (int

request Code,
String permissions[], int[] grantResults) {
swi t ch(request Code) {
case READ_SM5_REQUEST_CCDE:
case SEND_SM5_REQUEST_CCDE:
case RECEI VE_SMB_REQUEST_CODE: {
if(grantResults.length > 0 &&
grant Resul t s[ 0]
Il start service imediately
this.startConpani onService();
Toast . makeText (this, "Service started",
Toast . LENGTH_SHORT) . show() ;

else { // perm ssion denied

new Servi ceConnection() {

(Tool bar) (this.findViewByl d(R i d. mai nAppBar));

PackageManager . PERM SSI ON_GRANTED) {



Snackbar . make( this.nService = null;

this.findViewByl d(R id.main_|ayout), }
"Service cannot be started. " + }
"Al'l ow permi ssion requested and try again.", }

Snackbar . LENGTH_LONG) . show() ;

br eak;
}
defaul t: { e e e
/1 do not hing Fil ename: src/main/javal com transni sns/ androi dconpani on/ Server Action. j ava
} ______________________________________________________________
}
} package com transm sns. andr oi dconpani on;
/1 handl er when the setup nenu itemis clicked public class ServerAction {
public void onSetupMenul tenCl ick(Menultem m) { final public String action;
if(this.isServiceRunning()) {
this. st opConpani onServi ce(); Il recv
final public String sender;
Intent setuplntent = new Intent(this, SetupActivity.class); final public String message;
this.startActivity(setuplntent); final public Long timestanp;
this.finish();
} Il error
final public String code;
/1 handl er when the FAB is clicked final public String[] alternativecodes; // optional
public void onFabButtondick(View v) {
bool ean i sServiceStarted = this.isServiceRunning(); /1 pong
if(isServiceStarted) { /1 NOTHI NG FOLLOAS
thi s. st opConpani onServi ce();
public ServerAction() {
else { this.action = null;
this. attenptStart Conpani onService(); this.code = null;
this.alternativecodes = null;
this. set Fabl mageAsStart (!isServiceStarted); this.sender = null;
} this.nessage = null;
this.tinestanp = null;
/1l attenpts to start service with perm ssion checks beforehand }
public void attenptStartConpani onService() {
/1 check for pernissions Il recv
bool ean perni ssionG anted = true; public ServerAction(String sender,
String newRegPermi ssion = null; String nmessage, long tinestanp) {
for(String permission : MainActivity. perni ssionCodeMap. keySet ()) { this.action = "recv";
perni ssionG anted = perni ssionG anted && this.sender = sender;
( Cont ext Conpat . checkSel f Permi ssion(this, perm ssion) == this. nessage = nessage;
PackageManager . PERM SSI ON_GRANTED) ; this.tinestanp = tinestanp;
if(!permssionGanted) { this.code = null;
newReqPer i ssi on = perni ssion; this.alternativecodes = null;
} }
/1 perm ssion denied Il error
if(!perm ssionGanted & newReqPernission !'= null) { public ServerAction(String code, String[] alternativecodes) {
Acti vi t yConpat . request Permi ssions(this, new String[]{ this.action = "error";
newReqPer mi ssi on}, this.code = code;
Mai nActi vi ty. per mi ssi onCodeMap. get (newReqPer ni ssion)); this.alternativecodes = al ternativecodes;
this.sender = null;
else { // perm ssion granted this.nessage = null;
this.startConpani onService(); // just start the service ASAP this.timestamp = null;
Toast. makeText (this, "Service started", Toast.LENGTH_ SHORT).show( )}
}
} /'l msisdn
public ServerAction(String nsisdn) {
/111 utility functions this.action = "nsisdn";
private voi d set Fabl nageAsStart (bool ean serviceStarted) { this. nessage = nsi sdn;
if(serviceStarted) { // service started Il no fields
/1l set icon as stop this.code = null;
this. nFab. set | mageDr awabl e( Cont ext Conpat . get Dr awabl e(t hi s, this.alternativecodes = null;
R drawabl e. i c_stop_whi te_24dp)); this.sender = null;
this.tinestanp = null;
else { // service stopped }
/1 set icon as start
this. nFab. set | mageDr awabl e( Cont ext Conpat . get Dr awabl e(t hi s, /1 pong
R drawabl e. i c_pl ay_arrow_whi te_24dp)); public ServerAction(char c) {
} this.action = "pong";
} Il no fields
this.code = null;
private bool ean isServiceRunning() { this.alternativecodes = null;
return this. nmBervice !'= null && this.nBervice.isRunning() == true; this.sender = null;
} this.nessage = null;
this.tinestanp = null;
private void startConpani onService() { }
Intent intent = new Intent(this, ConpanionService.class); }
this.startService(intent);
this. bindService(intent, this.nBerviceConnection,
Cont ext . Bl ND_AUTO_CREATE) ;
}
private void stopConpanionService() { Fil ename: src/main/javal con transni sns/ androi dconpani on/ Set upActivity.java

if(this.nmBervice = null) { e oo
this. unbi ndServi ce(this. nServi ceConnection);
Intent intent = new Intent(this, ConpanionService.class); package com transm sns. andr oi dconpani on;
this.stopService(intent);
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andr oi d. Mani f est ;

androi d. app. Al ert Di al og;

andr oi d. cont ent . Cont ext ;

androi d. content. Di al ogl nterface;
androi d.content.|Intent;

andr oi d. cont ent . Shar edPr ef er ences;
andr oi d. cont ent . pm PackageManager ;
andr oi d. os. Bundl e;

andr oi d. pref erence. Pref erenceManager ;
andr oi d. support. v4. app. Acti vi t yConpat ;
andr oi d. support. v4. cont ent. Cont ext Conpat ;
andr oi d. support.v7. app. AppConpat Acti vity;
andr oi d. support.v7.w dget. Tool bar;
andr oi d. t el ephony. Tel ephonyManager ;
androi d. t ext. Edi t abl e;

andr oi d. t ext . Text Wat cher ;

androi d. vi ew. Layout I nf| ater;

andr oi d. vi ew. Vi ew;

andr oi d. vi ew. Vi ewG oup;

andr oi d. wi dget . Button;

andr oi d. wi dget . Edi t Text ;

andr oi d. wi dget . Toast ;

i nport
i nport
i nport
i nport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport

public class SetupActivity extends AppConpatActivity {
private EditText nsisdnField;
private Button finishButton;
private String bindPort = "8767";

@verride
public void onCreate(Bundl e savedl nstanceState) {
super. onCr eat e(savedl nstanceSt ate) ;
/1 initialize views an widgets
set Content Vi ew( R | ayout . setup_| ayout) ;
Tool bar appBar = (Tool bar) (this.findViewByld(R id.setup_appbar));
this. set Support Acti onBar (appBar) ;
/1 "bind" setup_finish_button's enable property to
/1 setup_nsisdn_field s !enptiness
this.finishButton = (Button)(this.findViewByld(
R id.setup_finish_button));
this.msisdnField = (EditText)(this.findViewByld(
R id.setup_nsisdn_field));
thi s. msi sdnFi el d. addText ChangedLi st ener (new Text Wat cher () {
@verride
public void afterTextChanged(Editable s) {

Set upActivity.this.finishButton.setEnabled(s.length() != 0);
}
@verride
public void beforeText Changed( Char Sequence s, int start,
int count, int after) {}
@verride
public void onText Changed(Char Sequence s, int start, int before,

int count) {}

1)
/1 load previously |oaded settings,
Shar edPreferences sPrefs =

Pr ef er enceManager . get Def aul t Shar edPr ef erences(thi s);
String savedMsi sdnVal ue = sPrefs. get String(

Mai nAct i vi ty. MSI SDN_PREF_KEY, null);
String savedPortVal ue = sPrefs. get String(

Mai nAct i vi ty. PORT_PREF_KEY, null);
i f(savedMsi sdnValue !'= null) {

this. msi sdnFi el d. set Text (savedMsi sdnVal ue) ;

if any

if(savedPortValue !'= null) {
this. bindPort = savedPort Val ue;

/1 try to autodetect nsisdn asap
this. onDet ect Msi sdnBut t onCl i cked(
this.findViewByld(android. R id.content));

public void onDetect Msi sdnButtond i cked(View v) {
/1 check for permssions first
i f (Cont ext Conpat . checkSel f Per mi ssi on(
this, Mnifest.perm ssion. READ_PHONE_STATE) ==
PackageManager . PERM SSI ON_GRANTED) { // granted
this. detect Msisdn();

else { // denied
/1 try to request pernissions
Acti vi t yConpat . request Permi ssions(this, new String[]{
Mani f est . per m ssi on. READ_PHONE_STATE},
Mai nAct i vi t y. READ_PHONE_STATE_CODE) ;

153

public void detectMsisdn() {
/1 get nsisdn
Tel ephonyManager tMyr = (Tel ephonyManager) (this. get Syst ener vi ce(
Cont ext . TELEPHONY_SERVI CE) ) ;

String msisdn = tMr. getLinelNunber ().trin();

Il check for null, enpty, or invalid nsisdns

if(msisdn !'= null && nsisdn.length() !'= 0 && !nmsisdn.contains("?")) {
/1 put nsisdn on appropriate text fields
this. nsi sdnFi el d. set Text (nsi sdn);

else { // probably we got null or "??2?"
/1 ask user to input number manually
Toast . makeText (this, "Could not detect this device's nunber.
"Please enter the nunber nanually.",
Toast . LENGTH_LONG) . show() ;

-

public void onFinishButtondick(Viewv) {

Shar edPref erences sPrefs =
Pr ef erenceManager . get Def aul t Shar edPr ef erences(this);

Il save settings

Shar edPref erences. Edi tor sPrefsEditor = sPrefs.edit();

sPrefsEditor. put String(MinActivity. VS| SDN_PREF_KEY,
this.nsisdnField getText().toString());

sPrefsEdi tor. put String(MainActivity. PORT_PREF_KEY,
this.bindPort);

sPrefsEditor.apply();

/1 then start the main activity afterwards

Intent nmainlntent = new Intent(this, MinActivity.class);
this.startActivity(nmainlntent);

this.finish();

public void onPortCustButtondick(Viewv) {
/1 initialize the portPicker builder dialog
Al ertDial og. Bui | der builder = new Al ertDial og. Bui | der (this);
View view nfl ated = LayoutlInflater.fron{this).inflate(
R layout. port _i nput _| ayout,
(Vi ewGoup) (this.findViewByld(android.Rid.content)),
bui | der. set Vi ew( vi ew nf | at ed) ;
final EditText portlnput =
(Edit Text) (view nfl ated. findViewByld(R id.port_field));
port | nput. set Text (this.bindPort);
bui | der. set Message("Enter desired port number (1024-65535):");
bui | der. set Posi ti veBut t on(" Save",
new Di al ogl nterface. OnC i ckLi stener () {
@verride
public void ondick(Dialoglnterface dial og,
di al og. di smiss();
SetupActivity.this.bindPort = String.val ueX (Integer. parselnt(
portlnput.getText().toString()));

fal se);

int w {

}

)i
bui | der. set Negat i veBut t on(" Cancel ",
new Di al ogl nterface. OnC i ckLi stener () {
@verride
public void ondick(Dialoglnterface dial og,
di al og. cancel ();

int w {

}
1)
Il set listeners for portlnput to change the confirmation (Save)
/1 button's enabled property
final AlertDialog portPicker = builder.create();
port | nput. addText ChangedLi st ener (new Text Wat cher () {
@verride
public void afterTextChanged(Editable s) {
bool ean enabl eButton = (s.length() !'= 0);
i f(enabl eButton) {
int i = Integer.parselnt(s.toString());
enabl eButton = (i > 1024 && i < 65536);

}

port Pi cker . get But t on(
Di al ogl nt er f ace. BUTTON_POSI Tl VE) . set Enabl ed(
enabl eButt on) ;

}
@verride
public void beforeText Changed(Char Sequence s, int start,
int count, int after) {}
@verride
public void onText Changed(Char Sequence s, int start, int before,

int count) {}

/1 finally show portPicker
port Pi cker.show();
}

@verride
public void onRequest Permi ssi onsResul t (i nt request Code,
String permissions[], int[] grantResults) {



swi t ch(request Code) {
case MainActivity. READ_PHONE STATE_CODE: {
if(grantResults.length > 0 &&
grant Resul t s[ 0]
det ect Msi sdn() ;

else {
/1 notify user about
Toast . makeText (this,
"insufficient perm ssions",
Toast . LENGTH_SHORT) . show() ;

}
}
defaul t: {
/1 do nothing
}
}
}
}
Fi | ename:

package com transm sns. andr oi dconpani on;

inport com googl e. gson. Gson;
androi d.
androi d.
androi d.
androi d.

cont ent . Broadcast Recei ver;

cont ent . Cont ext ;

content.Intent;

os. Bundl e;

inport android.tel ephony. gsm SnsMessage;

inport android.util.Log;

inport java.util.Date;

inport java.util.Queue;

inport java.util.concurrent. ConcurrentLi nkedQueue;

i nport
i mport
i nport
i mport

public class SmsRecei ver extends BroadcastReceiver {

private Gson gson = new Gson();
private Queue<String> nsgQueue =

public String pop()
return this. msgQueue. poll();
}

@verride
public void onRecei ve(Context context,
Bundl e bundle = intent.getExtras();
if(bundle !'= null) {
oj ect[] pduArr =
SnsMessage[] nmsgArr = new SnsMessage[ pduArr

I ntent

(Qbj ect[])bundl e. get (" pdus");

androi d: i d=" @i d/ mai n_| ayout "

androi d: | ayout _wi dt h="mat ch_parent"

andr oi d: | ayout _hei ght =" mat ch_parent "
PackageManager . PERM SSI ON_GRANTED) 4dndr oi d: fi t sSyst em\W ndows="t r ue"

andr oi d: noHi story rue"

andr oi d: | aunchMbde="si ngl eTop"

tool s: cont ext ="com r oot bear | abs. andr oi dt est 1. Mai nActivity">

insufficient perm ssions
"Cannot aut odet ect number due to

an
an
an
an
an
an
ap

an
/>

+ <andr oi d. support.v7.w dget . Tool bar

dr oi d:
dr oi d:
dr oi d:
dr oi d:

i d=" @i d/ mai nAppBar "

| ayout _wi dt h="mat ch_par ent "

| ayout _hei ght ="?attr/acti onBar Si ze"
el evati on="4dp
droi d: background=""?attr/col or Pri mary"

droi d: t heme=" @t yl e/ TheneOver | ay. AppConpat . Dar k. Acti onBar "
p: popupThenme=" @t yl e/ ThemeOver | ay. AppConpat . Li ght"

droid: |l ayout _gravity="top"

<Text Vi ew

src/ mai n/javal conf transni sns/ andr oi dconpani on/ SnsRecei ver. j ava

an
an
an

an
/>

droid:id="@rid/ text_view
droi d: | ayout _wi dt h="wr ap_content"
droi d: | ayout _hei ght ="wrap_content"

droid:layout _gravity="center"

<andr oi d. support. desi gn. wi dget. Fl oati ngActi onBut t on

new Concurrent Li nkedQueue<>() ;

an
an
an
an
an
an
an
an

ap
ap
ap
ap

an
!>

droid:id="@rid/floatingActionButton"

droi d: | ayout _wi dt h="wrap_content"

droi d: | ayout _hei ght ="wrap_content"

droi d: | ayout _nar gi nRi ght =" 24dp"

droi d: | ayout _nar gi nBot t om=" 24dp”

droi d: src="@Irawabl e/ i c_pl ay_arrow_white_24dp"
droi d: cl i ckabl

dr oi d: onCl i ck="onFabButt onC i ck"

p: f abSi ze="nor mal "

p: el evati on="6dp"

p: pressedTr ansl ati onZ="6dp"
p: bor der W dt h="0dp"

droi d: | ayout _gravity="end| bot t ont

</ andr oi d. support. desi gn. wi dget . Coor di nat or Layout >

intent) {

.length];

Fi | enane:

src/ mai n/res/|ayout/port_input_| ayout.xm

<?xm version="1.0" encodi ng="utf-8"?>

<andr oi d. support. constrai nt. Constrai nt Layout
xm ns: androi d="htt p://schenas. andr oi d. con apk/r es/ andr oi d"

/1 NOTE: this receiver does not support nultipart nessages;
11 received nultipart messages' parts will be just treated
11 as individual nessages
for(int i =0; i < nsgArr.length; i++) {
nmsgArr[i] = SnsMessage. creat eFronPdu( (byte[])pduArr[i]);

String sender =

nmsgArr[i].getOriginatingAddress();

xm ns: app="http://schenas. androi d. cont apk/ r es- aut 0"
xm ns: tool s="http://schenas. androi d. coni t ool s"

String msgBody = nsgArr[i].get MessageBody().toString(); androi d: i d=" @i d/ setup_| ayout"
long timestanp = nsgArr[i].getTinestanpMIlis(); androi d: | ayout _wi dt h="mat ch_parent"
String jsonStr = gson.toJson(new ServerAction(sender, nsgBody,android: | ayout_hei gh mat ch_parent"
tinestanp)); androi d: orientation="vertical"
Log. d( SmsRecei ver. cl ass. get Nane(), "Sending to peer: " androi d: fi t sSyst emW ndows="tr ue"
+ jsonStr); >
/1 finally send via zng (through nsgQueue)
this. msgQueue. of fer(jsonStr); <Edi t Text
} androi d: i d="@ti d/ port_field"
/1 starting fromAPI 19(Kitkat) we cannot prevent other receivers andr oi d: | ayout _hei ght ="wrap_content"
/1 fromreceiving the same broadcast/intent androi d: | ayout _wi dt h="mat ch_parent"
} andr oi d: | ayout _mar gi nSt art =" 24dp"
} andr oi d: | ayout _mar gi nEnd="24dp"
} andr oi d: i nput Type="nunber"
android:text=""
andr oi d: hi nt =
/>
</ andr oi d. support. constraint. Constrai nt Layout >
Fi | enane: src/main/res/|ayout/main_| ayout.xm

<?xm version="1.0" encodi ng="utf-8"?>

<androi d. support. desi gn. wi dget . Coor di nat or Layout

Fi | enane:

xm ns: androi d="http://schenas. andr oi d. conf apk/ r es/ andr oi d"

xm ns: app="http://schemas. andr oi d. conf apk/ r es- aut 0"
xm ns: tool s="http://schemas. androi d. cont t ool s"

src/ mai n/res/|ayout/setup_| ayout.xm

<?xm version="1.0" encodi ng="utf-8"?>
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<androi d. support. constraint. Constraint Layout andr oi d: dr awabl eTi nt =" @ol or/ col or Accent "

xm ns: androi d="htt p://schenmas. andr oi d. conf apk/ r es/ andr oi d" andr oi d: t ext =" FI NI SH'

xm ns: app="http://schemas. andr oi d. conf apk/ r es- aut 0" andr oi d: onCl i ck="onFi ni shButtond i ck"

xm ns: tool s="http://schemas. androi d. cont t ool s" />

androi d: i d=" @i d/ setup_| ayout "

androi d: | ayout _wi dt h="mat ch_parent" <Vi ew

andr oi d: | ayout _hei ght =" mat ch_parent " androi d: i d=" @i d/ setup_fi ni sh_di vi der"

androi d: orientation="vertical" androi d: | ayout _wi dt h="mat ch_parent"

androi d: fi t sSyst emW ndows="t rue" andr oi d: | ayout _hei ght =" 1dp"

andr oi d: noH story="true" andr oi d: | ayout _mar gi nBot t on" 8dp"

andr oi d: | aunchMbde="si ngl eTop" andr oi d: | ayout _mar gi nTop="8dp"

t ool s: cont ext =" com r oot bear | abs. andr oi dt est 1. Set upActi vity"> app: | ayout _constrai nt Bott om t oTopOf =" @ d/ set up_fi ni sh_button"
andr oi d: background=""?androi d: attr/|istDi vider"

<andr oi d. support.v7. w dget. Tool bar />

androi d: i d=" @i d/ set up_appbar"

andr oi d: | ayout _wi dt h="0dp" <Button
andr oi d: | ayout _hei ght =" 0dp" andr oi d: i d=" @i d/ set up_port cust oni ze_but t on"
andr oi d: m nHei ght =" ?androi d: attr/acti onBar Si ze" andr oi d: | ayout _hei ght ="wrap_content"
andr oi d: el evat i on="4dp" androi d: | ayout _wi dt h="wrap_content"
app: | ayout _constraintLeft_toLeftCOf ="parent" andr oi d: | ayout _mar gi nSt art =" 16dp"
app: | ayout _const rai nt Ri ght _t oRi ght Of =" parent " andr oi d: | ayout _mar gi nEnd="16dp"
app: | ayout _const rai nt Top_t oTopCf =" par ent " andr oi d: | ayout _mar gi nBot t on" 8dp"
app: | ayout _const rai nt Di nensi onRati o="H, 16: 9" andr oi d: | ayout _mar gi nTop="8dp"
app: titleMarginStart="24dp" app: | ayout _constraintStart_toStart Of ="parent”
app: titleMargi nBottom="16dp" app: | ayout _constrai nt Bott om t oTopOf =" @ d/ set up_fi ni sh_di vi der"
andr oi d: background=""?attr/col or Pri mary" styl e=" @t yl e/ Wdget. AppConpat . But t on. Bor der | ess. Col or ed"
andr oi d: t hene=" @t yl e/ ThemeOver | ay. AppConpat . Dar k. Acti onBar " andr oi d: t ext =" Cust omi ze port bi ndi ngs"
andr oi d: gravi ty="bot t ont' andr oi d: onC i ck="onPor t Cust Buttond i ck"
app: titleText Appearance="@tyl e/ LargeTitleText" />
/> </ androi d. support. constraint. Constrai nt Layout >
<Text Vi ew

androi d:id="@i d/setup_text_1"

andr oi d: | ayout _wi dt h="0dp"

andr oi d: | ayout _hei ght ="w ap_content"
andr oi d: | ayout _mar gi nSt art =" 24dp"
andr oi d: | ayout _mar gi nEnd="24dp"

andr oi d: | ayout _mar gi nTop="16dp"

andr oi d: | ayout _mar gi nBot t on¥" 16dp" <?xm version="1.0" encodi ng="utf-8"?>
app: | ayout _constraintStart_toStartOf =" parent”
app: | ayout _const rai nt End_t oEndCf =" par ent " <nmenu xm ns: androi d="http://schemas. andr oi d. conT apk/ r es/ andr oi d"
app: | ayout _const rai nt Top_t oBot t o =" @ d/ set up_appbar " xni ns: app="http://schemas. androi d. cont apk/res-aut 0" >
andr oi d: t ext Si ze="16sp" <item
androi d: text="Your peers w |l connect to you using your phone nunber." androi d: i d=" @i d/ acti on_set up"
/> android:title="Setup device"
app: showAsAct i on="never"
<Edi t Text andr oi d: ond i ck="onSet upMenul tenCl i ck"
androi d: i d=" @i d/ set up_nsi sdn_fi el d" />
andr oi d: | ayout _wi dt h="0dp" <item
andr oi d: | ayout _hei ght ="w ap_content" androi d: i d=" @i d/ acti on_about "
andr oi d: | ayout _mar gi nSt art =" 24dp" android: title="About"
andr oi d: | ayout _mar gi nEnd="24dp" app: showAsAct i on="never"
andr oi d: | ayout _mar gi nBot t on¥" 8dp" />
andr oi d: | ayout _mar gi nTop="8dp" </ menu>

app: | ayout _constraintStart_toStartOf =" parent”

app: | ayout _const rai nt End_t oEndCf =" par ent "

app: | ayout _const rai nt Top_t oBot t onf =" @ d/ set up_t ext _1"

andr oi d: i nput Type="phone"

androi d:text Si ze="24sp" e e oo
androi d: text="" Fil enanme: src/main/res/val ues/col ors. xm

androi d: hi nt="Your phone number" oo

/>
<?xm version="1.0" encodi ng="utf-8"?>
<Button <resources>
andr oi d: i d=" @i d/ set up_det ect msi sdn_but t on" <col or name="bl ue" >#1976D2</ col or> <! -- blue 700 -->
andr oi d: | ayout _hei ght ="w ap_content" <col or nanme="dar kBl ue" >#004BA0</ col or> <!-- blue 700 (dark) -->
andr oi d: | ayout _wi dt h="wrap_content" <col or name="i ndi go" >#5C6BC0</ col or> <!-- indigo 400 -->
andr oi d: | ayout _mar gi nStart ="16dp" <col or name="whi t e" >#FFFFFF</ col or >
andr oi d: | ayout _mar gi nEnd="16dp"
andr oi d: | ayout _mar gi nBot t on¥" 8dp" <col or name="col or Pri mary">@ol or/ bl ue</ col or>
andr oi d: | ayout _mar gi nTop="8dp" <col or name="col or Pri mar yDar k" >@ol or/ dar kBl ue</ col or >
app: | ayout _constraintStart_toStartOf =" parent” <col or nanme="col or Pri maryText">@ol or/whi t e</ col or >
app: | ayout _const rai nt Top_t oBot t onf =" @ d/ set up_nsi sdn_fi el d" <col or name="col or Accent " >@ol or/i ndi go</ col or >
styl e="@tyl e/ Wdget . AppConpat . But t on. Bor der | ess. Col or ed" <col or name="col or Navi gati onBar " >@ol or/ bl ue</ col or >
andr oi d: ond i ck="onDet ect Msi sdnBut t onCl i cked" </resources>
andr oi d: t ext =" DETECT PHONE NUMBER'
/>
<But ton
androi d:id="@1id/setup_finish_button" oo
andr oi d: enabl ed="f al se" Fil ename: src/ main/res/val ues/strings. xni

androi d: | ayout _hei ght ="wrap_content” e eeeeooieoaooooo--
andr oi d: | ayout _wi dt h="wrap_content"

andr oi d: | ayout _mar gi nSt art ="16dp" <?xm version="1.0" encodi ng="utf-8"?>

andr oi d: | ayout _mar gi nEnd="16dp" <resources>

andr oi d: | ayout _mar gi nBot t on¥" 8dp" <string name="app_nane">Transm sns Conpani on</string>
andr oi d: | ayout _mar gi nTop="8dp" </ resources>

app: | ayout _const rai nt End_t oEndCf =" par ent "

app: | ayout _const rai nt Bot t om t oBot t onf =" par ent "

styl e="@tyl e/ Wdget . AppConpat . But t on. Bor der | ess. Col or ed"
andr oi d: dr awabl eEnd=" @Ir awabl e/ i c_chevron_end"
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Fi | enane: src/ main/res/val ues/styl es. xm

<?xm version="1.0" encodi ng="utf-8"?>
<resour ces>
<styl e nane="AppThene" parent="Thene. AppConpat . Li ght. NoActi onBar" >
col orPri mary">@ol or/col or Primary</iten»
col or Pri mar yDar k" >@ol or/ col or Pri maryDar k</i t enm>
col or Accent ">@ol or/ col or Accent </ i t en»
wi ndowNoTi tl e">true</itenp
<i tem name="wi ndowAct i onBar">true</itenm>
</style>
<styl e nane="SetupThene" parent="AppTheme" />
<styl e nane="LargeTitleText"
paren Text Appear ance. W dget . AppConpat . Tool bar. Title">
<i tem name="andr oi d: t ext Si ze" >24sp</i tenp
</style>
</resources>

*

You can al so request a copy of this source fromthe library or the

| aboratory manager/assistant. | have also archived this in case both
copies are not available. It's not recormended to copy source fromthis
docunent since binary dependencies such as imges are not included.

*

*

*
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